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1.1. TEST Environments

1. Host OS : Windows XP SP3
1.1. 1ipconfig -a

Windows IP Configuration

Host Name ............ : PRUTTA
Primary Dns Suffix ....... :

Node Type ............ : Unknown
IP Routing Enabled. . ...... : No
WINS Proxy Enabled. . ...... :No
DNS Suffix Search List. ... .. :

Ethernet adapter VMware Network Adapter VMnet8:
Connection-specific DNS Suffix .:

Description .. ......... : VMware Virtual Ethernet Adapter for VMnet8
Physical Address. . ....... 1 00-50-56-C0-00-08

Dhcp Enabled. . ......... : No

IP Address. ........... 1192.168.18.1

Subnet Mask . .......... 1 255.255.255.0

Default Gateway ......... :

Ethernet adapter VMware Network Adapter VMnet1:




Connection-specific DNS Suffix

Description .. ......... : VMware Virtual Ethernet Adapter for VMnet1
Physical Address. ........ 1 00-50-56-C0-00-01

Dhcp Enabled. ... ....... : No

IP Address. ........... 1192.168.235.1

Subnet Mask ........... 1 255.255.255.0
Default Gateway ......... :

Ethernet adapter VA YL 2 % hU— 7 B

Media State .. ......... : Media disconnected
Description . ... ....... : Intel(R) Wireless WiFi Link 4965AGN
Physical Address. ........ 1 00-1F-3B-C6-83-C1

Ethernet adapter = —%/L =V 7 #&H5i:
Connection-specific DNS Suffix

Description . . ......... : Intel(R) 82566MM Gigabit Network Connection

Physical Address. ........ 1 00-1D-72-92-C4-E9

Dhcep Enabled. . ......... *Yes

Autoconfiguration Enabled . . . . : Yes

IP Address. ........... 1192.168.0.14

Subnet Mask . .......... 1 255.255.255.0

Default Gateway ......... 1192.168.0.1

DHCP Server........... 1192.168.0.1

DNS Servers........... 1122.1.115.75
122.1.115.76
202.249.37.87

Lease Obtained. ......... 1200944 A 7H 9:53:13

Lease Expires.......... 1200944 A 8 H 55313

2. Guest OS : Fedora 8 x86_64 on VMware Player 2.5.2
2.1. Network Setting : NAT
2.2.  Uname —a and ifconfig ethO,

[root@localhost ~]# uname -a
Linux localhost.localdomain 2.6.26.8-57.fc8 #1 SMP Thu Dec 18 18:59:49 EST 2008 x86_64 x86_64 x86_64 GNU/Linux

[root@localhost ~J# ifconfig ethO

ethO Link encap:Ethernet HWaddr 00:0C:29:EB:29:BC
inet addr:192.168.18.129 Bcast:192.168.18.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:feeb:29bc/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:2902 errors:0 dropped:0 overruns:0 frame:0
TX packets:1787 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:3428054 (3.2 MiB) TX bytes:123609 (120.7 KiB)
Interrupt:17 Base address:0x1080

1.2. TEST1: traceroute www.google.com from Host and Guest

1.2.1.Traceroute from Guest

[root@localhost ~[# traceroute www.google.com

traceroute to www.google.com (66.249.89.147), 30 hops max, 60 byte packets
1 192.168.18.2(192.168.18.2) 0.163ms 0.107 ms 0.101 ms

2 jp-in-f147.google.com (66.249.89.147) 5.255ms 5.052 ms 4.937 ms

Traceroute shows only first and last hops. I think that host OS have changed
TTL to 128 when host ( vmnet-natd? ) forwards the UDP packets received
from guest (see also 1.2.3)

1.2.2.Traceroute from Host

Tracing route to www.l.google.com [66.249.89.147]
over a maximum of 30 hops:
1 <1 ms <1l ms <lms 192.168.0.1
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2 1 ms 1 ms 1ms 118.23.99.139
3 2 ms 2 ms 2ms 118.23.99.158
4 4 ms 3 ms 6 ms 221.184.12.233
5 2 ms 1 ms 2ms 60.37.11.41
6 2 ms 2 ms 2ms 210.254.188.141
7 2 ms 2 ms 2ms 210.254.188.146
8 2 ms 21 ms 2ms 122.28.104.90
9 2 ms 2 ms 2ms 210.163.230.234
10 3 ms 2 ms 2ms xe-1-1.al17.tokyjpOl.jp.ra.gin.ntt.net [61.213.169.66]
11 3 ms 3 ms 3ms xe-1-3.al17.tokyjpOl.jp.ra.gin.ntt.net [61.213.169.174]
12 3 ms 3 ms 3ms 209.85.241.94
13 4 ms 14 ms 3ms 72.14.236.126
14 4 ms 3 ms 3ms jp-in-f147.google.com [66.249.89.147]
Trace complete.

Tracert.exe@host shows every hops correctly.

1.2.3.Captured packets of Traceroute flow with Wireshark

1.2.3.1. @Guest

74! windows.guest.pcap - Wireshark

File Edit View Go Capture Analyze Ststistics Help
BEoed BEEXEE AesnTE/EE QAQaQB

Filter: v Expression... Clear Apply

No. . Time Source Destination Info

917.858344 192.168.18.129 66.249.89. UDP_ Source port: 56638 Destinat

1117.858656

68.18.129 66.249.89 ) Source port: 54284 _Destinat

13 17.858981 ; 3 Source port: 43659 Destinat}

15 17.859249 192.168.18.129 66.249.89.147
o 22940 g 9 66 9.147
.85961 5 T8 129 T80 40949 Destinat
.859757 .168.18. 3 2 i : 59211 Destinat
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.860396 .168.18. .249.89. rt: 35388 Destinat
.860588 .168.18. .249.89. Source : 60191 Destinat
.860726 .168.18. 12405890 Source : 52762 Destinat?
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Total Length: 60
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Fragment nffcet: 0
Time to live: 2
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® Header checksum: Ox5ee7 [correct]
Source: 192.168.18.129 (192.168.18.129)
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74! windows.guest.pcap - Wireshark

File Edit View
Buoes BEEBXEE AT E(EE QQQRN BB % 8

Filter: v Expression... Clear Apply

Go Capture Analyze Statistics Help

No. . Time Source Destination Protocol Info

17 17.859616 192.168.18.129 66.249.89.147 UDP Source port: 40949 Destinat
18 17.85 R 18 O 862490 8 4 UDP Source port: 59211 Destinat
.859923 192.168.18.129 66.249.89.147 ubP Source port 52529 Destinat]

SOUU0S 192 T8 18- 1290029 0B 77— UDP Source po 503 Destinat
.860226 2 .18. .24 147* UDP Source port 55116 Destinat
.860396 5 .18. .249.89.147 UDP Source port: 35388 Destinat

. 860588 g BT .249.89.147 UDP Source port: 60191 Destinat

.860726 5 .18. .249.89.147 uDP Source port: 52762 Destinat®

. 860883 5 g .249.89.147 UDP Source port: 49006 Destinat-

.861028 o A8 .249.89.147 UDP Source port: 60103 Destinat:

.861196 B .18. 6.249.89.147 UDP. Source port: 34428 Destinat”

.861584 2 =18 192.168.18.2 DNS Standard query PTR 2.18.168.1

.863755 2 A8 192.168.18.129 DNS Standard query response, No s

.864073 .168.18. 3 .89.147 Source port: 48006 Destinat
RRAI21 102 1A% 18 120 RR 740 RG 147 Sanmra marts ARASR  Nactinat
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Tota1 Length 60

Identification: Oxeal8 (59928)

Flags: 0x00

Fragment offset: 0

time to live: 3

Protocoi: vur (Ux11)

@ Header checksum: 0Ox5de3 [correct]

Source: 192.168.18.129 (192.168.18.129)

NAc+dma+innm: AR A0 20 147 (AR DAQ 0 147N

2]

#
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File: "C:¥Documents and Settinas¥mivaaa--- | Packets: 62 Displaved: 62 Marked: 0 Profile: Default

Traceroute was sending UDP packets with TTL = 1,2,3....

1.2.3.2. @Host

reshark =

74! windows.host.pcap -

File Edit View Go Capture Analyze Statistics Help

Buoed BEXEE AT L EE QRQQAAN &M% B

Eilter: v Expression... Clear Apply
Source Destinaticn Protocol Info. ]
bsrod  LZZ.L.LLD.(D 19Y£.105.U. 14 DN> STangara query response CNAME Www. |.googie.com
B3698 192.168.0.14 12221505 DNS Standard query A www.google.com
9404 122.1.115.75 192.168.0.14 DNS Standard query response CNAME www.1.google.com A 6¢
0185 192.168.0.14 1220115575 DNS Standard query A www.google.com
y 0497 122 I 115 7'5 192.168.0.14 DNS Standard quer‘y response CNAME www.1.google.com A 6¢
IF 66.249.89.147 UDP Source por. Bmposit-server Destination port: 33!
2799 191.105.\).14 VU. 249.09. 147 uur source port:,ca as Destination port: 33438
V3138 192.168.0.14 66.249.89.147 uDP Source port: kattachmate s2s Destination port: 334:
V3443 192.168.0.14 66.249.89.147 uDP Source port: dslremote-mgmt Destination port: 334¢
V3771 192.168.0.14 66.249.89.147 uDP Source port: g-talk Destination port: 33441
4038 192.168.0.14 66.249.89.147 UDP Source port: crmsbits Destination port: 33442
V4341 192.168.0.14 66.249.89.147 UDP Source port: rnrp Destination port: 33443
F4594 192.168.0.14 66.249.89.147 TPNCP  EvID=Unknown(1212762699), SeqNo=17477, ChiD=128013:¢
F4837 192.168.0.14 66.249.89.147 uDP Source port: fjitsuappmgr Destination port: 33445
75106 192.168.0.14 66.249.89.147 UDP Source port: 2426 Destination port: 33446
V5419 192.168.0.14 66.249.89.147 UDP Source port: mgcp-gateway Destination port: 33447
F5683 192.168.0.14 66.249.89.147 uDP Source port: ott Destination port: 33448 v
<) [ i
Total Length: 60 (&

Identification: 0x8047 (32839)
® Flags: 0x00
Fraament offset: 0 ;
| C Time to live: 128 |
Protocoi: uuP (0x11)
@ Header checksum: 0x5d27 [correct]
Source: 192.168.0.14 (192.168.0.14)
Destination: 66.249.89.147 (66.249.89.147) !

® User Datagram Protocol, Src Port: composit-server (2417), Dst Port: 33437 (33437) [w
[ ] | [
0010 00 3c 80 47 00 00 [y 11 5d 27 cO a8 00 Oe 42 f9 e G . — (&

0020 59 93 09 71 82 9d 00 28 21 48 40 41 42 43 44 45 . - ( THGABCDE
0030 46 47 48 49 4a 4b 4c 4d 4e 4f 50 51 52 53 54 55 FGHIJKLM NOPQRSTU i
0040 56 57 58 59 5a 5b 5c 5d 5e 5f VWXYZ[\] A_

Time to live (ip tth. 1 bvte Packets: 72 Displaved: 72 Marked: 0 Profile: Default



Host OS was sending traceroute UDP packets received from Guest OS with

TTL = 128!
1.3. TEST2: ping www.google.com from Guest
No TEST Result
1. ping www.google.com . with [root@localhost ~I# ping www.google.com
no option PING www.l.google.com (66.249.89.104) 56(84) bytes of data.
2. Set option “—t 1”. All packets | [root@localhost ~|# ping -t 1 www.google.com
are sent with TTL == 1 PING www.l.google.com (66.249.89.99) 56(84) bytes of data.
From 192.168.18.2 icmp_seg=1 Time to live exceeded
3. Set option “—t 2”. All packets | [root@localhost ~|# ping -t 2 www.google.com

are sent with TTL == 1 PING www.l.google.com (66.249.89.147) 56(84) bytes of data.
64 bytes from jp-in-f147.google.com (66.249.89.147): icmp_seq=1 tt1=128
time=4.75 ms

Result of No3 is strange. This means host OS sent traceroute packet from
Guest OS with large TTL.

2. Case 2

2.1

. TEST Environments

3. Host OS : MacOSX 10.5.6

3.1.

1pconfig -a

100: flags=8049<UP,LOOPBACK,RUNNING,MULTICAST> mtu 16384

inet6 fe80::1%lo0 prefixlen 64 scopeid 0x1

inet 127.0.0.1 netmask 0xff000000

inet6 ::1 prefixlen 128
gif0: flags=8010<POINTOPOINT MULTICAST> mtu 1280
stf0: flags=0<> mtu 1280
en0: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX MULTICAST> mtu 1500

inet6 fe80::223:dfff:fe80:bd20%en0 prefixlen 64 scopeid 0x4

inet 192.168.0.11 netmask Oxffffff00 broadcast 192.168.0.255

ether 00:23:df:80:bd:20

media: autoselect (1000baseT <full-duplex,flow-control>) status: active

supported media: none autoselect 10baseT/UTP <half-duplex> 10baseT/UTP <full-duplex>
10baseT/UTP <full-duplex,flow-control> 10baseT/UTP <full-duplex,hw-loopback> 100baseTX <half-duplex>
100baseTX <full-duplex> 100baseTX <full-duplex,flow-control> 100baseTX <full-duplex,hw-loopback>
1000baseT <full-duplex> 1000baseT <full-duplex,flow-control> 1000baseT <full-duplex,hw-loopback>
enl: flags=8823<UP,BROADCAST,SMART,SIMPLEX MULTICAST> mtu 1500

ether 00:23:6¢:80:{5:a3

media: autoselect (<unknown type>) status: inactive

supported media: autoselect
vmnet8: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500

inet 172.16.48.1 netmask Oxffffff00 broadcast 172.16.48.255

ether 00:50:56:¢0:00:08
vmnet1: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500

inet 172.16.121.1 netmask Oxffffff00 broadcast 172.16.121.255

ether 00:50:56:¢0:00:01

4. Guest OS : Fedora 8 x86_64 on VMware Fusion 2.0.3

4.1.
4.2.

Same of case 1
Network Setting : NAT
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4.3. uname —a and ifconfig eth1,

[root@localhost ~]# uname -a
Linux localhost.localdomain 2.6.26.8-57.fc8 #1 SMP Thu Dec 18 18:59:49 EST 2008 x86_64 x86_64 x86_64 GNU/Linux

[root@localhost ~J# ifconfig eth1

ethl Link encap:Ethernet HWaddr 00:0C:29:30:5F:67
inet addr:172.16.48.129 Bcast:172.16.48.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe30:5f67/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:2799 errors:0 dropped:0 overruns:0 frame:0
TX packets:1670 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:3412212 (3.2 MiB) TX bytes:104036 (101.5 KiB)
Interrupt:17 Base address:0x1080

2.2. TEST1: traceroute www.google.com from Host and Guest

2.2.1.Traceroute from Guest

traceroute to www.google.com (66.249.89.99), 30 hops max, 60 byte packets
172.16.48.2 (172.16.48.2) 0.347ms 0.171 ms 0.239 ms
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No time exceed ICMP packets were received at Guest OS. Therefore,
traceroute wait timer was expired. On the other hand, in the result of
captured packets at Host OS (see also 2.2.3.1), Host OS received time
exceed ICMP packets from every hops. But, these packets are not forwarded
to Guest OS. Why??

2.2.2.Traceroute from Host

mbu05:~user$ traceroute www.google.com
1 192.168.0.1(192.168.0.1) 0.662ms 0.196ms 0.252 ms
2 118.23.99.139 (118.23.99.139) 1.862 ms 2.373 ms 2.015 ms
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3 118.23.99.158(118.23.99.158) 2.314ms 2.158 ms 2.110 ms

4 221.184.12.233 (221.184.12.233) 5.582ms 3.785ms 3.698 ms

5 60.37.11.41(60.37.11.41) 2.300 ms 1.833 ms 2.043 ms

6 210.254.188.141(210.254.188.141) 1.787ms 2.719ms 2.595 ms

7 210.254.188.146 (210.254.188.146) 2.996 ms 2.764 ms 3.321 ms

8 122.28.104.106 (122.28.104.106) 2.774 ms 3.007 ms 2.870 ms

9 210.163.230.238 (210.163.230.238) 3.131ms 3.380ms 3.235 ms

10 xe-2-1.al17.tokyjpOl.jp.ra.gin.ntt.net (61.213.169.70) 3.129 ms 2.597 ms 3.043 ms
11 xe-1-3.a17.tokyjpO1l.jp.ra.gin.ntt.net (61.213.169.174) 3.756 ms 3.495ms 3.059 ms
12 209.85.241.94 (209.85.241.94) 3.632ms 3.923ms 38.537 ms
13 72.14.236.126 (72.14.236.126) 4.171ms 15.918 ms 4.253 ms
14 jp-in-f147.google.com (66.249.89.147) 4.272ms 4.039 ms 4.371 ms

Traceroute from host OS is no problem.
2.2.3.Captured packets of Traceroute flow with Wireshark

2.2.3.1. @Host

72! mac.host.pcap - Wireshark

File Edit View Go Capture Analyze Statistics Help

Buoed BEXZE A¢ewT L (EE QRQAQAFN BB % 8

FEilter: v Expression... Clear Apply

No. . Time Source Destination Protocol Info
9 : 1

15 3.490262 192.168.0.11 66.249.89.104 UDP Source port: 50604 Destinat
16 3.490332 192.168.0.11 66.249.89 uDP Source port: 50605 Destinat
Q 65—0 66—240.-30 4 Source port: 50606 Destinat
.49058 5 50z z ) Source port: 50607 st
19 3-29073 Oped-58--0 562l O B UDP Source port: 50608
21 3.491041 192.168.0.11 66.249.89.104 UDP Source port: 50610 Destinat
B it [ .104
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Total Length: 60
Icentification: 0x8b04 (35588)

® Flags: 0x00
Fragment offset: 0
1ime to live: 3
Protocol: ULP (0x11)

= Header checksum: 0x0000 [incorrect, should be 0xcf98]
Source: 192.168.0.11 (192.168.0.11)
Destination: 66.249.89.104 (66.249.89.104)

0000 00 09 41 fa 71 e9 00 23

df 80 bd 20 08 00 45 00 sl e wenies B

0010 00 3c 8b 04 00 00 03 11 00 00 cO a8 00 Ob 42 f9 Ty B.

0020 59 68 c5 af 82 a3 00 28 5d 4e 40 41 42 43 44 45 Yhiwoo ( IN@ABCDE

0030 46 47 48 49 4a 4b 4c 4d de 4F 50 5152 53 54 55 FGHIIKLM NOPQRSTU iy
File: "C:¥Documents and Settinas¥mivaaa Packets: 230 Displaved: 230 Marked: 0 Profile: Default

® TTL fields of UDP packets from Gest OS traceroute (yellow) are not

changed unlike windows host case.

® Host OS received time exceed ICMP packets (blue circle), but did not

forward them to guest

2.3. TEST2: ping www.google.com from Guest

No TEST Result
1. ping www.google.com . with [root@localhost ~J# ping www.google.com
no option PING www.l.google.com (66.249.89.99) 56(84) bytes of data.
64 bytes from jp-in-f99.google.com (66.249.89.99): icmp_seq=1 tt]=128 time=6.07 ms
2. Set option “—t 17. All packets | [root@localhost ~J# ping -t 1 www.google.com
are sent with TTL==1 PING www.l.google.com (66.249.89.99) 56(84) bytes of data.

From 172.16.48.2 icmp_seq=1 Time to live exceeded

3. Set option “ —t 2”. All packets | [root@localhost ~# ping -t 2 www.google.com
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are sent with TTL==1

PING www.l.google.com (66.249.89.99) 56(84) bytes of data.

--- www.l.google.com ping statistics ---
3 packets transmitted, 0 received, 100% packet loss, time 2000ms

3. Questions

1.

Why does Windows host change the TTL field of packets received from its

Guest OS?

Why doesn’t MacOS host and natd forward time exceed ICMP packets to

Guest?

How to fix theses problem




