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easy-to-use scripting interface to manage the
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Get-AdvancedSetting New-CustomAttribute Get-EsxTop Get-VIObjectByVIView Get-VMHostRoute _ _ _ _ _ _ _ _
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To list all the VMware vSphere servers (VMHost) on the connected
vSphere server and some of their properties:

To list all tasks for a VMware vSphere server and some of their properties:
Get-Task -Server (Connect-VIServer -Server 192.168.0.10) -Status Error

To list all virtual switches attached to a VM and some of their properties, use:
Get-VirtualSwitch -VM (Get-VM -Name "MS Win XP SP2")

To list all VMs on the connected VMware vSphere server and some of their
properties: Get-VvM

Get-EsxTop —Counter

# View the fields available for vCPU counter:

Get-EsxTop —CounterName VCPU| Format-Table * -AutoSize 7 Nov 1l Walldorf / AddOn - GY

7 Nov 1l UnterschleiBheim / AddOn - GY
7Nov 1l Koln/AddOn - GY

29 Nov 11 Stuttgart / Fast Lane - GY

13Dec 1l Frankfurt / Fast Lane - GY

19 Decl Hamburg / Global Knowledge - GY
26 Jan 12 Boblingen / AJdOn - GY 01Sep 1 Krakow / Arrow ECS Services
26 Jan12 Walldorf / AddOn - GY Sp. 20.0. - Poland

26 Jan12 UnterschleiBheim / AddOn - GY Spain

26 Jan12 Koln / AddOon - GY 14 Sep N Madrid / Afina - Iberia

26 Mar 12 Boblingen / AddOn - GY 28 Sep 11 Barcelona / Afina - Iberia

26 Mar 12 Walldorf / AddOn - GY 18 Oct 11 Madrid / Afina - Iberia

26 Mar12 UnterschleiBheim / AddOn - GY 16 Nov 11 Madrid / Afina - Iberia

26 Mar 12 Kéln / Addon - GY 21Nov 1l Madrid / Afina - Iberia

29 May 12 Béblingen /AddOn - GY 24 Nov 11 Barcelona / Afina - Iberia

130ct 11 Oslo / Global Knowledge - Norway

17 Nov 11 Oslo / Global Knowledge - Norway

28 Nov 11 Oslo / Arrow ECS Norway AS - Norway
08 Dec 11 Oslo / Global Knowledge - Norway

26 Jan12 Oslo / Global Knowledge - Norway
Poland

Remove-VMHost $myHost 16 Aug 11 Wien / Magirus - Austria

Get-EsxTop —CounterName SchedGroup | Format-Table * -AutoSize 29 Sep 11 Wien / Magirus - Austria
21Nov 1l Wien / Magirus - Austria

How to Connect to vCenter Server or ESX and ESXi China
05Sep 11 Shanghai / Bestcom - China
Managing Events Alarms

Costa Rica

05Sep 11 Live Online / Adistec - Costa Rica
Get-AlarmDefinition # Returns all the defined alarms on the servers
you're connected to.

To change the configuration of a virtual switch:
Svs = New-VirtualSwitch -Host 192.168.0.10 -Name VirtSwitch

Get-VM -Name XP VC Tech | Move-VM -Destination
(Get-VMHost 192.168.0.10)

Snapshot Operations

To list all the snapshots for all virtual machines:
Get-VM | Get-Snapshot

To move a VMHost:
Move-VMHost 192.168.0.10 -Destination (Get-Datacenter MyDatacenter)

R — VMware vSphere PowerCLI frequently asked questions (FAQs) link: Argentina 16 Nov 1l Berlin/ AddOn - GY Israel
To create a new VM: To create a new virtual switch: To stop a task (example: stops the task of removing the VM): " http:/communitiesvmware.com/docs/DOC-13700 (Get-EsxTop —Counter —CounterName VCPU).Fields 05 Sep 11 GTM -3/ Licencias On Line - Argentina 16 Nov 11 Béblingen / AddOn - GY 230ct Tl Hertzelia / Hi-Tech College - Israel
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ZeSTEESEN Ge;PzﬁHizzH EiXZostil ?y?g@aZZBiigoo » e _;y l;t?i ig;tc ost (Get ost ame 192.168.0.10) Stop-Tas ask (Remove MS Win XP SP2 Confirm unAsync) 1351 a miNiggkfgg e g I . s B To find out what cmdlets are available: Get-VICommand Get-EsxTop ~TopologyInfo Australla 16 Nov Tl Walldorf / AddOn - GY Japan
v ame oSt wesxnos e e ame swite To wait until a task is completed before continuing: /MHos R ocation (Get-Datacenter Main) -User _ . _ # View the entries of a specific topology: 22 Aug Tl Canberra ACT / VMware Training - 16 Nov 11 UnterschleiBheim / AddOn - GY 05Sep 11 Tokyo / HP Education - Japan
To remove a VM: To remove a virtual switch: Wait-Task -Task (Remove-VM -VM "MS Win XP SP2" -Confirm -RunAsync) root -Password MyPass To show documentation for all available cmdlets: Get-PowerCLIDocumentation (GatEsxTop —Topologylnto —Tapology. Schedtroup)Entries | FormatTable 29 SAeupS%galllelelboume T — 16 Nov 1l Koln/ AddOn - GY Norway
Remove-VM -VM myVM -DeleteFromDisk $vs = Get-VirtualSwitch -VMHost 192.168.0.10 -Name VS23 To remove a VMHost: For help with a cndlet: Get-Help cmdlet-name -Full | More i . ; . ' ., Australia 16 Nov 11 Dresden / AddOn - GY 08 Sep 11 Oslo / Global Knowledge - Norway
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Set-VirtualSwitch -VirtualSwitch $vs -MTU 500

Port Group Operations

To list all the port groups and some of their properties:
Svs = Get-VirtualSwitch -VMHost 192.168.0.10 -Name SwitchO02
Get-VirtualPortGroup -VirtualSwitch $vs

To change the configuration of a VM:
Set-VM -VM "Win XP SP1" -Name "Win XP SP2" -GuestId "winXP-
ProGuest" -Description "My updated Win XP virtual machine."

To change the state of a VMHost:

Set-VmHost -VmHost Host(0l -State "Disconnected" To connect to a VMware vSphere server. Start a new session or reestablish a

previous session with a VMware vSphere server.
$Ssrv = Connect-VIServer -Server 192.168.0.10 -User Admin

To snapshot a VM:

New-Snapshot -VM "XP SP2" -Name BeforePatchl The followingis a list of all other VMHost-related cmdlets: use the Get-Help

function for example uses:

To run a script or command inside a VM:

Invoke-VMScript -VM myVM -ScriptText "dir" Czech Republic

28 Nov 11 Prague / Arrow ECS a.s. Czech Republic
Denmark

24 Oct 11 Ballerup / Arrow ECS Denmark

10 Nov 11 Magirus - Herlev / Magirus - Denmark
France

19Sep 11 RUEIL-MALMAISON /
Global Knowledge - France
29 Sep 11 Nanterre / Magirus - France

To remove a snapshot: -Password Pass01

Remove-Snapshot -Snapshot $snapshotl -RemoveChildren

Restart-VMHost
Start-VMHost
Stop-VMHost
Suspend-VMHost
Get-VMHostAccount
New-VMHostAccount
Set-VMHostAccount

New-VMHos tNetworkAdapter
Remove-VMHostNetworkAdapter
Set-VMHostNetworkAdapter
Add-VMHostNtpServer
Get-VMHostNtpServer
Remove-VMHostNtpServer
*-VMHostPatch

Other VM-specific cmndlets include:
Start-vM
Stop-VM

To disconnect from the connected vSphere server:
Disconnect-VIServer -Server $srv —-Confirm:S$false

Suspend-VM

Restart-vM Other cmdlets include:

Set-Snapshot

Cluster Operations

Get-AlarmDefinition -Name '"virtual machine*" -Enabled $false
# Returns all the disabled alarm definitions with names starting with

The following is a list of all other VM-related cmdlets; use the Get-Help “virtual machine.”

_ _ . To add a new port group to a virtual switch:
function with the -Examples switch for example uses:

$vs = Get-VirtualSwitch -VMHost 192.168.0.10 -Name Switch02 Get-VMHost hostname | Get-AlarmDefinition # Returns all alarms that

Security Operations

. . R —VMH * _VMH R apply to the host “hostname”. Includes alarms defined on this host and . - Sweden
Get-CDDrive Copy-VMGuestFile Sram = S d s e D) AL S e TEEL emove o§tAcc01.1nt ost m_:te _ ‘ _ _ 04 Oct Tl Paris / IB Groupe Cegos - France 29 May 12 Walldorf/AddQn GY _
New-CDDrive Get-VMGuestNetworkInterface Set-VMHostAdvancedConfiguration Get-VMHostService alarms inherited from the parent entity, or from any ancestors in the 100ct Tl Paris / Amosdec - France 29 May 12 UnterschleiBheim / AddOn - GY 19 Dec1l Kista/ Arrow ECS Sweden AB
Remove-CDDrive Set-VMGuestNetworkInterface Other cmdlets include: To list all the clusters on the connected VMware vSphere server and some of Get-VMHostAdvancedConfiguration Set-VMHostService The following is a list of security crndlets; use the Get-Help function for example uses: inventory hierarchy. 29 May 12 Koln / AddOn - GY Switzerland

13 0ct 11 Nanterre / Magirus - France

28 Nov 11 RUEIL-MALMAISON /
Global Knowledge - France

08 Dec 11 Nanterre / Magirus - France
19 Dec 11 Paris / Amosdec - France
19 Dec 1l Paris / Amosdec - France
Germany

01Sep N Frankfurt / Fast Lane - GY
07 Sep N Berlin/ AddOn - GY

07 Sep 1 Boblingen / AddOn - GY
07 Sep 1 Walldorf / AddOn - GY
1
1

17 Oct T Luzern / Digicomp - CH

17 Oct 1 Zurich / Digicomp - CH

17 Oct 1 St. Gallen / Digicomp - CH

17 Oct 1 Bern / Digicomp - CH

The Netherlands

12Sep 11 Gouda / XTG - NL

20 Sep 11 Nieuwegein / Global Knowledge - NL
United Kingdom

30 Aug 11 Leeds/ QA-1Q Ltd

30 Aug 11 London EC2N / Global Knowledge
Network Training Limited - UK

22 Sep 11 London/ QA-IQ Ltd

29 Sep 11 Hampshire RG27 / HP Education - UK
07 Nov 11 Bracknell Berks / Magirus - UK

17 Nov 11 London / QA-IQ Ltd

24 Nov 11 Leeds/QA-IQ Ltd

08 Dec 11 Hampshire RG27 / HP Education - UK

Restart-VMHostService
Start-VMHostService
Stop-VMHostService
Get-VMHostSnmp
Test-VMHostSnmp
Set-VMHos tSnmp
Get-VMHostStartPolicy
Set-VMHostStartPolicy
Get-VMHostStorage
Get-VMHostSysLogServer
Set-VMHostSysLogServer

Get-VMHostDiagnosticPartition
Set-VMHostDiagnosticPartition
Get-VMHostFirewallDefaultPolicy
Set-VMHostFirewallDefaultPolicy
Get-VMHostFirewallException
Set-VMHostFirewallException
Get-VMHostFirmware
Set-VMHostFirmware
Get-VMHostModule
Set-VMHostModule
Get-VMHostNetwork
Set-VMHostNetwork

vApp Operations

The following is a list of vApp cmdlets; use the Get-Help function for example uses:

Get-VMGuestRoute
New-VMGuestRoute
Remove-VMGuestRoute
Set-VMGuestRoute
Get-VMQuestion
Set-VMQuestion
Get-VMResourceConfiguration
Set-VMResourceConfiguration
Get-VMStartPolicy
Set-VMStartPolicy

Get-VIPermission -Entity (Get-Datacenter) -Principal Administrator 05 Jul12  Béblingen / AddOn - GY

05 Jul12  Walldorf / AddOn - GY

05 Jul 12 UnterschleiBheim / AddOn - GY
05 Jul12  Koéin/ AddOn - GY

13Sep 12 Boablingen / AddOn - GY

13Sep 12 Walldorf / AddOn - GY

13Sep 12 UnterschleiBheim / AddOn - GY
13Sep 12 Koéln/ AddOn - GY

25 0ct 12 Boablingen / AddOn - GY

25 Qct 12 Walldorf / AddOn - GY

25 0ct 12 UnterschleiBheim / AddOn - GY
25 0Oct12 Koln/ AddOn - GY

06 Dec 12 Boblingen / AddOn - GY

06 Dec 12 Walldorf / AddOn - GY

06 Dec 12 UnterschleiBheim / AddOn - GY
06 Dec 12 Koln / AddOn - GY

Set-CDDrive their properties: Get-Cluster
Get-FloppyDrive
New-FloppyDrive
Set-FloppyDrive

Get-HardDisk
New-HardDisk
Set-HardDisk
Get-NetworkAdapter
New-NetworkAdapter
Remove-NetworkAdapter
Set-NetworkAdapter
Get-VMGuest
Restart-VMGuest
Shutdown-VMGuest
Suspend-VMGuest

Modify an alarm definition: Get-AlarmDefinition "Host memory status” |
Set-AlarmDefinition -Name "Host memory" -Enabled $false
# This will rename the alarm to “Host memory” and disable it.

Datastore Operations Folder Operations

For a list of datastores and other
properties:
Get-Datastore

Remove-VirtualPortGroup
Set-VirtualPortGroup

Resource Pool Operations

To list all resource pools on the connected VMware vSphere server and some of
their properties: Get-ResourcePool

To add a new cluster: Other security cmdlets:

New-Cluster -Name MyCluster -DRSEnabled -DRSMode FullyAutomated Remove-VIRole

Set-VIRole

New-VIPermission Get-VIPrivilege
Get-VIRole

New-VIRole

Other cluster cmdlets include: Remove-VIPermission

Move-Cluster

APl Operations

Returns a VMware vSphere.Net view object by specified search criteria.
Svm = Get-View -ViewType VirtualMachine -Filter @{"Name" = "MS
Win XP SP2"}

Set-VIPermission

Datacenter Operations DRS Rules

To list all datacenters from a VMware
vSphere server:
Get-Datacenter

Remove-Cluster Set-Cluster

The following is a list of all folder-
related cmdlets; use the Get-Help
function for example uses:

07 Sep 1 UnterschleiBheim / AddOn - GY
07 Sep Nl Koln / AddOn - GY

07 Sep Nl Dresden / AddOn - GY

08 Sep 11 Boblingen / AddOn - GY

08 Sep 11 Walldorf / AddOn - GY

08 Sep 11 UnterschleiBheim / AddOn - GY

To create a new resource pool:

SclusterRootRP = Get-ResourcePool -Location Retrieve a list of DRS rules for the

specified clusters:
Get-DrsRule -Cluster
(Get-Cluster “Production”)

(Get-Cluster ResearchAndDevelopmentCluster ) -Name Resources Get-Folder

Move-Folder
New-Folder

Other datastore cmdlets include:

New-ResourcePool -Location $clusterRootRP -Name Developmen-— New-Datastore
_ g _ ; ShostView = Get-View -ID $vm.Runtime.Host :

tResources -CpuExpandableReservation $true -CpuReservationMhz To add a new datacenter: Remove-Datastore

Other DRS rule cmdlets: Remove-Folder

500 -CpuSharesLevel high -MemExpandableReservation S$true New-Datacenter -Name France

ShostView.Summary.Runtime Set-Datastore 08Sep1l Kol / AddOn - GY e
-MemReservationMB 500 -MemSharesLevel high New-vApp - MyvApp -CpulLimitMhz 4000 -CpuR tionMhz 1000 Set-Folder ep oin - oot . United States
vars v 9 Another example: SWTVEpP —Hame MyVApP “CPUSIMItZ IPrEE et Other datastore cmdlets: New-DrsRule 21Sep M Berlin / Fast Lane - GY 29 Aug 11 Hong Kong / Kenfil - Hong Kong ) . .
Other resource pool cmdlets: . , . . ; -Location (Get-VMHost MyHost) Remove-DrsRule 14 Sep 11 Live Online (MST) / HP Education -
: (Get-View (Get-VMHost 'ESX1' | get-view) .ConfigManager Move-Datacenter 04 Oct T Frankfurt / Tech Data Azlan - GY Hungary United States

Move-ResourcePool -VmOtiOHSyStem) .SelectVnc ( 'vmkO' ) Other VApp CmdletS: Remove-Datacenter Set-DrsRule 04 Oct N Dusseldorf/ Fast Lane - GY 20 Oct 1 Budapest/SZamalk I_td - Hungal’y 14 Dec 1 LiVe Onlme (MST) / HP Education _

Remove-ResourcePool AP| Reference: Export-vApp Stop-vApp e 27 Oct 11 Hallbergmoos / Fast Lane - GY 15 D_ec T Budapest / Szamalk Ltd - Hungary United States
Set-ResourcePool http:/wwwymware.com/support/developer/vesdk/visdk4lpubs/ Get-vApp Set-vApp 27 Oct 11 Hallbergmoos / Fast Lane - GY India . ' .
ApiReference/index.html Import-vApp Start-vApp 02 Nov 11 Miinchen / Knowledge - GY 12Sep 11 New Delhi / Koenig Solutions

08 Nov 11 Hamburg / Fast Lane - GY Private Limited

Remove-vApp




