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1.0 Introduction

Windows 2008 introduced the ability to use NFS shares, 3. If the Before You Begin page is displayed, read
enabling the server to be used as a storage target. it and click Next, if not then continue to the next
step.

This Xtravirt white paper is a step by step guide of the .
process to setup and host NFS shares on a Windows ﬁ betore Vouegin
2008 server and connection to an ESXi 4 host.

This wizard helps you instal roles an this server., You determine which roles ta nstall based an the tasks you

X . L. . Progress « The Adrinistrator account has a strong password
The scenario described assumes that this is being setup R e SR
on a single server which includes Domain Controller ersasen

To continue, cick Next.

functions. It is designed for personal testing only and
not an advocation as a production solution.

2.0 Step-by-Step Instructions
Before starting, ensure that the Windows 2008
installation is patched to current levels. The addition

s [ | | e

of a second hard disk is preferred for the setup of an

independent NFS drive, although this is not essential as 4. Select the File Server role checkbox and click

: Next.
a folder can be shared for this purpose.
[Add Roles wizard x|
1. On the Windows 2008 server, click Start -> ﬁ, Seloct Server Roles
Administrative Tools -> Server Man ager. Cite aaeqm RO D T -
o S e oo Pl oo
T [ Active Directory Federation Services 7;7,'5?‘;,“;‘52”,;”7:%‘32E?EEMQ nd
2. Select Roles from the list and click the Add Roles Progess I} e s et s conpsters.
) ek £ P semr
O erver
option. C s
v 3
L] Hyper-
_|_|_|I I sl s s
File Action View Help [] Remote Desktop Services.
o] ﬁ’%‘ % ‘e Server (I15)
® Roles Summary. Roles Summary Help
) Roles: 00f 17 ntalled B3 AddRokes <provious [ _mext> Instal Cancel
B Remove Rokes

Note: This is assuming that the File Server role is not already
enabled. If it is then click the Go to Files Services option instead
of Add Roles. Scroll down in the File Services window and click
Add Roles Services.
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5. Read the Introduction to Files Services page

and click Next.

[add Roles wizard

ﬁ:; File Services

Before You Begin

Server Roles

Role Services

Confirmation
Progress

Results

Introduction to File Services

ensure fast file searching, and enable access for UNIX cient computers. With File Services, orgenizations can
I h Vou

o help users:

In addtion,
Fie Ser: Fibre

Charnel and 5CS1 disk skorage subsystems

Things to Note
i d

Additional Information

Flle Services Overview

Share and Storage Management
Distributed File System Management

e e | |

6.  From within the Select Role Services page, select
the Services for Network File System option and

click Next.

[add Roles wizard

ﬁ:; Select Role Services

Before YouBeain
Server Roles

File Services

Confirmation

Progress

Results

Selectthe role services toinstal For Fl Servies:
Role servces
File Server
& L] Distributed File System
75 Namespaces
[ DFS Replcation
L] File Server Reseurce Mansgsr

Descripton;

Services for Network File System
FS) enables you Ea give LNIX clent
computers access to fles on this

[ Windows Search Servi
=) ] windows Server 2003 File Services
[ tndesing Service.
[ BranchCache for network files

More sbout role services

g | |

|

Note: This is required to enable the creation of NFS shares

7. Read the Confirm Installation Selections page
and click Install.

[add Roles wizard

5:5 Confirm Installation Selections

Before YouBegin
Server Roles
File Services

Role Services

Progress

Results

Toinstal the following roles, role services, or festures, clck Instal.

(i) tinformational message belw

(@) This server might need to be restarted after the installation completes,
2 File Services

File Server

Services for Network File System

Print, e-mal or save this nformation

<Previous

2 [rem | =g
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8. Once the installation has completed, click Close.

[add Roles wizard

ﬁ Installation Results

Before You Beghn

Server Roles

Fie Services.
Role Services

Corfimation

Frogress

=i

2 File Services

File Server

Print, e-mall or save the installtion report

The following rols services were installd:

Services for Netwark File System

(@ nstallation succeeded

< Previos

||| e

9. From the Server Manager window with Roles
selected, again click Add Roles. If the Before You
Begin page is displayed, read it and click Next, if
not then continue to the next step.

10. Select the Active Directory Domain Services
role checkbox and click Next.

[add Roles wizard

Before You Begn

Roles

Select ane or mar roles to nstallon Ehis server

Descripton
Active cive Directory Certficabe Services i e
Active Directory Certficate 5 D5) stores informtion abot objects
Confiaation B on the network and makes this
[ ctive Directory Federation Services information avalable ta users and
Progress it D6 uees
Results

[ Application Server
[ HCP Server

[ DN Server

0 FaxServer

[ Hyper-v

] veb Server (115)

More sbout server roes

File Services (Installed)

[ Metwork Policy and Access Services
2] Print and Document Services
[] Remoks Deskiop Services

1] Wiindaws Deployment Services
[ windows Server Update Services

users access to permitted resources
anywhers an the network thraugh a
single lagan process.

P I |

== ]|

Note: If an Add Roles Wizard popup is displayed click the Add
Required Features button and click Next from the Select
Server Roles page.

|Add Roles Wizard x|

o
=

= You cannot install ctive Directory Domain Services unless the required features are also installed.

Add features required for Active Directory Domain Services?

Featues:

= NET Fromework 351 Features
NET Framework 35.1

Dessiiptior:

Migtosoft NET Framenork 3.5.1 combines
the power of the NET Framework 2.0 4Pls
with new technologies for building
applcations that effer sppesling user
intetfaces, protect your customers’ persanal
idertity information. enable seaness and
secure commurication. and provide the
abilityto modl & range of business

processes.
Add Required Features Cancel

(i) 'why are thess features required?

)
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11. Read the Introduction to Active Directory 14.

From the Server Manager window with Roles
Domain Services page and click Next.

selected, scroll down and click the Add Roles

Services from within the Active Directory
X
[ ———— Domain Services section.

Before YouBeain

[add Roles wizard

Introduction to Active Directory Domain Services
Services (AD

Server Roles

~/ Role Services: | installed

Séb Add Role Services
b computers, and other devics on the =
network. 4D DS hek di a 5 Remove Role Services
ADDs 15 a5 Microsoft Role Service [ Status =~
p— Exchange Server and for other Windows Server technologies such as Group Policy. & Active Dirackory Domain Controller Installe
Progress TITHERiE . . . , . Identity Management for INIX Mat inst,
i logon tothe of a server autage, nstal a minioum of y
st o domaincontrolers for 2 domain Server For Metwork Information Services Mot inst__|
D DS requires DS server o be nstalled on the nekwark. 1 you da nct have & DS server instald, you
il be prompted to install the DS Server role n this server.. Password Synchranization
After you install the AD DS role, use the Active Directory Domain Services Installation Wizard 4 I A Amie imm Tonle
o
i il paces, plication, and .
re rectred by Diectory Service. Description:
Additional Information #sctive Directory Domain Controller enables a server ta store
Overview et 4D D5 directory data and manages communication betwesn users
Instaling AD DS and domains, including user logon processes,
Common Configuratons or AD DS

authentication, and directory searches.

15. Select the Identity Management for UNIX
o [ | e |_cem checkbox and ensure that all sub options within
Identity Management for UNIX are also checked.

12. Read the Confirm Installation Selections page
and click Install.

e
EE:E Select Role Services

x|

[add Roles wizard

| toinstalfo Actve
Confirmation Role services: Description:
. : . Progress NI
> Confirm Installation Selections . integrates computers ruting
Resits Cl Windows into an existing UNDX
rverfor Network Information Services environment,
wore ot ssword Synch orization
efore You Bedn
Tov sl the Following roles, role services, or eatures, cick Instal, Admiisization Tools
Server Roles
@ 2 ormationsi messages boow
A ctory Domain Services
< @ s estatodattor
Progress ) Active Directory Domain Services
Resits

e
(depramo.exe) to make the server a full functional domain cartroler.

Installation vzard

) NET Framework 3.5.1 Features
NET Framework 3.5.1

More about role services

Print, e-mal or save this nformation

<prevoss |[next> nel || cancel |

Note: This is required to allow the mapping of UNIX accounts to

<vrovis ||_rioi> | [[ima Gancel Active Directory

16. O the Service for Network File System and
13. Once the installation has completed, click Close. nee the Vi W e >y an

Identity Management for UNIX have been
Aw-wﬂ x installed, reboot the server as instructed.
*Installation Results

Before You Beqn

s
E Installation Results

p———— =

Confimation B y @

: oot s er

A

Role Services

One o more ofthe folowingroe, ol services, o feaures requre you t restat:
Confematon
(@ se the active stalation . Frogress E A==
ful functons domaincontroler. £
Close thi I Installation Wizard (de =

2 NET Framework 3.5 Features @ stalation succeeded

/A Youmust restart this server to frish the nstallaion process,
The following features were inst lled
NET Framework 3.5.1

Print, e-mal o save the installtion report

Print, e-mail o save the nstalation report

17. Upon restart open Active Directory Users
and Computers from within the Start ->
Administrative Tools menu.
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18. Expand the domain and select the Users OU 21. The UnixGroup now needs to be edited. Double

(directory). click the newly created group and select the UNIX
oy Attributes tab. NIS Domain should be the name
P P T T LY Wak =K ‘ of the domain (select from the drop down) and

] AetveDrodory s and Compet, | e T escrpton I
= ved ueres yr—— it e o adn cha nge the GID (G roup ID) to O (zero)
] 5 whiepaper Cert Publishers  Securty Group ... Members of this group are. .
= i oHCP s, ety Group . Menbars wha have s
- Conputrs orCPLsers | secunty Group. . Meniers wh have -
= SES"“VZ ol Drsédiing  Security Group ... DNS Adrinistrators Group
(2] Do Corvlors | 8 ot sty Goup . 01 ks o e o reEwm—— 2] x|
- foren 58 coman Acins Secury Group . Desgnatod sdnbisatrs
2 Gowr o Com,.. ety Group. . Al werstations adzeve T
T o Gt Secuty Gous . Al daman canrlers 1 e General | Members | Member Of | Manzged By ributes |
o Guess Securty Group Al doma quests
Booransers sty Gop.. Mdomonuers To enable access to this group for UNIX clierts, you will have to speciy the
Group Policy Security Group Members in this group can. NIS domain this group be‘nngs i
. Goest Ur it scoun o gest
& Helpservices... Securty Group ... Group For the Help and 5u. NIS Domain: Iwhllepaper j
e and i . Secunty Group . Servers i roupcan
8 Schema Adrins Security Group .. Designated adrinistrators.
. SUPPORT 3. User Tt 8 vrsaccunt GID (Group 1D} o
B8 TeetCiorts | Secunty roup . Hembers f thisarou
Members:
Kl I |

Note: The group can be created in other directory, dependant on
the directory structure. For the purpose of this white paper, the
built-in Users OU has been used.

19. Click Action -> New -> Group.

- Add... Fiemave
] Active Directory Users and Computers (=] E [ —I

File [Action | View Help
EE R ne Type escription 0K I Cancel Apply
- New » Computer uilt-in account for ad.
‘ 5‘ Al Tasks » (ont:n lermbers of this group.
Vembers who have ad.
" Export List.. Seov) Members who have vie.
. o e Ales DNS Administrators Gro.
Feros = s sharepe 22. Select the Members tab and add the user to
b & Services 2 User |l workstations and ser. . . . i
= B Shard older i domain contolrs associate with UNIX - this scenario uses the
[ Users Uomain Gu.. P~ All domain guests
e st Administrator account and click OK to close the
?Gmup?oh( Security Group... Members in this group c. . )
2, Guest User Built-in account for gue.
8, HelpSenvices... Security Group. GvoupfmtheHe\pagnd UnIXGrOup propertles bOX,
SR RASandIAS ... Security Group... Servers in this group can.
J‘ES:hemaAd”. Security Group... Designated administrato...
#4SUPPORT 3...  User This is a vender's accou..
s Sty G Ml s gup 23. Double click the Administrator user account
— : (or the user account being used) and select the

UNIX Attributes tab. NIS Domain should be the
name of the domain (select from the drop down)
and change the UID to 0 (zero). Primary group
name/GID should be the group name created

20. Type the group name UnixGroup and leave
the Group scope as Global and Group type as
Security.

New Object - Group g

earlier (selected from the drop down).

Administrator Properties 21y

.% Createin:  virtlab.local/Users Diakin | Environmert | Sessions
r Remote control | Remote Desktop Services Profils
General | Address | Account | Profile | Telephones | Organization | Member OF
Personial Vitual Desktop | COM-+ UNIX Attibutes
Group name:
UnixGroup To enable access to this user for UNIX clients, you will have to specify the

NIS domain this user belongs to

Group name (pre-Windows 2000): NIS Domain: | A ~

UnixGroup

Group scope Group type uID. ID
() Domain local (@ Security

Global () Distribution

©) Universal Login Shell: ~ [/bin/sh

Home:

Dy [home /Administrator

Frimary group

name/GID:  [UnaGroup |

Note: The group name is not specific but must only be one word.
For the purpose of this white paper UnixGroup has been used
throughout.

T e e

Note: This effectively links the Administrator account to the

root account allowing UNIX account access (including ESX
Server) to browse the NFS.
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24. Open Service for Network File System (NFS) via

Administrative Tools.

25. Right-clickServices for NFS and select Properties.

K& Services for Network File System

@ File  Action Miew Window  Help

&= 0= H

Mame

(= Clienk For NFS

2 A\ Cliert Far MFS
o Server For MFS

f} Server for MFS

28. Under NFS Share Management click Manage

NFS Sharing.
=
General I Sharing I Security |
Previous Versions | Customize NFS Sharing

— Services for NFS Sharing
MFS_Share_1
i | NotShared

Netwark Path:
ot Shared

i~ NFS Share Management

Enable or disable MFS sharing of this folder. set permissions,
share name. and other advanced sharing options.

@ Manage MFS Sharing...

26. The General Settings tab has two options under

Identity mapping source. In this case check
Active Directory domain name and enter the

fully qualified domain name for the network.

Services for NFS Properties 2]

General Settings |

For file access across network domains to Function properly, sach UNIX
user or group identity should map to a Windows user or group identity,

You can map UNIX identities to Windows identities by including UNIX
identity data in a directory ssrvice, such as Active Directory Domain
Services.

Microsoft Windows Server includes Identity Management for LNIX, which
faciltates populating and managing LINIX dentity data in Active Dirsctory
Domain Services.

If your network has a User Name Mapping server, Services For NFS can
also retrieve identity mappings From that server.

0K | Cancel | Apply | Help |

29. Select the Share this folder checkbox and enter a

Share name (no spaces). Select the radio button
Allow anonymous access and ensure both the
UID and GID fields display -2.

Identity mapping source

¥ Active Directory domain name:

| whitepaper site.locall
Provide the domain name of the directary service.

™ User Mame Mapping:

Provide the host name of the User [ame Mapping server,

ok | cancel | appy | mep |

27.

Note: This assumes that the machine is a domain controller. If
not then User Name Mapping is required. This is not covered in
this paper, but before using User Name Mapping, the computer
running Client for NFS must be listed in the .maphosts file on
the computer running User Name Mapping.

The folder share now needs to be setup. This is
done by right-clicking the folder or drive to be
used and selecting Properties. Select the new tab
called NFS Sharing.

information@xtravirt.com

NFS Advanced Sharing x|

[V Share this folder

—Settings
Share name: I MFS_Share_1

Encoding: ANST Il

[V kerberos v integrity and authentication [Krbsi]
[V Kerberos v5 authentication [KrbS]
[¥ Mo server authentication [Auth_SvS]

¥ Enable unmapped user access
= Allow unmapped user Lnix access (by UIDGEID)

% Allow anonymous access

Anonymous UID: -2
Anonymous GID: -2

Ta sef permissions For how users access this —
folder over the network, dick Permissions EANESEE

oK I Cancel | Apply |

30. Select Permissions and change Type of access
to Read-Write, select the Allow root access
checkbox and click OK.

NFS Share Permissions 21

MFS Share Path:  C:WFolderTaShare

Mame:

ALL MACHIMES

Add... Femove

Type of access: FRiead-wiite 'I [V Allow roat access
Encoding: ANSI 'I

Cancel

www.xtravirt.com © 2010 |
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Note: Once returned to the NFS Sharing page the Network Path
will be displayed. It is important to ensure the share name is
copied correctly as NFS share names are case sensitive.

x
| General I Sharing I Security |
Previous Versions | Customize NFS Sharing

[ Services for NFS Sharing

| NF5_Share_1
" l) Shared

Metwork Path:
WINDBWP:/NFS_Share_1

 NFS Share Management

Enable or disable NFS sharing of this folder, set pemmissions,
share name, and other advanced sharing options.

@ Manage NFS Sharing..

oK | Cancel | e | Hee |

The Service for Network File System has now been
configured and the NFS share should be available to
systems that can use NFS for storage. In this case ESXi
4 has been used and the next section describes adding
the NFS share to a host.

31. Open a connection to vCenter and choose the
Hosts and Clusters view and select the host that
the NFS share is to be added to.

32. Click the Configuration tab from within the right
window and select Storage within the Hardware

section.

33. Click Add Storage from the right hand side of the
Window.

34. Select the radio button Network File System.

[ @ ada sorage — e o] ]

Select Storage Type
Specify if you want to formata new volume or use a shared folder over the network?

B nAs Storage Type
Network File System

Ready to Complete © pisk/Lun

1, or local SCST disk, or

I & Network File System

Mount a shared foder over a network connection as a datastore,

e <ouce e

information@xtravirt.com

35. The Locate Network File System page needs to
have the following information:

Server: Server and fully qualified domain
name / IPv4 / IPv6
Folder: This is the folder name of the share

Datastore Name: This is how the NFS share will be
listed under the datastores section

Locate Network File System
Vibich shared folder wil be used a5 a Viware datastore?

B s Properties

il server:  [wGnp whizpaper.ste ol

Examples: nas, nas.t.com, 192.168.0.1or
FEBQ:0:0:0;2ANFFFESACAZ

Foder: [

Example: fuols/vol0/datastore-001

I Mount NFS read only-

Pea——
I

o <o e

36. The NFS share is now listed as a datastore that
can be used for hosting virtual machines etc. This
datastore is thin provisioned by default as per all
NFS shares.

View: [Batastors Devices

Datastores

Tdentification T Device | Capadty | Free [ Type | LastUpdate
@ datastom LocalVMware, Disk (mpx.ymhba 1:CO:TO:L0)S JOGE  4S5GE wnfss  14/042010 0:55:05
@ s win0awpahitepapersitelockFS 1000068 9991GB NES  14/04/2010 08:32:11

This concludes the white paper.
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Xtravirt is a knowledge-based company that delivers its expertise in virtualization online and in person. We have developed a reputation for astute
leadership and expertise through our work with an impressive array of organisations. It is this real-world experience that drives our ability to provide
independent, current and free advice online.

We work with organisations whose IT staff are frustrated with how hard it is to find detailed information and skills around virtualization. We help our clients
deliver the true benefits of virtualization, resulting in cost and time savings.

For more information contact:
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f +44(0) 1372365 042

e information@xtravirt.com
W www.xtravirt.com

© Copyright 2010 Xtravirt Ltd. All rights reserved. The information contained herein is subject to change without notice. Xtravirt Ltd shall not be liable for technical or editorial errors
or omissions contained herein. Xtravirt and the Xtravirt logo are registered trademarks of Xtravirt Ltd. The names of actual companies and products mentioned herein may be the
trademarks or registered trademarks of their respective owners.

This document remains the property of Xtravirt Ltd. Contents may not be copied, reproduced or modified without written consent from Xtravirt Ltd.

Useful Links Tags

1. Microsoft Windows 2008 documentation, http//www. VMware, ESX, ESXi, Virtual Machine, NFS, vSphere, Windows 2008,
microsoft.com/windowsserver2008/en/us/white-papers.aspx Windows 2008 R, Service for Network File System, Identity

2. VMware vSphere documentation, http//www.vmware.com/ Management for UNIX

support/pubs/vs_pubs.html
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