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Overview

The plug-in SDK is a set of jars and maven archetypes, distributed with each vRO installation. The SDK provides a set of interfaces, for
communicating with the platform and accessing certain services:

® Configuration service - a service for storing data structures as configuration elements. Commonly used for storing connection data such

as hosts, credentials etc.

SSL service - a service which provides read access to the TrustStore of the platform

Cafe gateway service - a service which allows an easy access of the VRA cafe services

SSO rest client service - a more generic service of the Cafe gateway service

Solution authentication service - a service, which provides read access to the solution user token

Scripting object contributor service - a service which enables plug-ins to register scripting objects at runtime
Cipher service - a service for encrypting/decrypting strings

The plug-in SDK is served as a maven repository which each vRO installation. You can access the repository at https://{vro_host}:8281/vco-repo/

Configuration service

Since 5.5.1


https://confluence.eng.vmware.com/display/~islavov
https://confluence.eng.vmware.com/display/~srusev
https://confluence.eng.vmware.com/display/~vdimitrov
https://confluence.eng.vmware.com/display/O11N/Plug-in+SDK#Plug-inSDK-Configurationservice
https://confluence.eng.vmware.com/display/O11N/Plug-in+SDK#Plug-inSDK-SSLservice
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The configuration service is a service provided by the VRO platform, which allows storing endpoint data as a resource. The configuration data is
represented as key-value pairs and currently supports the following value types OOTB: String, Password, Int, Long, Decimal, Boolean. The String
value however can serve for multiple purposes. If you need to store binary data (for example a keystore) as part of a configuration, you can use
the Apache commons codec library to base64 encode the data.

The configuration service consists of 2 interfaces which can be either injected (if the plug-in uses a spring context) or fetched from the service
registry (if the plug-in does not use spring). In the latter case, two more interfaces are involved in order to get an instance of the configuration
service.

Since Interface Description
IEndpointConfigurationService = A service, responsible for creating, reading, updating and storing configurations as vVRO
resources.
IEndpointConfiguration Representation of a single configuration (stored as a VRO resource).
5.5.1 IServiceRegistryAdaptor Entry point to the IServiceRegistry. This should be used in case the plug-in is not

spring-based.

5.5.1 IServiceRegistry A service locator for providing vRO services.

Sample code

The diagram below shows class diagram of a typical vVRO configuration, implemented with the vRO Configuration Service:

<< ConnectionPersister >> Connectioninfo
+ findAll{) : Connectioninfo]] + name : String
+ findByld(Sid) : Connectioninfo +id : Sid
+ save(Connectioninfo) : Connectioninfo +Uri @ String
+ delete(Connectioninfo) + subscriptionld : String
+ addChangeListener(ConfigurationChangeListener) + keystoreLocation : String
+ removeChangelistener(ConfigurationChangeListener) + keystorePassword : String
+ load() + keystoreContent : byte[]
A
I
| implements
] =
DefaultConnectionPersister Connection
- endpointConfigurationService : IEndpointConfigurationService - thirdPartyClient : ThirdPartyClient
- listeners : ConfigurationChangeListener[] - connectioninfo : Connectioninfo
+ getDisplayName() : String
- fireConnectionUpdated(Connectioninfo) e |+ Update(Conectioninfo)
- fireConnectionRemoved (Connectioninfa) + getThirdPartyClient() : ThirdPartyClient
- addConnectioninfoToConfig(IEndpointConfiguration, Connectioninfo) + destroy()
- getConnectioninfo(l[EndpointConfiguration) : Connectioninfo

ConnectionRepository

- connections : Connection[]

- applicationContext : ApplicationContext mplements << ConfigurationChangeListener >>
- = = = = - |+ connectionUpdated(Connectioninfa)

+ findLiveConnection(Sid) : Connection + connectionDeleted(Connectionl nfa)
+ findAll{) : Connection[]

+ afterPropertiesSet()

- createConnection() : Connection

Creating the connection info

The ConnectionInfo is a simple POJO which holds all the data needed to create/configure a connection to a third-party system. Note that this is
not the actual connection (or Scripting object), but rather just the data which represents it.


https://commons.apache.org/proper/commons-codec/
https://spring.io/
https://opengrok.eng.vmware.com/source/xref/o11n-git/platform/o11n-sdkapi/src/main/java/ch/dunes/vso/sdk/endpoints/IEndpointConfigurationService.java
https://opengrok.eng.vmware.com/source/xref/o11n-git/platform/o11n-sdkapi/src/main/java/ch/dunes/vso/sdk/endpoints/IEndpointConfiguration.java
https://opengrok.eng.vmware.com/source/xref/o11n-git/platform/o11n-sdkapi/src/main/java/ch/dunes/vso/sdk/IServiceRegistryAdaptor.java
https://opengrok.eng.vmware.com/source/xref/o11n-git/platform/o11n-sdkapi/src/main/java/ch/dunes/vso/sdk/IServiceRegistry.java
https://opengrok.eng.vmware.com/source/xref/o11n-git/platform/o11n-sdkapi/src/main/java/ch/dunes/vso/sdk/IServiceRegistry.java

Connectionlinfo
public class Connectionlnfo {
/*

* Nane of the connection

*/
private String nane;

/*

’ Expand

source

* | D of the connection - can be String, UU D or whatever type you find suitable.

*/
private final Sidid;

/*
* Service URI of the third party system
*/

private String uri;

private String subscriptionld;
private String keystorelLocation;

/*
* Sensitive data - the keystore password
*/

private String keystorePassword;

/*
* Sone binary content - in this case we save a keystore
*/

private byte[] keystoreContent;

/*
* Verify that each Connectionlnfo has an ID.
*/
public Connectionlnfo() {
this.id = Sid.unique();
}

/*
* Verify that each Connectionlnfo has an ID.
*/
public Connectionlnfo(Sid id) {

super () ;
this.id =id;
}
/*
* Cetters and setters
*
/
public String getUri() {
return uri;
}
public void setUri(String uri) {
this.uri = uri;
}

public String getSubscriptionld() {
return subscriptionld,

}



public void setSubscriptionld(String subscriptionld) {
this.subscriptionld = subscriptionld;

}

public String getKeystoreLocation() {
return keystorelLocation;

}

public void setKeystoreLocation(String keystoreLocation) ({
this. keystoreLocation = keystorelLocati on;

}

public String getKeystorePassword() {
return keystorePassword;

}

public void setKeystorePassword(String keystorePassword) {
t hi s. keyst orePassword = keyst or ePasswor d;

}

public Sid getld() {
return id;

}

public String getName() {
return nane;

}

public void setNane(String nanme) {
this. nane = nane;

}

public byte[] getKeystoreContent() ({
return keystoreContent;

}

public void setKeystoreContent(byte[] keystoreContent) {
t hi s. keystoreContent = keystoreContent;

}

/*
* It is always a good idea to expose the fields of that object for |ogging and
debuggi ng pur poses.
* Do not print the password.
*/
@verride
public String toString() {
return "Connectionlnfo [name=" + nane + ", id=" +id + ", uri=
subscriptionld=" + subscriptionld

+ uri + ",



+ ", keystorelLocation=" + keystoreLocation + "]";

Configuration change listener

The configuration change listener is an extension point of the configuration persister - the interface responsible for storing the data. It allows other
components to subscribe to configuration events such as updating or deleting a Connectioninfo. This is typical for a VRO plug-in, because it is
usual to keep all the live connection/sessions in memory - a self managed cache. That way we can ensure that we have only one instance of a
certain connection/session. However, it someone updates/deletes this connection using the ConnectionPersister, the cache where we store the
live connection/session will be left in an inconsistent state. An implementation of the observer pattern is the resolution of this problem.

ConfigurationChangelListener

public interface ConfigurationChangeLi stener {
/*
* | nvoked when the Connectionlnfo input is updated
*/

voi d connecti onUpdat ed( Connecti onlnfo info);

/*
* | nvoked when the Connectionlnfo input is deleted
*/

voi d connecti onRenoved( Connectionlnfo info);

Connection Persister

’ Expand

source

The ConnectionPersister is the class which is responsible for creating, reading, updating and deleting the Connectioninfos. Roughly speaking, it is
a wrapper of the IEndpointConfigurationService and hides the conversions between the IEndpointConfiguration and our Connectioninfo.

Defining the interface


https://en.wikipedia.org/wiki/Observer_pattern
https://opengrok.eng.vmware.com/source/xref/o11n-git/platform/o11n-sdkapi/src/main/java/ch/dunes/vso/sdk/endpoints/IEndpointConfigurationService.java
https://opengrok.eng.vmware.com/source/xref/o11n-git/platform/o11n-sdkapi/src/main/java/ch/dunes/vso/sdk/endpoints/IEndpointConfiguration.java

ConnectionPersister ’ Expand

public interface ConnectionPersister {

/*

* Returns a collection of all stored configurations (resources under
* a folder with the plug-in nane)

*/

public List<Connectionlnfo> findAll();

/*

* Returns a collection by its IDor null if not found

*/

public Connectionlnfo findByld(Sid id);

/*

* Stores a connection info or updates it if already avail abl e.
* The persister checks the availability of a connection by its ID
*/

publ i ¢ Connectionl nfo save(Connectionlnfo connection);

/*

* Del etes a connection info. The persister will use the ID of the connection
*/

public void del ete(Connectionlnfo connectionlnfo);

/*

* Allows us to subscribe to the events of the persister.

* For exanple, if a connection is deleted, the persister wll

* trigger an event, notifying all subscribers.

* This is an inplenentation of the observer pattern.

*/

voi d addChangelLi st ener (Confi gur ati onChangelLi stener |istener);

/*

* Forces the persister to read all the configurations and trigger

* the events. This method is invoked when the plug-in is |oaded

* on server start-up.

*/

public void |oad();

source

Implementing the interface

DefaultConnectionPersister ’ Expand

@Conponent
public class Defaul tConnectionPersister inplenents ConnectionPersister {

private static final String CHARSET = "UTF-8";

source

/*
* Alist of listeners, who have subscribed to any configuration events, such as
* connection updates and del etions.
*/
private final Collection<ConfigurationChangelistener> |isteners;

/*
* Always use | oggers
*/



private static final Logger log =
Logger Fact ory. get Logger ( Def aul t Connecti onPer si st er. cl ass);

/*
* Constants of the key names under which the connection values will be stored.
*/

private static final String ID = "connectionld";

private static final String NAME = "nane";

private static final String SUBSCRI PTION_ID = "sunscriptionld";
private static final String KEYSTORE_CONTENT = "keystoreContent";
private static final String KEYSTORE_PASSWORD = "keyst or ePassword";
private static final String SERVICE_URl = "serviceUri";

/*
* The | Endpoi nt ConfigurationService will be injected through spring
* if the plug-in has a spring context.
*/
@\t owi r ed
private | Endpoi nt Confi gurati onServi ce endpoi nt Confi gurati onService;

/*
* Persister constructor
*/
publ i c Defaul t ConnectionPersister() {
/llnitialise the listeners
listeners = new CopyOnWit eArrayLi st <Confi gurati onChangeLi stener>();

}
/*
* Returns a collection of all stored configurations for this plug-in only
* The service is aware of the plug-in nane, thus will return only configurations for
this plug-in.
*/
@verride

public List<Connectionlnfo> findAll () {
Col | ecti on<I Endpoi nt Confi gurati on> confi gs;

try {
//'Use the configuration service to retrieve all configurations.
/1 The service is aware of the plug-in nane, thus will return only configurations

for this plug-in.
configs = endpoi nt Confi gurationServi ce. get Endpoi nt Confi gurations();
Li st <Connectionlnfo> result = new ArraylLi st<>(configs.size());

/llterate all the connections
for (1EndpointConfiguration config : configs) {
/' Convert the |EndpointConfiguration to our domain object - the Connectionlnfo

Connecti onl nfo connectionl nfo = get Connecti onl nfo(config);

if (connectioninfo I'= null) {
| og. debug(" Addi ng connection info to result map: " +

connecti onl nfo);

resul t.add(connecti onl nfo);

}
}

return result;
} catch (1 OCException e) {
| og. debug("Error reading connections.", e);
t hrow new Runti neException(e);

}



/*
* Returns a Connectionlnfo by its ID
* The service is aware of the plug-in nane, thus cannot return a configuration for
anot her pl ug-in.
*/
@verride
public Connectionlnfo findByld(Sid id) {
/] Sanity checks
Validate.notNull (id, "Sid cannot be null.");

I Endpoi nt Confi gurati on endpoi nt Confi gurati on;
try {
//'Use the configuration service to retrieve the configuration service by its ID
endpoi nt Configuration =
endpoi nt Confi gurati onServi ce. get Endpoi nt Confi guration(id.toString());

/1 Convert the | EndpointConfiguration to our domain object - the Connectionlnfo
return get Connecti onl nf o( endpoi nt Confi gurati on);
} catch (1 OException e) {
| og. debug("Error finding connection by id: " + id.toString(), e);
t hrow new Runti neException(e);

}

/*
* Save or update a connection info.
* The service is aware of the plug-in nane, thus cannot save the configuration
* under the name of another plug-in.
*/
@verride
publ i c Connectionlnfo save(Connectionlnfo connectionlnfo) {
/1 Sanity checks
Val i dat e. not Nul | (connecti onl nfo, "Connection info cannot be null.");
Val i dat e. not Nul | (connectionl nfo.getld(), "Connection info nust have an id.");

// Additional validation - in this case we want the nanme of the connection to be
uni que
val i dat eConnect i onName( connect i onl nf 0) ;
try {

/1 Find a connection with the provided ID. W don't expect to have an enpty ID
I Endpoi nt Confi gurati on endpoi nt Configuration =
endpoi nt Confi gurationService
. get Endpoi nt Confi guration(connectionlnfo.getld().toString());
/1'lf the configuration is null, then we are perform ng a save operation
if (endpointConfiguration == null) ({
/1'Use the configuration service to create a new (enpty) | Endpoi nt Confi guration.
/1ln this case, we are responsible for assigning the ID of the configuration,
//which is done in the constructor of the Connectionlnfo
endpoi nt Confi guration =
endpoi nt Confi gurati onServi ce. newEndpoi nt Confi gurati on(connectionl nfo. getld()
.toString());

}

/1 Convert the Connectionlnfo the |EndpointConfiguration
addConnect i onl nf oToConfi g( endpoi nt Confi gurati on, connectionlnfo);

//Use the configuration service to save the endpoint configuration



endpoi nt Confi gurationServi ce. saveEndpoi nt Confi gurati on(endpoi nt Confi guration);

/I Fire an event to all subscribers, that we have updated a configuration.
/'l Pass the entire connectionlnfo object and | et the subscribers decide if they need
to do sonething
fireConnectionUpdat ed(connecti onl nfo);
return connecti onl nf o;
} catch (1 OException e) {
| og.error("Error saving connection " + connectionlnfo, e);
throw new Runti neException(e);

/*
* Delete a connection info. The service is aware of the plug-in nane, thus cannot
del ete a configuration
* from anot her plug-in.
*/
@verride
public void del ete(Connectionlnfo connectionlnfo) {
try {
/1 Use the configuration service to delete the connection info. The service uses the
I D

endpoi nt Confi gurationService. del et eEndpoi nt Confi gurati on(connecti onlnfo.getld().toStri

ng());

/I/Fire an event to all subscribers, that we have deleted a configuration.
[/ Pass the entire connectionlnfo object and | et the subscribers decide if they need
to do sonething
fireConnecti onRenmoved(connecti onl nfo);
} catch (1 OException e) {
log.error("Error deleting endpoint configuration: " + connectionlnfo, e);
throw new Runti neException(e);

/*
* This method is used to |load the entire configuration set of the plug-in.
* As a second step we fire a notification to all subscribers. This nethod
* is used when the plug-in is being | oaded (on server startup).
*/
@verride
public void load() {
Li st <Connectionlnfo> findAll = findAIl();
for (Connectionlnfo connectionlnfo : findAl) {
fireConnecti onUpdat ed(connecti onl nfo);

}

/*
* Attach a configuration listener.
*/
@verride
public void addChangelLi st ener (Confi gurati onChangelLi stener |istener) {
i steners.add(listener);

}



/*
* A hel per nethod which iterates all event subscribers and fires the
* update notification for the provided connection info.

*/
private void fireConnecti onUpdat ed(Connectionlnfo connectionlnfo) {
for (ConfigurationChangelListener i : listeners) {
I'i.connectionUpdat ed(connecti onl nfo);
}
}
/*

* A hel per method which iterates all event subscribers and fires the
* delete notification for the provided connection info.

*/
private void fireConnectionRenoved(Connectionlnfo connectionlnfo) {
for (ConfigurationChangelListener i : listeners) {
I'i.connecti onRenpbved(connecti onl nfo);
}
}
/*

* A hel per nethod which converts our donain object the Connectionlnfo to an
| Endpoi nt Confi gurati on
*/
private voi d addConnecti onl nfoToConfi g(| Endpoi nt Confi guration confi g,
Connectionlnfo info) {
try {
config.setString(ID, info.getld().toString());
config.setString(NAVE, info.getNane());
config.setString(SUBSCRI PTION_I D, info.getSubscriptionld());
config.setString( KEYSTORE_CONTENT, new String(info.getKeystoreContent(),
CHARSET) ) ;
confi g. set Passwor d( KEYSTORE_PASSWORD, i nf o. get Keyst or ePassword());
config.setString(SERVICE_URI, info.getUi());
} catch (UnsupportedEncodi ngException e) {
log.error("Error converting Connectionlnfo to |IEndpointConfiguration.",
e);
throw new Runti neException(e);

/*
* A hel per nmethod which converts the | EndpointConfiguration to our donain object the
Connecti onl nfo
*/
private Connectionl nfo get Connecti onl nfo(IlEndpoi nt Configuration config) {
Connectionlnfo info = null;
try {
Sid id = Sid. valueOh(config.getString(l1D));
info = new Connecti onl nfo(id);
i nfo.set Name(config.getString(NAVE));
info.setUri (config.getString(SERVICE URI));
i nfo.setSubscriptionld(config.getString(SUBSCRIPTION ID));
i nf o. set Keyst or ePasswor d( confi g. get Passwor d( KEYSTORE_PASSWORD) ) ;

i nf 0. set Keyst or eCont ent (confi g. get St ri ng( KEYSTORE_CONTENT) . get Byt es( CHARSET) ) ;
} catch (111 egal Argunent Exception | UnsupportedEncodi ngException e) {
| og. war n(" Cannot convert |EndpointConfiguration to Connectionlnfo: " +
config.getld(), e);



}

return info;
}
private void validateConnecti onNanme( Connecti onl nfo connectionl nfo) {
Connecti onl nfo configurati onByNane =
get Confi gur ati onByNanme(connecti onl nfo. get Nanme());
if (configurationByNane != null
&&
Iconfigurati onByNanme. getld().toString().equal s(connectionlnfo.getld().toString())) {
t hrow new Runti neException("Connection with the same nanme al ready exists:
+ connectionl nfo);

}

}

private Connectionlnfo getConfigurati onByNanme(String nane) {
Val i dat e. not Nul | (nanme, "Connection name cannot be null.");

Col | ecti on<Connectionlnfo> findAlldientlnfos = findAl'l();
for (Connectionlnfo info : findAlldientlnfos) {
if (nane.equal s(info.getNanme())) {
return info;

}



return null;

Connection repository

The ConnectionRepository is a plug-in's local cache - the place where we keep all live connections. Any read operation related to a live

connection must be performed through that interface. The difference between the ConnectionPersister and the ConnectionRepository is that the
persister only manages Connectioninfos - the POJOs which stay behind the live connections, whereas the ConnectionRepository is responsible

for providing one and the same instance representing a certain third-party connection. In other words - the ConnectionRepository deals with
Connections, and the ConnectionPersister deals with Connectioninfos.

The repository only provides two methods - findLiveConnection(..) and findAll(..). If you're wondering how to edit (or delete) a certain connection

from the repository (which is a local cache) - you should use the ConnectionPersister. Since the ConnectionRepository is subscribed to

update/delete events of the ConnectionPersister, once a connection is updated/deleted from the persister, the change will be propagated to the

repository.

ConnectionRepository > Expand

/*
. . . . . . source
* The Connecti onRepository inplenents the Configurati onChangelLi stener, because we

want to be subscribed to all
* changes related to configurations. ApplicationContextAware and InitializingBean are
spring-related interfaces.
*/
@Conponent
public class ConnectionRepository inplenments ApplicationContextAware,
InitializingBean, ConfigurationChangelistener {

/*
* |Injecting the ConnectionPersister
*/
@\ut owi r ed
private ConnectionPersister persister;

private ApplicationContext context;

/*
* The |l ocal map (cache) of Iive connections
*/
private final Map<Sid, Connection> connections;

publ i ¢ ConnectionRepository() {
connections = new Concurrent Hashivap<Si d, Connecti on>();

/*
* The public interface returns a |live connection by its ID
*/
public Connection findLi veConnection(Sid anyld) {
return connections. get(anyld.getld());

/*
* The public interface returns all live connections fromthe |ocal cache
*/
public Collection<Connection> findAI() {


https://en.wikipedia.org/wiki/Plain_Old_Java_Object

return connections. val ues();

/*
* Spring-specifics - storing a reference to the spring context
*/
@verride
public void setApplicationContext (ApplicationContext context) throws
BeansException {
this.context = context;

}

/*
* Spring specifics - this nethod is being called autonatically by the spring
cont ai ner
* after all the fields are set and before the bean is being provided for usage.
* This method will be called when the plug-in is being | oaded - on server start-up.
*/
@verride
public void afterPropertiesSet() throws Exception {
/'l Subscribing the Repository for any configuration changes that occur in the
Per si ster
persi st er. addChangelLi st ener (t hi s);

/llnitialising the Persister. By doing that, the persister will invoke the
connecti onUpdat ed() nethod
/land since we are subscribed to those events, the |ocal cache will be popul ated
with all the avail abl e connecti ons.
persister.|load();

}

private Connection createConnection(Connectionlnfo info) {
/1 This call will create a new spring-nanaged bean fromthe context
return (Connection) context.getBean("connection", info);

/*
* This nmethod will be called fromthe ConnectionPersister when a new connection
* is added or an existing one is updated.

*/
@verride
public void connecti onUpdat ed( Connectionlnfo info) {
Connection live = connections.get(info.getld());
if (live I'=null) {
|'i ve. updat e(i nfo);
} else {
/1 connection just added, create it
live = createConnection(info);
connections. put (info.getld(), live);
}
}
/*

* This method will be called fromthe ConnectionPersister when a connection
* is renoved.
*/
@verride
public void connecti onRenpved( Connectionlnfo info) {
Connection live = connections.renmove(info.getld());



if (live I'=null) {
l'ive.destroy();



Connection

The representation of a live connection. There must be one and only one instance of that object per connection. Those instances are kept in the
ConnectionRepository.

Connection ] Expand
@onponent source
@ualifier(value = "connection")

@scope(val ue = "prototype")
public class Connection {
/*
* Sone third party client which enables the comunications between
* VRO and the third party system Can be a http client, SSH client etc
*/
private ThirdPartyCient thirdPartyCient
/*
* The connectionlnfo which stands behind this |ive connection.
*/
private Connectionlnfo connecti onl nfo;
/*
* There is no default constructor, the Connection nust be
* initialised only with a connection info argunent.
*/
publ i ¢ Connection(Connectionlnfo info) {
init(info);
}
public synchroni zed Connectionl nfo getConnectionlnfo() {
return connectionlnfo
}
public String getDi splayName() ({
return get Connectionlnfo().getName() + " [" +
get Connecti onl nfo().getSubscriptionld() + "]";
}
/*
* Updates this connection with the provided info. This operation will
* destroy the existing third party client, causing all associated operations to
fail
*/
public synchroni zed voi d updat e( Connecti onl nfo connectionlnfo) {
if (this.connectionlnfo != null &&
Iconnectionlnfo.getld().equal s(this.connectionlnfo.getld())) {
throw new ||| egal Argunent Excepti on(" Cannot update using different id");
}
destroy();
i nit(connectionlnfo);
}
private void init(Connectionlnfo connectionlnfo) {
this.connectionlnfo = connecti onl nfo;
}
/*
* Lazy-initialises the ThirdPartyCient instance



*/
public synchroni zed ThirdPartyCient getThirdPartyCient() {
if (thirdPartyCient == null) {
thirdPartyCient = new ThirdPartyCdient();
/1Use the connectionlnfo to setup the ThirdPartyCient properties
//thirdPartyClient.set(..);

}
return thirdPartyCient;

}
public synchroni zed void destroy() {
/I Destroy the client, releasing all current connections and
/I possibly cleaning the resources.
thirdPartyCient.close();
//Set the client to null so that it can be reinitialized by the
//getThirdPartydient() nethod
thirdPartydient = null;



Cluster awareness of configurations

Because VRO instances are able to work in a cluster, a question arises about transferring configuration data . When a node changes configuration
data (add inventory objects etc.), these should be made available to the workflow engine of other nodes.

This is not happening automatically and plugin's developer should write code which :

1. detects that this change is happening. The instrument for this is IEndpointConfigurationService.getVersion() method, which returns the
current version of the configuration data in the database. The code can detect the change by comparing this version to stored one, e.g.

public class Defaul t ConnectionPersister inplements ConnectionPersister {

@\wutow red
private | Endpoi nt Confi gurationService cachi ngendpoi nt Confi gurati onServi ce;

private String configurationVersion;

publi ¢ bool ean changed() throws | OException {
return configurationVersion == null || configurationVersion.isEnpty() ||
I confi gurationVersion. equal s(cachi ngEndpoi nt Confi gurati onService. getVersion());

}

This check should be called on every access to objects depending on configuration data ( inventory objects etc.)
If change is detected we will load configuration data (Step 2)

Note that IEndpointConfigurationService.getVersion() is cached on the platform side.

a. When working with platform version 7.0.0 and above, the caching time is maximum 2 heart-beat intervals, i.e. if heart-beat
interval is 5 seconds and node 1 changes configuration data , getVersion() call on other nodes will return cached value for
maximum 10 sconds

b. When working with platform versions below 7.0.0, this version is not cached. But caching is important , because now we will
have to check getVersion() much more frequently. For that reason , such a caching is provided additionally (see below ) and
TTL period in this case is 10 seconds

To ensure that IEndpointConfigurationService.getVersion() is working properly on every platform, the developer must use the proper
implementation of IEndpointConfigurationService. If your plugin will work only with platform version 7.0.0 and above, you can skip this
section

a. Make sure you should depend on platform version 7.0.0 and above
b. Add compile-time dependency to 011n-plugin-tools artifact in maven pom.xml, so this artifact will be packaged in the plugin's
archive

<dependency>
<gr oupl d>com vmar e. 011n</ gr oupl d>
<artifactld>olln-plugin-tools</artifactld>
<versi on>${vco. versi on} </ ver si on>

</ dependency>

c. Provide proper implementation of IEndpointConfigurationService
i. For spring-aware plugins, the proper component's name is cachingEndpointConfigurationService. To use it :
1. If using spring , this should be your property name.



@\ut owi r ed
private | Endpoi nt Confi gurati onService
cachi ngEndpoi nt Conf i gur ati onSer vi ce;

2. Add in your plugin's application context xml:

<cont ext : conponent - scan
base- package="com vimar e. o11n. pl ugi n. sdk. endpoi nt s. ext ensi ons"
annot ati on-confi g="true"/>

ii. For plugins which are not spring-aware, just look for the proper version up, for example in setServiceRegistry method

endpoi nt Confi gurationService =
Endpoi nt Confi gur ati onServi ceFact ory. | ookupEndpoi nt Confi gurati onServi ce
(registry);

2. reloads configuration data - you can fetch all the data through the endpointConfiguratonService, determine which entries have been
changed from other nodes and proceed to step 3
3. updates state of inventory objects, if needed, based on the configuration data you have loaded

Reading the configuration files of other plug-ins

Since Interface Description
551 IEndpointConfigurationService A service, responsible for creating, reading, updating and storing configurations as vVRO
resources.
5.5.1 IEndpointConfiguration Representation of a single configuration (stored as a vRO resource).

Some plug-ins rely on the configuration files of other plug-ins. The IEndpointConfigurationService provides a method which enables you to get a
read-only configuration of another plug-in.

Sample code

i mport java.io.|OException;

import java.util.Arraylist;

import java.util.List;

i mport org.springfranework. beans. factory. annot ati on. Aut owi r ed;

i mport ch. dunes. vso. sdk. endpoi nt s. | Endpoi nt Confi gurati on;

i mport ch. dunes. vso. sdk. endpoi nts. | Endpoi nt Confi gur ati onSer vi ce;

/| Reader for vCenter configurations
public class VcenterConnectionReader {

@\ut owi r ed
private | Endpoi nt Confi gurationService endpoi nt Confi gurationService;

public List<VcHost> | oadVcPl ugi nHosts() throws | OException {
Li st <VcHost > hosts = new Arrayli st <VcHost >();

try {
/I Read the configuration of another plug-in by its nane


https://opengrok.eng.vmware.com/source/xref/o11n-git/platform/o11n-sdkapi/src/main/java/ch/dunes/vso/sdk/endpoints/IEndpointConfigurationService.java
https://opengrok.eng.vmware.com/source/xref/o11n-git/platform/o11n-sdkapi/src/main/java/ch/dunes/vso/sdk/endpoints/IEndpointConfiguration.java
https://opengrok.eng.vmware.com/source/xref/o11n-git/platform/o11n-sdkapi/src/main/java/ch/dunes/vso/sdk/endpoints/IEndpointConfigurationService.java

endpoi nt Confi gurationServi ce. get Endpoi nt Confi gurati onServi ceFor Pl ugi n("VC");

[ll1terate through the | Endpoint Configuration objects and construct your own nodel
obj ects
for (1EndpointConfiguration configuration :
endpoi nt Confi gurationServi ce. get Endpoi nt Confi gurations()) {
String passwordEncrypted =
configuration. get Password("adm ni stratorPassword");
Bool ean i sSharedLogi nMbde =
configuration. get AsBool ean("shar edLogi nMode") ;
String adm ni stratorUsernanme =
configuration.getString("adni nistratorUsernane");
Bool ean i sEnabl ed = confi gurati on. get AsBool ean("enabl ed");
String url = configuration.getString("url");
VcHost vcHost = new VcHost ();
vcHost . set Acti ve(i sEnabl ed);
vcHost . set Passwor d( passwor dEncr ypt ed) ;
vcHost . set User nanme( admi ni st rat or User nane) ;
vcHost . set Shar edLogi nMbde( i sShar edLogi nhbde) ;
vcHost . setVeUri (url);
if (isEnabled) {
host s. add(vcHost) ;

}

}
} catch (Exception e) {

throw new Runti neException(e);

}

return hosts;

}

/1 A nodel class representing vCenter connections
public class VcHost {

private Bool ean i sEnabl ed;

private String url;

private Bool ean i sSharedLogi nMode;

private String adm ni stratorUsernang;

private String passwordEncrypted;

publ i ¢ Bool ean getlsEnabled() {
return i sEnabl ed;

}

public void setlsEnabl ed(Bool ean i sEnabl ed) {
this.isEnabl ed = isEnabl ed;

}

public String getUrl () {
return url;

}

public void setUrl (String url) {
this.url = url;

}

publ i ¢ Bool ean get| sSharedLogi nMbde() {
return i sSharedLogi nivbde;

}

public void setlsSharedLogi nMbde(Bool ean i sShar edLogi nMode) {
t hi s. i sSharedLogi nMbde = isSharedLogi nMode;

}

public String getAdm nistratorUsernane() {
return adm ni stratorUsernaneg;

}



public void set Adm nistratorUsernane(String adm ni stratorUsernane) {
t his.adm ni stratorUsernane = adni ni stratorUser nane;

}

public String getPasswordEncrypted() {
return passwor dEncrypt ed;

}

public void setPasswordEncrypted(String passwordEncrypted) {
thi s. passwor dEncrypt ed = passwor dEncrypt ed;

}

public void setActive(Bool ean i sEnabl ed) {
this.isEnabl ed = i sEnabl ed;

}

public void setVecUri(String url) {
this.url = url;

}

public void set SharedLogi nMbde( Bool ean i sShar edLogi nvbde) {
t hi s. i sSharedLogi nMbde = i sSharedLogi nMbde;

}

public void setUsernane(String admi nistratorUsernane) {
this.adm ni stratorUsernane = adm ni strator User nane;

}

public void setPassword(String passwordEncrypted) {
thi s. passwor dEncrypt ed = passwor dEncrypt ed;



}

}
SSL service
Since 55.1

The SSL service is a service provided by the vRO platform, which provides read-only access to the vCO servers trustore.

Writing to the truststore is achieved with the following workflows, which are part of the platform:

Workflow Description

Library / Configuration / SSL Trust Manager / Import a Imports a trusted certificate from a remote URL. The certificate will be imported
certificate from URL with an auto-generated alias.

Library / Configuration / SSL Trust Manager / Import a Imports a trusted certificate from a remote URL through proxy. The certificate
certificate from URL using proxy server will be imported with an auto-generated alias.

Library / Configuration / SSL Trust Manager / Import a Imports a trusted certificate from a remote URL. The certificate will be imported
certificate from URL with certificate alias with a provided alias name.

Library / Configuration / SSL Trust Manager / Import a Imports a trusted certificate from a file. The file must be in der format.

trusted certificate from a file

The provided workflows a meant to be used by the configuration workflows of plug-ins, which require to establish SSL/TLS connections.

Sample code

Here is a sample code how we can call the getService() method from IServiceRegistry and get an ISslIService in our plugin.
(If the plugin supports spring we can autowire the sslService)

Register sslService ’ Expand

i mport ch. dunes. vso. sdk. | Servi ceRegi stryAdapt or;
. . source
i mport ch. dunes. vso. sdk. ssl . | Ssl Servi ce;

public final class Plugi nAdaptor inplenents | ServiceRegistryAdaptor {
@verride
public void setServiceRegistry(lServiceRegistry registry) {
| Ssl Service ssl Service = (ISsl Service)
registry. get Servi ce(l Servi ceRegi stry. SSL_SERVI CE) ;

}

Once we have the ssIService we can persist it in our plugin and then use it when needed. It provides two things - a SsIContext and
HostNameVerifier



ISsIService > Expand

public interface |Ssl Service {

Host nameVeri fi er newHost NameVerifier();

After we have our sslService, we can create a new SslContext and specify the desired protocol like so:

SSLContext ’ Expand
SSLCont ext ssl Context = ssl Servi ce. get Ssl Cont ext ("SSL") ;
source
And after we have a ssIContext we can create a SSLSocketFactory:
SSLSocketFactory ] Expand
SSLSocket Factory factory = ssl Cont ext.get Socket Factory();
source

This factory can be used for creating socket with specifing (optional) - host, port, autoClose, localAddress, localPort, localHost.

Now when we have a SSLSocketFactory we can set it to a HttpsUrIConnection:

Set SslSocketFactory to a https connection ] Expand

URL url = new URL(serverUrl); //a string with some serverUrl
URLConnecti on connection = url.openConnection();

Ht t psURLConnecti on httpsConnecti on = (HttpsURLConnection) connecti on;
SSLCont ext ssl Context = ssl Servi ce. newSs| Cont ext (" SSL") ;

ht t psConnecti on. set SSLSocket Fact or y(ssl Cont ext . get Socket Factory());
ht t psConnecti on. set Host naneVeri fi er (ssl Servi ce. newHost NaneVerifier());

source

The HostNameVerifier is used when an URLConnection is opened like so:

HostnameVerifier ? Expand

URL url = new URL(serverUrl); //a string with sonme serverUrl
URLConnection connection = url.openConnection();

Host nameVeri fi er hostnanmeVerifier = ssl Service. newHost NameVerifier();
((Htt psURLConnecti on) connection).set Host nameVeri fier(hostnaneVerifier);

source

Cafe gateway service



Since 55.2
The Cafe gateway service is a service provided by the vRO platform which exposes the RestClient of the CAFE endpoints. This is a more limited

version of the SSO rest client service. It creates a preconfigured RestClient which communicates with the vRealize Automation cafe services.

Sample code

The code example below shows how to get the service if the plug-in is spring enabled.

Accessing the service - spring plug-ins > Expand
/1 Obj ect nmust be declared in the spring context
. . . source
public class MyDomai nObj ect {
@\ut owi r ed
private CafeCGateway cafeGateway;
}
The code example below shows how to get the service if the plug-in is not spring enabled.
Accessing the service - non-spring plug-ins ] Expand
i mport ch. dunes. vso. sdk. caf e. Caf eGat eway;
source

public class PluginAdaptor inplements | ServiceRegistryAdaptor {

private | ServiceRegistry registry;
private Caf eGateway caf eGateway;

@verride
public void setServiceRegistry(lServiceRegistry registry) {
this.registry = registry;
}

publ i c Caf eGat eway get Caf eGat eway() ({
if (cafeGateway == null) {
caf eGat eway = (Caf eGat eway)

regi stry. get Servi ce(l Servi ceRegi stry. CAFE_GATEWAY_SERVI CE) ;
}

return caf eGat enay;

}

The code below shows an example of how to read log events from vVRA


https://opengrok.eng.vmware.com/source/xref/vcac-git/platform/rest-client/src/main/java/com/vmware/vcac/platform/rest/client/RestClient.java
https://confluence.eng.vmware.com/display/O11N/Plug-in+SDK#Plug-inSDK-SSOrestclientservice
https://opengrok.eng.vmware.com/source/xref/vcac-git/platform/rest-client/src/main/java/com/vmware/vcac/platform/rest/client/RestClient.java

Building a ScriptingObjectDefinition ] Expand

i mport org.springfranework. dat a. donai n. PageRequest ; source
i mport org.springfranework. dat a. donai n. Pageabl e;

i mport com vmare.vcac. core. eventl og.rest.client.service. EventLogServi ce;

i mport com vnmwar e. vcac. event | og. rest. st ubs. Event;

i mport com vmare. vcac. pl at f orm dat a. servi ces. Regi stryCat al og;

i mport com vnmware.vcac.platformrest.client.Restdient;

i mport com vmware.vcac. pl atform rest. dat a. PagedResour ces;

/1 Provided the service is already instantiated
Caf eGat eway caf eGat eway;

//Retrieve a rest client fromthe gateway service
RestClient restClient = cafeGateway.restC ientForSol uti onUser ByServi ceAndEndpoi nt Type(

Regi st ryCat al og. EVENTLOG_SERVI CE. get Servi ceTypel d(),
Regi st ryCat al og. EVENTLOG_SERVI CE. get Def aul t EndPoi nt Typel d());

/llnstantiate the service object with the newy created rest client
Event LogServi ce service = new Event LogService(restdient);

// Create a pageabl e request
Pageabl e pageabl e = new PageRequest (1, 15);

/| Request the events

PagedResour ces<Event > page = servi ce. get Al | Event s( pageabl e);

/1 Get the content of the page
Col | ecti on<Event > events = page. get Content();

SSO rest client service

Since 6.0.1

The SSO rest client service is a service provided by the vRO platform which exposes the RestClient of the CAFE endpoints. This is a more
extended version of the Cafe gateway service, because it allows you to specify the host and root path of the rest client, as opposed to the Cafe
gateway service which only communicates with the cafe server, being configured as authentication provider.

Sample code

The code example below shows how to get the service if the plug-in is spring enabled.


https://opengrok.eng.vmware.com/source/xref/vcac-git/platform/rest-client/src/main/java/com/vmware/vcac/platform/rest/client/RestClient.java
https://confluence.eng.vmware.com/display/O11N/Plug-in+SDK#Plug-inSDK-Cafegatewayservice

Accessing the service - spring plug-ins ] Expand

/| Obj ect nust be declared in the spring context

. . . source
public class MyDonmai nObj ect {

@\ut owi r ed

private SsoRestClientFactory restdientFactory;
}

The code example below shows how to get the service if the plug-in is not spring enabled.
Accessing the service - non-spring plug-ins L] Expand

public class Plugi nAdaptor inplenments | ServiceRegistryAdaptor { source

private | ServiceRegistry registry;
private SsoRestClientFactory ssoRestCientFactory;

@verride

public void setServiceRegistry(lServiceRegistry registry) {
this.registry = registry;

}

public SsoRestd ientFactory getSsoRestC ientService() {
if (ssoRestClientFactory == null) {
this.ssoRestClientFactory = (SsoRestC ientFactory)
regi stry. get Servi ce(l Servi ceRegi stry. SSO REST_CLI ENT_SERVI CE) ) ;
}
return ssoRestC ientFactory;
}
}



createSamlAuthSession ’ Expand

i mport com vnmware. olln. sdk.rest.client.authentication. Authentication;
i mport com vmware. olln. sdk.rest.client.VcoSessi onOverRestClient;

i mport com vnmware. olln. sdk.rest.client.configuration. Connecti onConfiguration;
i mport com vmware. olln. pl ugi n. vcoconn. confi g. Server Confi gur ati onManager ;

i mport ch. dunes. vso. sdk. caf e. SsoRest i ent Fact ory;

i mport ch. dunes. vso. sdk. | Servi ceRegi stry;

i mport ch. dunes. vso. sdk. api . | Sam Token;

source

public class Sanpl eSessi onFactory inplenments VcoSessi onFactory {
private | ServiceRegistry registry;
private SsoRestCientFactory ssoRestC ientFactory;

public Sanpl eSessi onFactory (URI uri, ConnectionConfiguration
connectionConfiguration) {
| Servi ceRegi stry registry =
Server Conf i gur ati onManager . get | nst ance() . get Servi ceRegi stry();
this.ssoRestCientFactory = ((SsoRestdientFactory) registry
.get Servi ce(l Servi ceRegi stry. SSO REST_CLI ENT_SERVI CE) ) ;

}

VcoSessi on creat eSam Aut hSessi on( Aut henti cati on auth, ConnectionConfiguration config)

{
| Sam Token token = auth. get Token();

RestClient client =
ssoRest Cl i ent Factory. credenti al Propagati ngRestd i entByUri (uri, token, config);
return new VcoSessi onOverRestClient(client);

}
}

Solution authentication service

Since 7.0.0

The Solution Authentication Service is a service provided by the VRO platform which provides access to the solution user token. The service does
not provide direct access to the token, but rather creates an authentication object which can be used when constructing a Rest client to consume
the VRA APIs.

This service is available only when vRO is configured to work with vRA authentication and is usually used when you need to issue RESTful calls
against a VRA service.

Sample code

The code example below shows how to get the service if the plug-in is spring enabled.



Accessing the service - spring plug-ins ] Expand
/| Obj ect nust be declared in the spring context source
public class MyDonmai nObj ect {

@\ut owi r ed
private Sol utionAuthenticationService sol utionAuthenticationServi ce;

The code example below shows how to get the service if the plug-in is not spring enabled.

Accessing the service - non-spring plug-ins L] Expand

public class Plugi nAdaptor inplenments | ServiceRegistryAdaptor { source

private | ServiceRegistry registry;
private Sol utionAuthenticationService sol utionAuthenticationServi ce;

@verride
public void setServiceRegistry(lServiceRegistry registry) {

this.registry = registry;
}

publi c Sol uti onAut henti cati onServi ce get Sol uti onAut henti cati onService() {

if (solutionAuthenticationService == null) ({
sol uti onAut henti cati onServi ce = (Sol uti onAut henti cati onService)
regi stry. get Service(l Servi ceRegi stry. SOLUTI ON_AUTHENTI CATI ON_SERVI CE) ;

}

return sol uti onAut henticati onServi ce;

}

Scripting object contributor service

Since 7.0.0

The scripting object contributor service is a service provided by the vRO platform, which enables plug-ins to register scripting objects at runtime,
without having to restart the server.

Since Interface Description

0] ScriptingObjectsContributor Service endpoint to contribute scripting objects at runtime
0] ScriptingObjectDefinition Definition of a scripting object

0] ScriptingAttributeDefinition Definition of an attribute of a scripting object

N N N
o o o

7.0.0 ScriptingMethodDefinition Definition of a method of a scripting object

7.0.0 ScriptingConstructorDefinition = Definition of a constructor of a scripting object


https://opengrok.eng.vmware.com/source/xref/o11n-git/platform/o11n-sdkapi/src/main/java/ch/dunes/vso/sdk/api/scripting/ScriptingObjectsContributor.java
https://opengrok.eng.vmware.com/source/xref/o11n-git/platform/o11n-sdkapi/src/main/java/ch/dunes/vso/sdk/api/scripting/ScriptingObjectDefinition.java
https://opengrok.eng.vmware.com/source/xref/o11n-git/platform/o11n-sdkapi/src/main/java/ch/dunes/vso/sdk/api/scripting/ScriptingAttributeDefinition.java
https://opengrok.eng.vmware.com/source/xref/o11n-git/platform/o11n-sdkapi/src/main/java/ch/dunes/vso/sdk/api/scripting/ScriptingMethodDefinition.java
https://opengrok.eng.vmware.com/source/xref/o11n-git/platform/o11n-sdkapi/src/main/java/ch/dunes/vso/sdk/api/scripting/ScriptingConstructorDefinition.java

Sample code

The code example below shows how to get the service if the plug-in is spring enabled.

Accessing the service - spring plug-ins L] Expand
/] Obj ect nust be declared in the spring context
. . . source
public class MyDomai nObj ect {
@\ut owi r ed
private ScriptingQbjectsContributor scriptingObjectContributor;
}
The code example below shows how to get the service if the plug-in is not spring enabled.
Accessing the service - non-spring plug-ins ? Expand
public class PluginAdaptor inplenments | ServiceRegistryAdaptor { source

private | ServiceRegistry registry;
private ScriptingObjectsContributor scriptingObjectContributor;

@verride
public void setServiceRegistry(lServiceRegistry registry) {
this.registry = registry;
}

public ScriptingCbjectsContributor getScriptingQbjectContributor() {
if (scriptingObjectContributor == null) {
scriptingObjectContributor = (ScriptingOjectsContributor)
regi stry. get Servi ce(l Servi ceRegi stry. SCRI PTI NG_OBJECTS_CONTRI BUTOR_SERVI CE) ;
}

return scriptingObjectContributor;

}

The code below shows how to contribute a scripting object which has a single attribute.



Building a ScriptingObjectDefinition ] Expand

//Provided the service is already instantiated source
Scri ptingObj ectsContributor scriptingCbjectContributor;

/1lnit alist of attributes of the scripting object

Li st<ScriptingAttributeDefinition> attributes = new LinkedLi st<>();

//Create a single scripting attribute of type string
ScriptingAttributeDefinition attribute = ScriptingAttributeDefinition.newBuilder()
.scriptName("scriptingAttributeNanme") //The attribute will appear with this nane
in the orchestrator
.javaNane("scriptingAttributeNanme") //The attribute name in the correspondi ng Java
cl ass
.type("string") //The attribute type
.description("Description of the attribute") //Description of the attribute
Lbuild();
attributes.add(attribute);

//Create a scripting object, setting the above created attribute
ScriptingQojectDefinition object = ScriptingObjectDefinition.newBuil der()
.scriptingName("scriptingObjectNane") //The nane of the scripting object as it
wi || appear in the orchestrator
.javaC assNane(M/Cd ass. cl ass. get Nane()) //The correspondi ng java cl ass
.attributes(attributes) //The above created attributes
.description(enuneration.getDocunentation()) //Description of the scripting object
.dynam c(true)
.dynani cl nvocati on(true)
Lbuild();

/'l nvoke the service
scriptingObj ectContributor.contribute(Collections.singletonList(object));

Cipher service

Since 7.0.0

The cipher service is a service provided by the vRO platform, which uses vRO's encryption algorithm to encrypt/decrypt strings. This service
should be used when a plug-in needs to store sensitive data.

Sample code

The code example below shows how to get the service if the plug-in is spring enabled.



Accessing the service - spring plug-ins ] Expand

/| Obj ect nust be declared in the spring context

. . . .
public class MyDomai nObj ect { source

@\ut owi r ed
private | C pher cipherService;

The code example below shows how to get the service if the plug-in is not spring enabled.

Accessing the service - non-spring plug-ins > Expand

public class PluginAdaptor inplenments | ServiceRegistryAdaptor { source
private | ServiceRegistry registry;
private |G pher cipherService;

@verride
public void setServiceRegistry(lServiceRegistry registry) {
this.registry = registry;
}

public | C pher getC pherService() {
if (cipherService == null) {
ci pherService = registry. get Servi ce(l Servi ceRegi stry. Cl PHER_SERVI CE) ;
}
return ci pherServi ce;
}
}

Once we have the cipher we can then call the encrypt and decrypt methods:

Accessing the service - non-spring plug-ins 3 Expand

public class MyCustonmvbdel d ass {
. : . . source
private |G pher cipherService;
/1 Encrypts a string
ci pher Servi ce. encrypt ("text-to-encrypt");
/I Decrypt a VRO encrypted string
ci pher Servi ce.decrypt("..."); // the string for decryption

If the decryption fails it will failback to the legacy decryption algorithm used in older versions.



	Plug-in SDK

