User Permissions Audit Report

Name Role Access Group Access Right
migrationAdmin
Migration
Administration/Mana
ge Cluster
View Cluster
All Administrative
Actions

Administration/REST
APIs

Delete Maintenance
Schedule

Delete Credential

Delete Alert Plugin

Delete Resource

Delete Notification

Delete Supermetric

Delete Solution

All other Read, Write
APIs

Delete Alert
Definition

Delete User,
UserGroup or Role

Administration/Mana
ge Certificate

Delete
Read
Administration/Reso
urce Kind
Management
Delete
Create
Edit
Administration/Policy
Management
Read
Delete

Manage Association




Name Role Access Group Access Right
Create
Edit
Content/Resource
Manage
ResourceKind
Defaults
Administration/Mana
ge Credential
Read
Delete
Create
Edit
Environment/Custom
Groups Management
Delete
Read
Create
Edit
Content/Group Types
Management
Read
View, Create, Edit
and Delete
Content/Super
Metrics Management
Delete
Read
Import
Create

Manage Associated
Resource Kinds

Export
Edit
Content/Alert
Definition
Management
Read
Delete

Import




Name Role Access Group Access Right
Create
Export
Edit
Clone
Environment/Trouble
shooting
Management

View Symptoms Page

View Mashup Page

View Timeline Page

View All metrics Page

View
Troubleshooting
Page

View Events Page

Administration/Reso
urce Management

Delete

Perform Resource
Discovery

Read

Start and Stop
Monitoring

Create

Edit

Manage Resource
Relationships

Manage Maintenance
Schedule

Administration

Manage Maintenance

View and Upload
Support Bundle

Manage Recent Tasks

View Licensing
Information




Name

Role

Access Group

Access Right

Manage Alert Plugin

Manage Support
Bundle

View Environment
Overview

Manage Licensing

View Maintenance

Import Data

View Administration

Home Page
View Audit
Environment/Project
s Management
Delete

Edit Committed

View Projects Page

Create Planned

Create Committed

Edit Planned
Environment/Alerts
Management
Cancel
Take Ownership
Suspend
Environment/Environ
ment Environment
Page
Main Page
List
Overview
Map
Environment/Applica
tions Management
Read
Delete
View Application
Page
Create

Edit




Name

Role

Access Group

Access Right

Content/Recommend
ations Management

Delete

Import

Create

Export

Edit

View Page

View

Environment/Reports

View Reports Page

View Generated
Reports

View Report
Templates

Content/Reports
Management/Templa
te Management

Delete

Read

Import

Create

Export

Edit

Environment/Action

Open in vSphere
Client

Content/Reports
Management

Read

Delete

Execute

Schedule

View Page

Administration/Soluti
ons Management

Delete




Name

Role

Access Group

Access Right

Manage Adapter
Instance

Add or Upload

Edit

Read Solutions

View Adapter
Instance

Environment/Environ
ment Details Pages

Main Page

Heatmap

View

Content/Dashboard
Management/Templa
te Management

Delete

Create

Assign

Administration/Mana
ge LDAP

Configure LDAP

View LDAP

Environment/Analysi
s Views

View Main Analysis
Page

View Time Remaining
Page

View Reclaimable
Capacity Page

View Faults Page

View Density Page

View Anomalies Page

View Compliance
Page

View Workload Page

View Capacity Page

View Stress Page




Name

Role

Access Group

Access Right

Management

Content/Dashboard

Read

Delete

View Dashboards

Page

Import
Create

Export
Edit

Mark As Summary

Edit Widget
Share

Clone

Content

View Content Home

Page
Manage Heatmap

Configurations

Manage Icon
View Content Actions

Page
Content/Views
Management
Read
Delete
Import
Render
Create
Export
Edit
Content/Notifications
Management

Add, Edit and Delete

View

Environment

View Dashboard

Home Page



Name

Role

Access Group

Access Right

View Summary Page

View Application
Container Page

View
Recommendations
Page

Hide Resource Tags

View Environment
Home Page

Content/Symptom
Definitions
Management

Delete

Read

Import

Create

Export

Edit

View Page

Clone

s Control

Administration/Acces

Manage User Related
Operations

Manage object
permissions for User

Update Password
Policy

Add, Edit or Delete a
Role

View Access Control
Page

aurelien

PowerUser

Administration/Mana
ge Certificate

Delete

Read




Name

Role

Access Group

Access Right

Administration/Reso

urce Kind
Management
Delete
Create
Edit
Administration/Policy
Management
Read
Delete
Manage Association
Create
Edit

Environment/Invento
ry trees/vRealize
Operations Adapter

vC Ops Clusters

Environment/Action/
Delete Powered Off
VM

Cluster Compute
Resource - vCenter
Python Actions
Adapter

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python
Actions Adapter

Environment/Action/
Set CPU Count for
VM

Cluster Compute
Resource - vCenter
Python Actions
Adapter

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python
Actions Adapter




Name Role Access Group Access Right
Content/Resource
Manage
ResourceKind
Defaults
Administration/Mana
ge Credential
Read
Delete
create
Edit
Environment/Custom
Groups Management
Delete
Read
Create
Edit
Content/Group Types
Management
Read
View, Create, Edit
and Delete

Environment/Action/
Clean up Volumes

Volume - Storage
Adapter

Storage System -
Storage Adapter

Content/Super
Metrics Management

Delete

Read

Import

Create

Manage Associated
Resource Kinds

Export

Edit




Name

Role

Access Group

Access Right

Environment/Action/
Set CPU Resources
for VM

Cluster Compute
Resource - vCenter
Python Actions
Adapter

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python
Actions Adapter

Content/Alert
Definition
Management

Read

Delete

Import

Create

Export

Edit

Clone

Environment/Action/
Set Memory
Resources for VM

Cluster Compute
Resource - vCenter
Python Actions
Adapter

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python
Actions Adapter

Environment/Trouble
shooting
Management

View Symptoms Page

View Mashup Page

View Timeline Page




Name

Role

Access Group

Access Right

View All metrics Page

View
Troubleshooting
Page

View Events Page

Environment/Action/
Set CPU Count and
Memory for VM

Cluster Compute
Resource - vCenter
Python Actions
Adapter

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python
Actions Adapter

Administration/Reso
urce Management

Delete

Perform Resource
Discovery

Read

Start and Stop
Monitoring

Create

Edit

Manage Resource
Relationships

Manage Maintenance
Schedule

Environment/Action/
Set Memory for VM

Cluster Compute
Resource - vCenter
Python Actions
Adapter




Name

Role

Access Group

Access Right

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python
Actions Adapter

Environment/Project
s Management

Delete

Edit Committed

View Projects Page

Create Planned

Create Committed

Edit Planned
Environment/Alerts
Management
Cancel
Take Ownership
Suspend

Environment/Action/
Delete Unused
Snapshots for VM

Cluster Compute
Resource - vCenter
Python Actions
Adapter

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python
Actions Adapter

Content/Recommend
ations Management

Delete

Import

Create

Export

Edit

View Page

View




Name

Role

Access Group

Access Right

Environment/Reports

View Reports Page

View Generated
Reports

View Report
Templates

Content/Reports
Management

Read

Delete

Execute

Schedule

View Page

Administration/Soluti
ons Management

Delete

Manage Adapter
Instance

Add or Upload

Edit

Read Solutions

View Adapter
Instance

Environment/Environ
ment Details Pages

Main Page

Heatmap

View

Environment/Action/
Increase Volumes
capacities

Volume - Storage
Adapter

Storage System -
Storage Adapter

Environment/Action/
Shut Down Guest OS
for VM




Name

Role

Access Group

Access Right

Cluster Compute
Resource - vCenter
Python Actions
Adapter

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python
Actions Adapter

Administration/Mana
ge LDAP

View LDAP

Environment/Analysi
s Views

View Main Analysis
Page

View Time Remaining
Page

View Reclaimable
Capacity Page

View Faults Page

View Density Page

View Anomalies Page

View Compliance
Page

View Workload Page

View Capacity Page

View Stress Page

Content/Dashboard
Management

Read

Delete

View Dashboards
Page

Import

Create

Export

Edit

Mark As Summary




Name

Role

Access Group

Access Right

Edit Widget

Share

Clone

Content

View Content Home
Page

Manage Heatmap
Configurations

Manage Icon

View Content Actions

Content/Views
Management

Page

Read

Delete

Import

Render

Create

Export
Edit

Content/Notifications
Management

Add, Edit and Delete

View

Environment

View Dashboard
Home Page

View Summary Page

View Application

Container Page

View
Recommendations
Page

Hide Resource Tags

View Environment

Content/Symptom
Definitions

Home Page

Management




Name Role Access Group Access Right
Delete
Read
Import
Create
Export
Edit
View Page
Clone
Environment/Invento
ry trees/IPM Adapter
UPS Systems
Administration/Mana
ge Cluster
View Cluster

Administration/REST
APIs

Delete Maintenance
Schedule

Delete Credential

Delete Alert Plugin

Delete Resource

Delete Notification

Delete Supermetric

Delete Solution

All other Read, Write
APIs

Delete Alert
Definition

Delete User,
UserGroup or Role

Environment/Action/
Decrease Volumes
capacities

Volume - Storage
Adapter

Storage System -
Storage Adapter




Name

Role

Access Group

Access Right

Environment/Action/
Delete Unused
Snapshots for

Datastore

Cluster Compute
Resource - vCenter
Python Actions
Adapter

Datastore - vCenter
Python Actions
Adapter

Host System -
vCenter Python
Actions Adapter

Administration

Manage Global
Settings

View Licensing
Information

Manage Alert Plugin

View Environment
Overview

Manage Licensing

View Maintenance

Login Interactively

Import Data

Manage Maintenance

View and Upload
Support Bundle

Manage Recent Tasks

Manage Support
Bundle

View Administration
Home Page

View Audit

Environment/Applica
tions Management

Read




Name Role Access Group Access Right
Delete
View Application
Page
Create
Edit
Environment/Environ
ment Environment
Page
Main Page
List
Overview
Map
Content/Reports
Management/Templa
te Management
Delete
Read
Import
Create
Export
Edit
Environment/Invento
ry trees/VNMWARE
Adapter

vSphere Hosts and
Clusters

vSphere Storage

vSphere Networking

Environment/Action

Open in vSphere

Client
Environment/Invento
ry trees/Container
Adapter
Applications

Custom Groups

Adapters




Name

Role

Access Group

Access Right

Content/Dashboard
Management/Templa
te Management

Delete

Create

Assign

Environment/Action/
Power Off VM

Cluster Compute
Resource - vCenter
Python Actions
Adapter

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python
Actions Adapter

Environment/Action/
Power On VM

Cluster Compute
Resource - vCenter
Python Actions
Adapter

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python
Actions Adapter

Environment/Invento
ry trees/Storage
Adapter

Storage and Volume
Filter

Storage and
Aggregate Filter

Administration/Acces
s Control

View Access Control
Page

Administrator




Name

Role

Access Group

Access Right

Administration/Mana
ge Certificate

Delete
Read
Administration/Reso
urce Kind
Management
Delete
Create
Edit
Administration/Policy
Management
Read
Delete
Manage Association
Create
Edit

Environment/Invento
ry trees/vRealize
Operations Adapter

vC Ops Clusters

Environment/Action/
Delete Powered Off
VM

Cluster Compute
Resource - vCenter
Python Actions
Adapter

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python
Actions Adapter

Environment/Action/
Set CPU Count for
VM

Cluster Compute
Resource - vCenter
Python Actions
Adapter




Name

Role

Access Group

Access Right

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python

Actions Adapter
Content/Resource
Manage
ResourceKind
Defaults
Administration/Mana
ge Credential
Read
Delete
create
Edit
Environment/Custom
Groups Management
Delete
Read
Create
Edit
Content/Group Types
Management
Read
View, Create, Edit
and Delete

Environment/Action/
Clean up Volumes

Volume - Storage
Adapter

Storage System -
Storage Adapter

Environment/Action/
Set CPU Resources
for VM

Cluster Compute
Resource - vCenter
Python Actions
Adapter




Name

Role

Access Group

Access Right

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python

Content/Alert
Definition
Management

Actions Adapter

Read

Delete
Import

Create

Export

Edit

Content/Super
Metrics Management

Clone

Delete

Read

Import

Create
Manage Associated

Resource Kinds

Export

Environment/Action/
Set Memory
Resources for VM

Edit

Cluster Compute
Resource - vCenter
Python Actions

Adapter

Host System -
vCenter Python

Actions Adapter

Virtual Machine -
vCenter Python

Actions Adapter



Name

Role

Access Group

Access Right

Environment/Trouble
shooting
Management

View Symptoms Page

View Mashup Page

View Timeline Page

View All metrics Page

View
Troubleshooting
Page

View Events Page

Environment/Action/
Set CPU Count and
Memory for VM

Cluster Compute
Resource - vCenter
Python Actions
Adapter

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python
Actions Adapter

Administration/Reso
urce Management

Delete

Perform Resource
Discovery

Read

Start and Stop
Monitoring

Create

Edit

Manage Resource
Relationships

Manage Maintenance
Schedule




Name

Role

Access Group

Access Right

Environment/Action/
Set Memory for VM

Cluster Compute
Resource - vCenter
Python Actions
Adapter

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python
Actions Adapter

Environment/Project
s Management

Delete

Edit Committed

View Projects Page

Create Planned

Create Committed

Edit Planned
Environment/Alerts
Management
Cancel
Take Ownership
Suspend

Environment/Action/
Delete Unused
Snapshots for VM

Cluster Compute
Resource - vCenter
Python Actions
Adapter

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python
Actions Adapter

Environment/Reports

View Reports Page




Name

Role

Access Group

Access Right

View Generated
Reports

View Report
Templates

Content/Recommend
ations Management

Delete

Import

Create

Export

Edit

View Page

View

Content/Reports
Management

Read

Delete

Execute

Schedule

View Page

Administration/Soluti
ons Management

Delete

Manage Adapter
Instance

Add or Upload

Edit

Read Solutions

View Adapter
Instance

Environment/Environ
ment Details Pages

Main Page

Heatmap

View

Environment/Action/
Increase Volumes
capacities




Name

Role

Access Group

Access Right

Volume - Storage
Adapter

Storage System -
Storage Adapter

Environment/Action/
Shut Down Guest OS
for VM

Cluster Compute
Resource - vCenter
Python Actions
Adapter

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python
Actions Adapter

Administration/Mana
ge LDAP

Configure LDAP

View LDAP

Environment/Analysi
s Views

View Main Analysis
Page

View Time Remaining
Page

View Reclaimable
Capacity Page

View Faults Page

View Density Page

View Anomalies Page

View Compliance
Page

View Workload Page

View Capacity Page

View Stress Page

Content/Dashboard
Management

Read




Name

Role

Access Group

Access Right

Delete

View Dashboards
Page

Import

Create

Export

Edit

Mark As Summary

Edit Widget

Share

Clone

Content

View Content Home
Page

Manage Heatmap
Configurations

Manage Icon

View Content Actions
Page

Content/Views
Management

Read

Delete

Import

Render

Create

Export

Edit

Content/Notifications
Management

Add, Edit and Delete

View

Environment

View Dashboard
Home Page

View Summary Page

View Application
Container Page




Name

Role

Access Group

Access Right

View
Recommendations
Page

Hide Resource Tags

View Environment

Home Page
Content/Symptom
Definitions
Management
Delete
Read
Import
Create
Export
Edit
View Page
Clone
Environment/Invento
ry trees/IPM Adapter
UPS Systems
Administration/Mana
ge Cluster
View Cluster
All Administrative
Actions

Administration/REST
APIs

Delete Maintenance
Schedule

Delete Credential

Delete Alert Plugin

Delete Resource

Delete Notification

Delete Supermetric

Delete Solution

All other Read, Write
APIs

Delete Alert
Definition




Name

Role

Access Group

Access Right

Delete User,
UserGroup or Role

Environment/Action/
Decrease Volumes
capacities

Volume - Storage
Adapter

Storage System -
Storage Adapter

Environment/Action/
Delete Unused
Snapshots for

Datastore

Cluster Compute
Resource - vCenter
Python Actions
Adapter

Datastore - vCenter
Python Actions
Adapter

Host System -
vCenter Python
Actions Adapter

Administration

Manage Global
Settings

View Licensing
Information

Manage Alert Plugin

View Environment
Overview

Manage Licensing

View Maintenance

Login Interactively

Import Data

Manage Maintenance

View and Upload
Support Bundle

Manage Recent Tasks




Name

Role

Access Group

Access Right

Manage Support
Bundle

View Administration
Home Page

View Audit

Environment/Applica
tions Management

Read

Delete

View Application
Page

Create

Edit

Environment/Environ
ment Environment
Page

Main Page

List

Overview

Map

Content/Reports
Management/Templa
te Management

Delete

Read

Import

Create

Export

Edit

Environment/Action

Open in vSphere
Client

Environment/Invento
ry trees/VNMWARE
Adapter

vSphere Hosts and
Clusters

vSphere Storage




Name

Role

Access Group

Access Right

vSphere Networking

Environment/Invento
ry trees/Container

Adapter
Applications
Custom Groups
Adapters
Content/Dashboard
Management/Templa
te Management

Delete
Create
Assign

Environment/Action/
Power Off VM

Cluster Compute
Resource - vCenter
Python Actions
Adapter

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python
Actions Adapter

Environment/Action/
Power On VM

Cluster Compute
Resource - vCenter
Python Actions
Adapter

Host System -
vCenter Python
Actions Adapter

Virtual Machine -
vCenter Python
Actions Adapter

Environment/Invento
ry trees/Storage
Adapter

Storage and Volume
Filter




Name

Role

Access Group

Access Right

Storage and
Aggregate Filter

Administration/Acces
s Control

Manage User Related
Operations

Manage object
permissions for User

Update Password
Policy

Add, Edit or Delete a
Role

View Access Control
Page

GeneralUser-2

Administration/Mana
ge Cluster

View Cluster

Administration/REST
APIs

Delete Maintenance
Schedule

Delete Credential

Delete Alert Plugin

Delete Resource

Delete Notification

Delete Supermetric

Delete Solution

All other Read, Write
APIs

Delete Alert
Definition

Delete User,
UserGroup or Role

Administration/Policy
Management

Read

Environment/Invento
ry trees/vRealize
Operations Adapter

vC Ops Clusters




Name

Role

Access Group

Access Right

Environment/Custom
Groups Management

Read

Content/Group Types
Management

Read

Content/Alert
Definition
Management

Read

Content/Super
Metrics Management

Read

Environment/Trouble
shooting
Management

View Symptoms Page

View Mashup Page

View Timeline Page

View All metrics Page

View
Troubleshooting
Page

View Events Page

Administration/Reso
urce Management

Read

Administration

Manage Maintenance

Manage Recent Tasks

View Licensing
Information

Manage Alert Plugin

Manage Support
Bundle




Name

Role

Access Group

Access Right

View Environment
Overview

Manage Licensing

View Maintenance

Login Interactively

View Administration
Home Page

Environment/Project
s Management

View Projects Page

Environment/Environ
ment Environment

Page
Main Page
List
Overview
Map
Environment/Applica
tions Management
Read
Delete
View Application
Page
Content/Recommend
ations Management
View Page
View
Content/Reports
Management/Templa
te Management
Read

Environment/Reports

View Reports Page

View Generated
Reports

View Report
Templates




Name

Role

Access Group

Access Right

Environment/Invento
ry trees/VNMWARE
Adapter

vSphere Hosts and
Clusters

vSphere Storage

vSphere Networking

Environment/Invento
ry trees/Container

Adapter
Applications
Custom Groups
Adapters
Content/Reports
Management
Read
View Page

Administration/Soluti
ons Management

Read Solutions

View Adapter
Instance
Environment/Environ
ment Details Pages
Main Page
Heatmap
View
Administration/Mana
ge LDAP
View LDAP
Environment/Analysi
s Views
View Main Analysis
Page
View Time Remaining
Page
View Reclaimable
Capacity Page

View Faults Page

View Density Page




Name

Role

Access Group

Access Right

View Anomalies Page

View Compliance
Page

View Workload Page

View Capacity Page

View Stress Page

Content/Dashboard
Management
Read
View Dashboards
Page
Content
View Content Home
Page
View Content Actions
Page
Content/Views
Management
Read
Render
Content/Notifications
Management
View

Environment

View Dashboard
Home Page

View Summary Page

View Application
Container Page

View
Recommendations
Page

Hide Resource Tags

View Environment
Home Page

Content/Symptom
Definitions
Management

Read




Name Role Access Group Access Right
View Page
Environment/Invento
ry trees/Storage
Adapter

Storage and Volume
Filter

Storage and
Aggregate Filter

Environment/Invento
ry trees/IPM Adapter

UPS Systems
Administration/Acces
s Control
View Access Control
Page
GeneralUser-1
Administration/Mana
ge Cluster
View Cluster

Administration/REST
APIs

Delete Maintenance
Schedule

Delete Credential

Delete Alert Plugin

Delete Resource

Delete Notification

Delete Supermetric

Delete Solution

All other Read, Write
APIs

Delete Alert
Definition

Delete User,
UserGroup or Role

Administration/Policy
Management

Read

Environment/Invento
ry trees/vRealize

Operations Adapter




Name

Role

Access Group

Access Right

vC Ops Clusters

Environment/Custom
Groups Management

Read

Content/Group Types
Management

Read

Content/Alert
Definition
Management

Read

Content/Super
Metrics Management

Read

Environment/Trouble
shooting
Management

View Symptoms Page

View Mashup Page

View Timeline Page

View All metrics Page

View
Troubleshooting
Page

View Events Page

Administration/Reso
urce Management

Read

Administration

Manage Maintenance

Manage Recent Tasks

View Licensing
Information

Manage Alert Plugin




Name

Role

Access Group

Access Right

Manage Support
Bundle

View Environment
Overview

Manage Licensing

View Maintenance

Login Interactively

View Administration
Home Page

Environment/Project
s Management

View Projects Page

Environment/Applica
tions Management

Read
Delete
View Application
Page
Environment/Environ
ment Environment
Page
Main Page
List
Overview
Map
Content/Recommend
ations Management
View Page
View

Environment/Reports

View Reports Page

View Generated
Reports

View Report
Templates

Content/Reports
Management/Templa
te Management

Read




Name

Role

Access Group

Access Right

Environment/Invento

ry trees/VNMWARE
Adapter
vSphere Hosts and
Clusters
vSphere Storage
vSphere Networking
Content/Reports
Management
Read
View Page
Environment/Invento
ry trees/Container
Adapter
Applications
Custom Groups
Adapters

Administration/Soluti
ons Management

Read Solutions

View Adapter
Instance
Environment/Environ
ment Details Pages
Main Page
Heatmap
View
Administration/Mana
ge LDAP
View LDAP
Environment/Analysi
s Views
View Main Analysis
Page
View Time Remaining
Page
View Reclaimable
Capacity Page

View Faults Page

View Density Page




Name

Role

Access Group

Access Right

View Anomalies Page

View Compliance
Page

View Workload Page

View Capacity Page

View Stress Page

Content/Dashboard
Management
Read
View Dashboards
Page
Content
View Content Home
Page
View Content Actions
Page
Content/Views
Management
Read
Render
Content/Notifications
Management
View

Environment

View Dashboard
Home Page

View Summary Page

View Application
Container Page

View
Recommendations
Page

Hide Resource Tags

View Environment
Home Page

Content/Symptom
Definitions
Management

Read




Name Role Access Group Access Right
View Page
Environment/Invento
ry trees/Storage
Adapter
Storage and Volume
Filter
Storage and
Aggregate Filter
Environment/Invento
ry trees/IPM Adapter
UPS Systems
Administration/Acces
s Control
View Access Control
Page
ReadOnly
Administration/Policy
Management
Read

Environment/Invento
ry trees/vRealize
Operations Adapter

vC Ops Clusters

Environment/Custom
Groups Management

Read
Content/Group Types
Management
Read
Content/Alert
Definition
Management
Read
Content/Super
Metrics Management
Read

Environment/Trouble
shooting
Management




Name

Role

Access Group

Access Right

View Symptoms Page

View Mashup Page

View Timeline Page

View All metrics Page

View
Troubleshooting
Page

View Events Page

Administration/Reso
urce Management

Read

Administration

View Licensing
Information

View Environment
Overview

View Maintenance

Login Interactively

View Administration
Home Page

Environment/Project
s Management

View Projects Page

Environment/Applica
tions Management

Read
Delete
View Application
Page
Environment/Environ
ment Environment
Page
Main Page
List
Overview
Map
Content/Recommend

ations Management




Name Role Access Group Access Right
View Page
View
Content/Reports
Management/Templa
te Management
Read

Environment/Reports

View Reports Page

View Generated

Reports
View Report
Templates
Environment/Invento
ry trees/VNMWARE
Adapter
vSphere Hosts and
Clusters
vSphere Storage
vSphere Networking
Content/Reports
Management
Read
View Page
Environment/Invento
ry trees/Container
Adapter
Applications
Custom Groups
Adapters
Environment/Environ
ment Details Pages
Main Page
Heatmap
View

Environment/Analysi
s Views

View Main Analysis
Page




Name

Role

Access Group

Access Right

View Time Remaining
Page

View Reclaimable
Capacity Page

View Faults Page

View Density Page

View Anomalies Page

View Compliance
Page

View Workload Page

View Capacity Page

View Stress Page

Content/Dashboard
Management
Read
View Dashboards
Page
Content
View Content Home
Page
View Content Actions
Page
Content/Views
Management
Read
Render
Content/Notifications
Management
View
Content/Symptom
Definitions
Management
Read
View Page

Environment

View Dashboard
Home Page

View Summary Page




Name

Role

Access Group

Access Right

View Application
Container Page

View
Recommendations
Page

Hide Resource Tags

View Environment
Home Page

Environment/Invento
ry trees/Storage
Adapter

Storage and Volume
Filter

Storage and
Aggregate Filter

Environment/Invento
ry trees/IPM Adapter

UPS Systems

GeneralUser-4

Administration/Mana
ge Cluster

View Cluster

Administration/REST
APIs

Delete Maintenance
Schedule

Delete Credential

Delete Alert Plugin

Delete Resource

Delete Notification

Delete Supermetric

Delete Solution

All other Read, Write
APIs

Delete Alert
Definition

Delete User,
UserGroup or Role

Administration/Policy
Management

Read




Name

Role

Access Group

Access Right

Environment/Invento
ry trees/vRealize
Operations Adapter

vC Ops Clusters

Environment/Custom
Groups Management

Read

Content/Group Types
Management

Read

Content/Alert
Definition
Management

Read

Content/Super
Metrics Management

Read

Environment/Trouble
shooting
Management

View Symptoms Page

View Mashup Page

View Timeline Page

View All metrics Page

View
Troubleshooting
Page

View Events Page

Administration/Reso
urce Management

Read

Administration

Manage Maintenance

Manage Recent Tasks

View Licensing
Information




Name

Role

Access Group

Access Right

Manage Alert Plugin

Manage Support
Bundle

View Environment
Overview

Manage Licensing

View Maintenance

Login Interactively

View Administration
Home Page

Environment/Project
s Management

View Projects Page

Environment/Applica
tions Management

Read

Delete

View Application
Page

Environment/Environ
ment Environment
Page

Main Page

List

Overview

Map

Environment/Reports

View Reports Page

View Generated

Reports
View Report
Templates
Content/Reports
Management/Templa
te Management
Read

Content/Recommend
ations Management




Name Role Access Group Access Right
View Page
View
Environment/Invento
ry trees/NMWARE
Adapter
vSphere Hosts and
Clusters
vSphere Storage
vSphere Networking
Content/Reports
Management
Read
View Page
Environment/Invento
ry trees/Container
Adapter
Applications
Custom Groups

Adapters

Administration/Soluti
ons Management

Read Solutions

View Adapter
Instance
Environment/Environ
ment Details Pages
Main Page
Heatmap
View
Administration/Mana
ge LDAP
View LDAP
Environment/Analysi
s Views
View Main Analysis
Page
View Time Remaining
Page

View Reclaimable
Capacity Page




Name

Role

Access Group

Access Right

View Faults Page

View Density Page

View Anomalies Page

View Compliance
Page

View Workload Page

View Capacity Page

View Stress Page

Content/Dashboard
Management
Read
View Dashboards
Page
Content
View Content Home
Page
View Content Actions
Page
Content/Views
Management
Read
Render
Content/Notifications
Management
View
Content/Symptom
Definitions
Management
Read
View Page

Environment

View Dashboard
Home Page

View Summary Page

View Application
Container Page

View
Recommendations
Page




Name

Role

Access Group

Access Right

Hide Resource Tags

View Environment
Home Page

Environment/Invento
ry trees/Storage
Adapter

Storage and Volume
Filter

Storage and
Aggregate Filter

Environment/Invento

ry trees/IPM Adapter
UPS Systems
Administration/Acces
s Control
View Access Control
Page
GeneralUser-3
Administration/Mana
ge Cluster
View Cluster

Administration/REST
APIs

Delete Maintenance
Schedule

Delete Credential

Delete Alert Plugin

Delete Resource

Delete Notification

Delete Supermetric

Delete Solution

All other Read, Write
APIs

Delete Alert
Definition

Delete User,
UserGroup or Role

Administration/Policy
Management

Read




Name

Role

Access Group

Access Right

Environment/Invento
ry trees/vRealize
Operations Adapter

vC Ops Clusters

Environment/Custom
Groups Management

Read

Content/Group Types
Management

Read

Content/Super
Metrics Management

Read

Content/Alert
Definition
Management

Read

Environment/Trouble
shooting
Management

View Symptoms Page

View Mashup Page

View Timeline Page

View All metrics Page

View
Troubleshooting
Page

View Events Page

Administration/Reso
urce Management

Read

Administration

Manage Maintenance

Manage Recent Tasks

View Licensing
Information




Name

Role

Access Group

Access Right

Manage Alert Plugin

Manage Support
Bundle

View Environment
Overview

Manage Licensing

View Maintenance

Login Interactively

View Administration
Home Page

Environment/Project
s Management

View Projects Page

Environment/Environ
ment Environment

Page
Main Page
List
Overview
Map
Environment/Applica
tions Management
Read
Delete
View Application
Page
Content/Reports
Management/Templa
te Management
Read
Content/Recommend
ations Management
View Page
View

Environment/Reports

View Reports Page

View Generated
Reports




Name Role Access Group Access Right
View Report
Templates
Environment/Invento
ry trees/VNMWARE
Adapter

vSphere Hosts and
Clusters

vSphere Storage

vSphere Networking

Environment/Invento
ry trees/Container

Adapter
Applications
Custom Groups
Adapters
Content/Reports
Management
Read
View Page

Administration/Soluti
ons Management

Read Solutions

View Adapter
Instance
Environment/Environ
ment Details Pages
Main Page
Heatmap
View
Administration/Mana
ge LDAP
View LDAP
Environment/Analysi
s Views
View Main Analysis
Page
View Time Remaining
Page

View Reclaimable
Capacity Page




Name

Role

Access Group

Access Right

View Faults Page

View Density Page

View Anomalies Page

View Compliance
Page

View Workload Page

View Capacity Page

View Stress Page

Content/Dashboard
Management
Read
View Dashboards
Page
Content
View Content Home
Page
View Content Actions
Page
Content/Views
Management
Read
Render
Content/Notifications
Management
View

Environment

View Dashboard
Home Page

View Summary Page

View Application
Container Page

View
Recommendations
Page

Hide Resource Tags

View Environment
Home Page




Name

Role

Access Group

Access Right

Content/Symptom
Definitions
Management

Read

View Page

Environment/Invento
ry trees/Storage
Adapter

Storage and Volume
Filter

Storage and
Aggregate Filter

Environment/Invento
ry trees/IPM Adapter

UPS Systems
Administration/Acces
s Control
View Access Control
Page
ContentAdmin
Administration/Mana
ge Cluster
View Cluster

Administration/REST
APIs

Delete Maintenance
Schedule

Delete Credential

Delete Alert Plugin

Delete Resource

Delete Notification

Delete Supermetric

Delete Solution

All other Read, Write
APIs

Delete Alert
Definition

Delete User,
UserGroup or Role




Name

Role

Access Group

Access Right

Administration/Reso

urce Kind
Management
Delete
Create
Edit
Administration/Policy
Management
Read
Delete
Manage Association
Create
Edit

Environment/Invento
ry trees/vRealize

Operations Adapter
vC Ops Clusters
Content/Resource
Manage
ResourceKind
Defaults
Environment/Custom
Groups Management
Delete
Read
Create
Edit
Administration/Mana
ge Credential
Read
Content/Group Types
Management
Read
View, Create, Edit
and Delete
Content/Alert
Definition
Management
Read

Delete




Name

Role

Access Group

Access Right

Import
Create

Export
Edit

Content/Super

Metrics Management

Clone

Delete
Read

Import
Create

Manage Associated
Resource Kinds

Export
Edit

urce Management

Administration/Reso

Delete
Perform Resource

Discovery
Read

Start and Stop
Monitoring

Create
Edit

Manage Resource
Relationships

Manage Maintenance
Schedule

Environment/Trouble
shooting
Management

View Symptoms Page

View Mashup Page

View All metrics Page

View Timeline Page




Name

Role

Access Group

Access Right

View
Troubleshooting
Page

View Events Page

Administration

Manage Maintenance

View and Upload
Support Bundle

View Licensing
Information

Manage Alert Plugin

Manage Support
Bundle

View Environment
Overview

View Maintenance

Login Interactively

View Administration

Home Page
View Audit
Environment/Project
s Management
Delete

Edit Committed

View Projects Page

Create Planned

Create Committed

Edit Planned
Environment/Alerts
Management
Cancel
Take Ownership
Suspend
Environment/Environ
ment Environment
Page
Main Page

List




Name

Role

Access Group

Access Right

Overview

Map

Environment/Applica
tions Management

Read

Delete

View Application
Page

Create

Edit

Environment/Reports

View Reports Page

View Generated

Reports
View Report
Templates
Content/Recommend
ations Management
Delete
Import
Create
Export
Edit
View Page
View
Content/Reports
Management/Templa
te Management
Delete
Read
Import
Create
Export
Edit
Environment/Invento
ry trees/VNMWARE
Adapter

vSphere Hosts and
Clusters




Name

Role

Access Group

Access Right

vSphere Storage

vSphere Networking

Environment/Invento
ry trees/Container
Adapter

Applications

Custom Groups

Adapters

Content/Reports
Management

Read

Delete

Execute

Schedule

View Page

Administration/Soluti
ons Management

Read Solutions

View Adapter
Instance
Environment/Environ
ment Details Pages
Main Page
Heatmap
View
Content/Dashboard
Management/Templa
te Management
Delete
Create
Assign
Administration/Mana
ge LDAP
View LDAP

Environment/Analysi
s Views

View Main Analysis
Page




Name

Role

Access Group

Access Right

View Time Remaining
Page

View Reclaimable
Capacity Page

View Faults Page

View Density Page

View Anomalies Page

View Compliance
Page

View Workload Page

View Capacity Page

View Stress Page

Content/Dashboard
Management

Read

Delete

View Dashboards
Page

Import

Create

Export

Edit

Mark As Summary

Edit Widget

Share

Clone

Content

View Content Home
Page

Manage Heatmap
Configurations

Manage Icon

View Content Actions

Page
Content/Views
Management
Read
Delete

Import




Name

Role

Access Group

Access Right

Render

Create

Export

Edit

Content/Notifications
Management

Add, Edit and Delete

View

Environment

View Dashboard
Home Page

View Summary Page

View Application
Container Page

View
Recommendations
Page

Hide Resource Tags

View Environment
Home Page

Content/Symptom
Definitions
Management

Delete

Read

Import

Create

Export

Edit

View Page

Clone

Environment/Invento
ry trees/Storage
Adapter

Storage and Volume
Filter

Storage and
Aggregate Filter




Name

Role

Access Group

Access Right

Environment/Invento
ry trees/IPM Adapter

UPS Systems

Administration/Acces

s Control
View Access Control
Page
PowerUserMinusRe
mediation
Administration/Mana
ge Cluster
View Cluster

Administration/REST
APIs

Delete Maintenance
Schedule

Delete Credential

Delete Alert Plugin

Delete Resource

Delete Notification

Delete Supermetric

Delete Solution

All other Read, Write
APIs

Delete Alert
Definition

Delete User,
UserGroup or Role

Administration/Mana
ge Certificate

Delete
Read
Administration/Reso
urce Kind
Management
Delete
Create
Edit

Administration/Policy

Management




Name

Role

Access Group

Access Right

Read

Delete

Manage Association

Create

Edit

Environment/Invento
ry trees/vRealize

Operations Adapter
vC Ops Clusters
Content/Resource
Manage
ResourceKind
Defaults
Environment/Custom
Groups Management
Delete
Read
Create
Edit
Administration/Mana
ge Credential
Read
Delete
create
Edit
Content/Group Types
Management
Read
View, Create, Edit
and Delete
Content/Super
Metrics Management
Delete
Read
Import
Create

Manage Associated
Resource Kinds

Export




Name

Role

Access Group

Access Right

Content/Alert
Definition
Management

Edit

Read

Delete

Import
Create

Export
Edit

urce Management

Administration/Reso

Clone

Delete

Perform Resource
Discovery

Read
Start and Stop

Monitoring
Create

Edit
Manage Resource

Relationships

Manage Maintenance
Schedule

Environment/Trouble
shooting
Management

View Symptoms Page

View Mashup Page

View All metrics Page

View Timeline Page

View
Troubleshooting

Page

View Events Page

Administration




Name

Role

Access Group

Access Right

Manage Global
Settings

View Licensing
Information

Manage Alert Plugin

View Environment
Overview

Manage Licensing

View Maintenance

Login Interactively

Import Data

Manage Maintenance

View and Upload
Support Bundle

Manage Recent Tasks

Manage Support

Bundle
View Administration
Home Page
View Audit
Environment/Project
s Management
Delete

Edit Committed

View Projects Page

Create Planned

Create Committed

Edit Planned
Environment/Alerts
Management
Cancel
Take Ownership
Suspend
Environment/Applica
tions Management

Read

Delete




Name

Role

Access Group

Access Right

View Application

Page
Create
Edit
Environment/Environ
ment Environment
Page
Main Page
List
Overview
Map
Content/Reports
Management/Templa
te Management
Delete
Read
Import
Create
Export
Edit

Environment/Reports

View Reports Page

View Generated
Reports

View Report
Templates

Content/Recommend
ations Management

Delete

Import

Create

Export

Edit

View Page

View

Environment/Invento
ry trees/NMWARE
Adapter




Name

Role

Access Group

Access Right

vSphere Hosts and
Clusters

vSphere Storage

vSphere Networking

Environment/Invento
ry trees/Container

Adapter
Applications
Custom Groups
Adapters
Content/Reports
Management
Read
Delete
Execute
Schedule
View Page
Administration/Soluti
ons Management
Delete
Manage Adapter
Instance
Add or Upload
Edit
Read Solutions
View Adapter
Instance
Environment/Environ
ment Details Pages
Main Page
Heatmap
View
Content/Dashboard
Management/Templa
te Management
Delete
Create

Assign




Name

Role

Access Group

Access Right

Administration/Mana
ge LDAP

View LDAP

Environment/Analysi
s Views

View Main Analysis
Page

View Time Remaining
Page

View Reclaimable
Capacity Page

View Faults Page

View Density Page

View Anomalies Page

View Compliance
Page

View Workload Page

View Capacity Page

View Stress Page

Content/Dashboard
Management

Read

Delete

View Dashboards
Page

Import

Create

Export

Edit

Mark As Summary

Edit Widget

Share

Clone

Content

View Content Home
Page

Manage Icon

View Content Actions
Page




Name

Role

Access Group

Access Right

Content/Views
Management

Read

Delete

Import

Render

Create

Export

Edit

Content/Notifications
Management

Add, Edit and Delete

View

Content/Symptom
Definitions
Management

Delete

Read

Import

Create

Export

Edit

View Page

Clone

Environment

View Dashboard
Home Page

View Summary Page

View Application
Container Page

View
Recommendations
Page

Hide Resource Tags

View Environment
Home Page

Environment/Invento
ry trees/Storage
Adapter




Name Role Access Group Access Right
Storage and Volume
Filter
Storage and
Aggregate Filter

Environment/Invento
ry trees/IPM Adapter

UPS Systems
Administration/Acces

s Control
View Access Control
Page
admin
maintenanceAdmin
Maintenance
Administration/Mana
ge Cluster
View Cluster
All Administrative
Actions

Administration/REST
APIs

Delete Maintenance
Schedule

Delete Credential

Delete Alert Plugin

Delete Resource

Delete Notification

Delete Supermetric

Delete Solution

All other Read, Write
APIs

Delete Alert
Definition

Delete User,
UserGroup or Role

Administration/Mana
ge Certificate

Delete

Read




Name

Role

Access Group

Access Right

Administration/Reso

urce Kind
Management
Delete
Create
Edit
Administration/Policy
Management
Read
Delete
Manage Association
Create
Edit
Content/Resource
Manage
ResourceKind
Defaults
Environment/Custom
Groups Management
Delete
Read
Create
Edit
Administration/Mana
ge Credential
Read
Delete
create
Edit
Content/Group Types
Management
Read
View, Create, Edit
and Delete
Content/Super
Metrics Management
Delete
Read

Import




Name

Role

Access Group

Access Right

Create
Manage Associated

Resource Kinds

Export
Edit
Content/Alert
Definition
Management
Read
Delete
Import
Create
Export
Edit
Clone
Environment/Trouble
shooting
Management

View Symptoms Page

View Mashup Page

View Timeline Page
View All metrics Page

View
Troubleshooting

Page

Administration/Reso
urce Management

View Events Page

Delete
Perform Resource

Discovery
Read

Start and Stop

Monitoring

Create
Edit

Manage Resource

Relationships



Name

Role

Access Group

Access Right

Manage Maintenance
Schedule

Administration

Manage Global
Settings

View Licensing
Information

Manage Alert Plugin

View Environment
Overview

Manage Licensing

View Maintenance

Import Data

Manage Maintenance

View and Upload
Support Bundle

Manage Recent Tasks

Manage Support

Bundle
View Administration
Home Page
View Audit
Environment/Project
s Management
Delete

Edit Committed

View Projects Page

Create Planned

Create Committed

Edit Planned

Environment/Alerts
Management

Cancel

Take Ownership

Suspend




Name

Role

Access Group

Access Right

Environment/Environ
ment Environment
Page

Main Page

List

Overview

Map

Environment/Applica
tions Management

Read

Delete

View Application
Page

Create

Edit

Environment/Reports

View Reports Page

View Generated
Reports

View Report
Templates

Content/Reports
Management/Templa
te Management

Delete

Read

Import

Create

Export

Edit

Content/Recommend
ations Management

Delete

Import

Create

Export

Edit

View Page

View




Name

Role

Access Group

Access Right

Environment/Action

Open in vSphere

Client
Content/Reports
Management
Read
Delete
Execute
Schedule
View Page
Administration/Soluti
ons Management
Delete
Manage Adapter
Instance
Add or Upload
Edit
Read Solutions
View Adapter
Instance
Environment/Environ
ment Details Pages
Main Page
Heatmap
View
Content/Dashboard
Management/Templa
te Management
Delete
Create
Assign

Administration/Mana
ge LDAP

Configure LDAP

View LDAP

Environment/Analysi
s Views

View Main Analysis
Page




Name

Role

Access Group

Access Right

View Time Remaining
Page

View Reclaimable
Capacity Page

View Faults Page

View Density Page

View Anomalies Page

View Compliance
Page

View Workload Page

View Capacity Page

View Stress Page

Content/Dashboard
Management

Read

Delete

View Dashboards
Page

Import

Create

Export

Edit

Mark As Summary

Edit Widget

Share

Clone

Content

View Content Home
Page

Manage Heatmap
Configurations

Manage Icon

View Content Actions

Page
Content/Views
Management
Read
Delete

Import




Name

Role

Access Group

Access Right

Render

Create

Export

Edit

Content/Notifications
Management

Add, Edit and Delete

View

Environment

View Dashboard
Home Page

View Summary Page

View Application
Container Page

View
Recommendations
Page

Hide Resource Tags

View Environment
Home Page

Content/Symptom
Definitions
Management

Delete

Read

Import

Create

Export

Edit

View Page

Clone

Administration/Acces
s Control

Manage User Related
Operations

Manage object
permissions for User




Name

Role

Access Group

Access Right

Update Password
Policy

Add, Edit or Delete a
Role

View Access Control
Page




