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TMC Self-Managed 
Sovereign Cloud
Packaged, Self-Managed Deployment Model 
for Tanzu Mission Control with Cloud Director 
Container Service Extension
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Provider

Tenant

Install, config, manage TMC on-prem

Grant TMC rights to tenants

K8s 
Cluster

K8s 
Cluster

Create clusters 

using CSE

Manage cluster policy 

using TMC

VCD/CSE integration with on-prem TMC Self-Managed

Tanzu Mission Control Self-Managed 

VCD CSE OSETMCL

Cloud Builder Value
• Extend offering into modern application management
• Strengthen Sovereign Cloud product portfolio

Features
• Deployed on-premises and operated in an air-gapped 

mode.  Select tenants consume TMC functionality 
using VCD/CSE in a multi-tenant safe way

• Required software stack: VCF/vSphere, NSX-T, Avi, 
TKG, VCD, CSE, OSE, Harbor, and TMC Self-Managed

Commercials
• Its is VMware supported and available as a Flex Add-

on on a consumption basis
• Tech Preview is LIVE. GA coming soon
• Contact your account rep. to learn more
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Solution Benefits / Use Cases

Sovereign Compliant TMC Self Managed

Sovereign 
Compliant           C
loud

Identity and Access 
Management

Security and Compliance

Attach / Detach Clusters

Observability and 
diagnostics

Data Protection

Unified Policy Engine

Tanzu Mission Control SM

Delivering a consistent and unified cloud Kubernetes-based platform

Ops Dev

Kubernetes clusters

Solution

On-premise

VCD
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Key Advantages of TMC SM Sovereign Cloud
Overview

Centralize 
Kubernetes 

Management 
Interface

Unified and 
Centralized 

Policy 
Management

Data Protection 
and Business 

Continuity

Disconnected 
Mode. Self 
Managed 

Deployment 
Model.

Consistency and 
Speed 

for DevOps 
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High-Level Solution Architecture

Integration with VMware Cloud Director 
tenancy structure satisfies multi-tenancy 
requirement
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TMC-local Tech Preview VCD Requirements

Providers Pre-requisites

• Bring your own Harbor

• VCD 10.4.2 or higher

• CSE 4.0.3 based TKG 1.6.1 k8s 1.23.

• CSE 4.0.400 - UI plugin*

• OSE 2.2.1 (Preferred)

• TMC services DNS zone (e.g., tmc.slz.vcd.local and *.tmc.slz.vcd.local)

*One-off build for Tech preview
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TMC Solutions Add On
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Provider Portal – Tanzu Mission Control Add-On
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SSO via VCD to TMC
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Cloud Director / TMC Local Request flow

Cloud Director Tanzu Mission Control

IDP

Login Application

(existing)

OAuth (OIDC) 
Client

TMC API Entry

TMC Backends

1. Initial Request is made

2. UI SSO redirect

3. IDP Involvement 

(if required)

3. issue token

4. TMC accepts token 5.TMC issues response
Token Details:

• Access token for 
VCD API

• ID Token for user 
identification:

• Groups

• Roles in VCD

• Tenancy

• Multi Site

TMC Token 
Exchange
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TMC-SM Single Sign-on – IDP Proxy

2

3

4

1
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Attach/Detach Cluster
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CSE: Create TKG Clusters
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TMC: Attach CSE Cluster
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Manually installing the TMC Agent
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Confirm TMC Agent is installed
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TMC: Attached CSE Cluster Details
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Backup and Restore 
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OSE: Bucket and Security Credentials
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TMC: Configure S3 Account Credentials and Target Location
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TMC: Enable Cluster Data Protection
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TMC: Create Cluster Backup
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TMC: Restore Backup
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TMC-local Tech Preview VCD Requirements

Providers Pre-requisites

• Bring your own Harbor

• VCD 10.4.2 or higher

• CSE 4.0.3 based TKG 1.6.1 k8s 1.23.

• CPI, CSI, CAPVCD versions should be the one that are used out of the box with CSE 4.0.3 Fresh-Install GA.

• CSE 4.0.400 - UI plugin*

• OSE 2.2.1

• Github Personal API Token (Requires an account on GitHub)

• TMC services DNS zone (e.g., tmc.slz.vcd.local and *.tmc.slz.vcd.local)

*CSE 4.1 released post tech-preview launch is currently out of scope.

*One-off build for Tech preview
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Tech Preview Delivery – LIVE !!

• Tech Preview is launched on VMware Community Site Page

• VCD delivery will be available on Customer Connect and includes Install Guide, Software Binaries etc.

• Timeline

• Providers ready with the non-production or lab environment by June 12th, 2023,

• The Tech Preview team will communicate via email the release of binaries and documentation by 
June 15th, 2023

• Customer feedback will be shared at VMware Community Site Page (Optionally with Manish/ Rohan/Jaskaran)

• Engineering will track feedback and bugs

https://communities.vmware.com/t5/Betas/ct-p/5000-home
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Thank you
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