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Intended Audience 
This document is targeted toward virtualization and network administrators 
who are operationalizing NSX-T Data Center for use with a variety of 
workloads and using products including VMware vSphere, KVM, NSX-T 
Container Plug-in for Kubernetes, VMware vRealize Log Insight, Splunk, 
open source and other 3rd party logging products, Bare metal Servers, and 
Cloud.   

Revision History 

Version Updates Comments 
1.0 None NSX-T Data Center 2.3 

vRealize Log Insight 4.7 
NSX-T Data Center 
Content Pack for Log 
Insight 3.1 
Splunk Enterprise 7.1.3 
NSX-T Splunk App 2.4 

 

Introduction 
This document provides guidance and configuration for enabling log 
collection for NSX-T Data Center, VMware vSphere, KVM, NSX-T Container 
Plug-in for Kubernetes, Bare metal Servers, and Cloud environments.  

How to use this Document 

This document demonstrates how to enable logging capabilities for NSX-T 
Data Center, VMware vSphere, KVM, NSX-T Container Plug-in for 
Kubernetes and Cloud Foundry, Bare metal Servers, and Cloud platforms.   

NSX-T Data Center 
VMware NSX-T Data Center is designed to address application frameworks 
and architectures that have heterogeneous endpoints and technology stacks. 
In addition to vSphere, these environments may include other hypervisors 
such as KVM, containers, bare metal, and public clouds. NSX-T allows IT and 
development teams to choose the technologies best suited for their particular 
applications. NSX-T is also designed for management, operations, and 
consumption by development organizations in addition use by IT. 
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Figure 1 - NSX Data Center and NSX Cloud Overview 

 

 

NSX-T Data Center Architecture 

NSX-T reproduces the complete set of networking services (e.g., switching, 
routing, firewalling, QoS) in software. These services can be 
programmatically assembled in arbitrary combinations to produce unique, 
isolated virtual networks in a matter of seconds. NSX-T works by 
implementing three separate but integrated planes: management, control, 
and data. The three planes are implemented as sets of processes, modules, 
and agents residing on three types of nodes: manager, controller, and 
transport. 

 

Figure 2 - NSX-T Data Center Architecture 
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Logging Details for NSX-T Data Center 
NSX-T Data Center provides syslog capabilities for the platform that includes 
logging for the NSX-T Manager, Controllers, and Edge objects.  Logging 
needs to be enabled for each of these components separately.  Log can be 
sent to different types of syslog collectors such as SIEM tools, vRealize Log 
Insight, Splunk, and other open source or 3rd party products.  Log information 
is stored locally on each component and storage has log rotation policies 
based on the size of the log files generated.  With that, log information is 
recommended to be sent to a centralized log collector.  Local log files are 
only accessible using a privileged account from the CLI of each component.  
NSX-T provides configuration options that allow an administrator to be sent 
remotely based on severity, facility, and module to help centralize the log 
collection in a consistent manner.  Logs can be sent securely using TLS or 
over typical UDP port 514, insecurely.  The logs that are presented in each of 
these objects in the following RFC-5424 format: 

 

Figure 3 - RFC 5424 Formatting and Log Example 

NSX-T provides several logging categories for syslog events: 

 

Figure 4 - NSX-T Logging Categories 

NSX-T Data Center supports multiple syslog servers and provides a 
consistent logging level that adheres to the RFC-5424 format: 

• EMERGENCY 
• ALERT 
• CRITICAL 
• ERROR 
• WARNING 
• NOTICE 
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• INFORMATIONAL 
• DEBUG 
 

VMware vRealize Log Insight 
VMware vRealize® Log lnsight™ delivers heterogeneous and highly scalable 
log management with intuitive, actionable dashboards, sophisticated analytics 
and broad third-party extensibility, providing deep operational visibility and 
faster troubleshooting.  

VMware vRealize Log Insight provides dashboards and log management in 
the form of content packs for various products, including NSX-T Data Center.  
The NSX-T Log Insight content pack provides health status dashboards for 
the logical switching and routing, NSX-T Distributed and Edge Firewall, and 
DHCP, and the NSX-T Data Center components that make up an NSX-T 
Data Center infrastructure. It also provides key audit logs for tracking create, 
add and delete changes to your NSX infrastructure. 

VMware vRealize Log Insight is included with NSX-T Data Center.  This does 
not imply that Log Insight is the only tool capable of ingesting logs as the only 
product for NSX-T Data Center.  Security SIEM tools, Splunk Enterprise, 
rsyslog collectors, and other 3rd party and open source logging products are 
capable of ingesting these logs as well.   

 

Figure 5 - vRealize Log Insight, NSX-T dashboard example 

Splunk Enterprise 
Splunk Enterprise provides real-time visibility, data source agnostic, and AI 
and machine learning capabilities for data collected from various sources, 
including NSX-T Data Center.   

Splunk Enterprise provides dashboards in the form applications that are 
installed and configured within the Splunk Enterprise application.  For NSX-T 
Data Center, Splunk provides similar dashboards to vRealize Log Insight’s 
content pack for NSX-T Data Center.  This NSX-T Data Center Splunk App 
has dashboards for logical switching and routing, NSX-T Distributed and 
Edge Firewall, DHCP, and the NSX-T Data Center components that make up 
an NSX-T Data Center infrastructure.  
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The NSX-T Splunk App is included, but not the Splunk Enterprise application 
itself.  Splunk Enterprise is a separate purchase.   

 
Figure 6 - NSX-T Splunk App dashboard example 

Logging for NSX-T Data Center using Splunk Enterprise 
Installing Splunk Enterprise is beyond the scope of this document. For more 
information about how to deploy and best practices around design, consult 
the official documentation https://www.splunk.com/en_us/software/splunk-
enterprise.html 

Splunk provides a marketplace to download and install applications for a 
multitude of products.  By default, the Splunk App for VMware is not installed 
and would need to be downloaded to gather logs from the NSX-T Data 
Center Distributed Firewall that is located on each of the ESXi hosts.   

Splunk Enterprise Configuration 

With Splunk Enterprise installed, the NSX-T Splunk App will need to be 
installed from the marketplace.   

 
Figure 7 – Splunk Enterprise App interface 

https://www.splunk.com/en_us/software/splunk-enterprise.html
https://www.splunk.com/en_us/software/splunk-enterprise.html
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Figure 8 - NSX-T Splunk App 

 
Figure 9 - NSX-T Splunk App login and install details 

By default, Splunk is setup to accept logs from only TLS sources.  NSX-T 
Data Center has the capability to send log information via TLS, but can also 
send via UDP/TCP.  To configure Splunk for UDP/TCP acceptance, refer to 
the official documentation 
https://docs.splunk.com/Documentation/Splunk/7.2.1/Data/Monitornetworkpor
ts 

Logging for NSX-T Data Center using vRealize Log Insight 
Installing VMware vRealize Log Insight is beyond the scope of this document.  
For more information about how to deploy and best practices around design, 

https://docs.splunk.com/Documentation/Splunk/7.2.1/Data/Monitornetworkports
https://docs.splunk.com/Documentation/Splunk/7.2.1/Data/Monitornetworkports
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consult the official documentation https://docs.vmware.com/en/vRealize-Log-
Insight/index.html 

VMware vRealize Log Insight provides a marketplace to download and install 
content packs for a multitude of products.  By default, the content pack for 
vSphere is already installed with the deployment.  For NSX-T, the content 
pack will need to be downloaded, installed, and configured.  The vSphere 
content pack is necessary for central configuration of logging for vSphere 
hosts, which includes the NSX-T Distributed Firewall logs that reside on an 
ESXi host.  More information is located further in the documentation.   

VMware vRealize Log Insight Configuration 

With VMware vRealize Log Insight installed, the content pack for NSX-T will 
need to be installed from the marketplace.   

 

Figure 10 - vRealize Log Insight Content Pack interface 

 
Figure 11 - NSX-T Data Center vRealize Log Insight Content Pack 

details 

https://docs.vmware.com/en/vRealize-Log-Insight/index.html
https://docs.vmware.com/en/vRealize-Log-Insight/index.html
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Figure 12 - NSX-T Data Center vRealize Content Pack installation details 

The Log Insight content pack for NSX-T Data Center provides all of the 
details about how to use the content pack with NSX-T.  Once Install is 
selected and the content pack is installed, another window will open 
explaining how to setup NSX-T Data Center to work with VMware vRealize 
Log Insight for all the capabilities that VMware Log Insight works with the 
product content pack.   
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Figure 13 - NSX-T Data Center vRealize Log Insight Content Pack 

installation details 
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Figure 14 - NSX-T Data Center vRealize Log Insight Content Pack setup 

instructions 

Installation of the vRealize Log Insight Content Pack for NSX-T Data Center, 
provides examples of how to configure each of the NSX-T components for 
use with the content pack.  The information provided in this window follows 
the following options for logging and descriptions:   

 
 
 
 
 

Option Description 
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<hostname-or-ip-address[:port]> A hostname or IP address with optional 
port delimited by a colon 

<proto> Logging server protocol 
Allowed values: tcp, udp, tls, li, li-tls 

<level> Level of log entries to export 
Allowed values: emerg, alert, crit, err, 
warning, notice, info, debug 

<facility> Comma delimited list of facilities of log 
entries to export 

<messageid> Comma delimited list of MSGIDs of log 
entries to export 

<filename> Existing file argument 

<structured-data> Structured data of log entries to export 
Allowed pattern: 
^(comp|subcomp|s2comp|security|audit|req
Id|ereqId|entId|errorCode|eventId|euser|thr
eadId|splitId|splitIndex)=.+$ 

Figure 15 - NSX-T Data Center syslog settings 

vRealize Log Insight Content Pack for NSX-T Data Center 

The result of installing the vRealize Log Insight Content Pack for NSX-T Data 
Center is that new dashboards will now be available in Log Insight.   

 
Figure 16 - vRealize Log Insight, NSX-T Dashboard example 

These dashboards provide information about the NSX-T Data Center 
components, and the NSX-T Distributed Firewall for logging of security-
related events in Firewall logs.   

NSX-T Data Center Logging Configuration 
NSX-T Data Center has several locations to configure to send syslog 
information to a centralized source.  The following sections demonstrate how 
to configure each component, regardless of the centralized logging tool used.   

NSX-T Manager logging Configuration Introduction 
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The NSX-T Manager syslog settings are configured from the NSX-T Manager 
command line and from the RESTful API.  The NSX-T Manager supports 
multiple syslog servers that logging events can be sent to.  The following 
represents configuration details for NSX-T Manager: 

nsx-manager> set logging-server <hostname-or-ip-

address[:port]> proto <proto> level <level> [facility 

<facility>] [messageid <messageid>] [certificate 

<filename>] [structured-data <structured-data>] 

Figure 17 - Details of syslog configuration for NSX-T Manager 

nsx-manager> set logging-server 192.168.110.60 proto udp 

level info  

nsx-manager> set logging-server 192.168.110.61 proto udp 

level info  

Figure 18 - Example of syslog configuration for NSX-T Manager 

nsx-manager> get logging-servers 

192.168.110.60 proto udp level info  

192.168.110.61 proto udp level info  

Figure 19 - Verification of syslog configuration for NSX-T Manager 

NSX-T Manager logging configuration using the RESTful API 

The NSX-T Data Center Manager provides a robust RESTful API in which to 
manage, configure, and check status of the appliance.  Syslog configuration 
can be configured and verified by using this method. 

• Details of syslog configuration for NSX-T Manager using the 
RESTful API 

Header:  Key - Content-type | Value - application/json 

Authentication:  Admin account and password for the NSX-T Manager 

Figure 20 - RESTful API Header Example 
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Figure 21 - RESTful API Authentication Example 

GET /api/v1/node/services/syslog 

POST /api/v1/node/services/syslog?action=restart|start|stop 

GET /api/v1/node/services/syslog/exporters 

POST /api/v1/node/services/syslog/exporters 

DELETE /api/v1/node/services/syslog/exporters/<exporter-

name> 

GET /api/v1/node/services/syslog/exporters/<exporter-name> 

GET /api/v1/node/services/syslog/status 

Figure 22 - Example RESTful API calls 

The following is an example using a RESTful API application to make a call to 
the NSX-T Manager along with the configuration details to make a successful 
call.   

Using a RESTful API client to perform API calls to the NSX-T Manager is a 
typical scenario, however using cURL from the command line is another 
method that can be used as well.   

curl -k --user <NSX-T Manager Admin account> -H 

"Content-Type:  application/json" --request GET 

https://<NSX-T Manager IP>/api/v1/node/services/syslog 

Figure 23 - RESTful API call using cURL Example 

 
• NodeSyslogExporterProperties schema 

The following table shows the options and outputs from running RESTful API 
commands against the NSX-T Data Center components.   

https://www.vmware.com/support/nsxt/doc/nsxt_23_api.html#Methods.ReadSyslogService
https://www.vmware.com/support/nsxt/doc/nsxt_23_api.html#Methods.CreateSyslogServiceAction
https://www.vmware.com/support/nsxt/doc/nsxt_23_api.html#Methods.ListNodeSyslogExporters
https://www.vmware.com/support/nsxt/doc/nsxt_23_api.html#Methods.PostNodeSyslogExporter
https://www.vmware.com/support/nsxt/doc/nsxt_23_api.html#Methods.DeleteNodeSyslogExporter
https://www.vmware.com/support/nsxt/doc/nsxt_23_api.html#Methods.DeleteNodeSyslogExporter
https://www.vmware.com/support/nsxt/doc/nsxt_23_api.html#Methods.ReadNodeSyslogExporter
https://www.vmware.com/support/nsxt/doc/nsxt_23_api.html#Methods.ReadSyslogServiceStatus
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Name Description Type Notes 

_links References related to this 
resource 

The server will populate 
this field when returning 
the resource.  Ignored on 
PUT and POST. 

array of 
ResourceLink 

Readonly 

_schema Schema for this resource string Readonly 

_self Link to this resource SelfResource
Link 

Readonly 

exporter_name Syslog exporter name string Required 

facilities Facilities to export array of 
SyslogFacility 

 

level Logging level to export string Required 
Enum: 

EMERG, 
ALERT, 
CRIT, 
ERR, 
WARNIN
G, 
NOTICE, 
INFO, 
DEBUG 

msgids MSGIDs to export array of string  

Port Port to export to Integer Minimum: 
1 

Maximum: 
65535 

Default: 
“514” 

Protocol Export protocol String Required 
Enum: 
TCP, 
TLS, 
UDP, LI, 
LI-TLS 
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POST https://<nsx-

mgr>/api/v1/node/services/syslog/exporters 

{ 

  "exporter_name": "syslog4", 

  "facilities": ["KERN", "USER"], 

  "level": "INFO", 

  "msgids": ["tcpin", "tcpout"], 

  "port": 514, 

  "protocol": "TCP", 

  "server": "192.168.0.4" 

} 

Figure 25 - Example of syslog configuration for NSX-T Manager using 
the POST RESTful API method 

 

Response Code: 

201 Created 

Response Headers: 

Content-type: application/json 

Response Body: 

NodeSyslogExporterProperties+ 

Figure 26 - Example response from the POST method 

{ 

  "exporter_name": "syslog4", 

  "facilities": [ 

    "KERN", 

    "USER" 

  ], 

  "level": "INFO", 

  "msgids": [ 

    "tcpin", 

    "tcpout" 

  ], 

  "port": 514, 

  "protocol": "TCP", 

  "server": "192.168.0.4" 

} 

• Verification of syslog configuration for NSX-T Manager using 
GET RESTful API method 

Server IP address or hostname 
of server to export to 

HostnameOrI
Pv4Address 

Required 

Structured_data Structured data to export array of string  

tls_ca_pem CA certificate PEM of TLS 
server to export to 

string  

Figure 24 - NSX-T Data Center RESTful API options and outputs 
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GET https://<nsx-

mgr>/api/v1/node/services/syslog/exporters/syslog1 

Response Code: 

200 OK 

Response Headers: 

Content-type: application/json 

Response Body: 

NodeSyslogExporterProperties+ 

 

{ 

  "exporter_name": "syslog1", 

  "level": "CRIT", 

  "port": 514, 

  "protocol": "TCP", 

  "server": "192.168.0.1" 

} 

 

NSX-T Controller logging Configuration 

The NSX-T Controllers syslog settings are configured from the command line 
of each of the NSX-T Controllers.  The NSX-T Controllers support multiple 
syslog servers that logging events can be sent to.   

nsx-controller1> set logging-server <hostname-or-ip-

address[:port]> proto <proto> level <level> [facility 

<facility>] [messageid <messageid>] [certificate 

<filename>] [structured-data <structured-data>] 

Figure 27 - Details of syslog configuration for NSX-T Controllers 

nsx-controller1> set logging-server 192.168.110.60 proto 

udp level info  

nsx-controller1> set logging-server 192.168.110.61 proto 

udp level info  

Figure 28 - Example of syslog configuration for NSX-T Controllers 

nsx-controller1> get logging-servers 

192.168.110.60 proto udp level info  

192.168.110.61 proto udp level info 

Figure 29- Verification of syslog configuration for NSX-T Controllers 

The above configuration is repeated on each of the subsequent NSX-T 
Controllers in the deployment. 

NSX-T Edge Node Logging Configuration 



NSX-T DATA CENTER LOGGING AND CONFIGURATION 

 

  

 TECHNICAL WHITE PAPER  |  19 

The NSX-T Edge Node syslog settings are configured from the command line 
of each of the NSX-T Edge Nodes.  The NSX-T Edge Nodes support multiple 
syslog servers that logging events can be sent to.   

nsx-edge1> set logging-server <hostname-or-ip-

address[:port]> proto <proto> level <level> [facility 

<facility>] [messageid <messageid>] [certificate 

<filename>] [structured-data <structured-data>] 

Figure 30 - Details of syslog configuration for NSX-T Edge Nodes 

nsx-edge1> set logging-server 192.168.110.60 proto udp 

level info  

nsx-edge1> set logging-server 192.168.110.61 proto udp 

level info  

Figure 31 - Example of syslog configuration for NSX-T Edge Nodes 

nsx-edge1> get logging-servers 

192.168.110.60 proto udp level info  

192.168.110.61 proto udp level info 

Figure 32 - Verification of syslog configuration for NSX-T Edge Nodes 

Logging for vSphere ESXi Hosts 
The vSphere ESXi hosts syslog settings can be configured from vCenter to 
apply to all ESXi hosts that vCenter manages, from vRealize Log Insight as 
part of the deployment, or directly to the ESXi hosts from the command line.   

vSphere ESXi Host logging configuration with vRealize Log Insight 

VMware vRealize Log Insight provides an integration with vSphere by adding 
a vCenter Server to Log Insight, and as part of that process, vSphere ESXi 
hosts can all be configured to forward syslog information to Log Insight.   

 

 

Figure 33 - vRealize Log Insight vSphere Configuration 
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vSphere ESXi Host logging configuration for standalone hosts 

VMware NSX-T Data Center does not have a dependency on vCenter to 
provide networking and security capabilities to the vSphere ESXi hypervisor.  
There are situations where vSphere ESXI hosts may be standalone and still 
configured with NSX-T Data Center.  In that case, the following information is 
provided for configuring syslog capabilities for the vSphere ESXi host via the 
command line: 

esxcli network firewall ruleset set -r syslog -e true 

esxcli system syslog config set --loghost=udp://<log 

server IP>:<port> 

esxcli system syslog reload 

esxcli system syslog mark -s "This is a test message" 

Figure 34 - Example of syslog configuration for standalone vSphere ESXi 
Host 

esxcli system syslog config get 

Figure 35 - Verification of syslog configuration for standalone vSphere 
ESXi Host 

Logging for KVM Hosts 
The KVM host log settings are configured from the command line of each of 
the KVM hosts.  KVM hosts that are prepared for NSX-T Data Center will 
automatically have the rsyslog daemon configured by the installation package 
and the configuration files put into the /etc/rsyslog.d directory on the KVM 
host.   

KVM Host logging configuration 

KVM hosts will have their rsyslog daemon already configured, however there 
are a few configuration changes that need to be done before the KVM host 
will start forwarding logging information to a log collector. 

• Example of syslog configuration for KVM host 

Edit the file /etc/rsyslog.d/10-vmware-remote-logging.conf on the KVM host 

Add the following line to the above file.  Using *.* is this example indicates 
sending all status messages of any type to the IP address indicated in 
RFC5424 format.   

*.* @<ip>:514;RFC5424fmt 

Figure 36 - KVM Syslog configuration example 
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service rsyslog restart 

Figure 37 - Verification of syslog configuration for KVM Host 

Logging for Bare metal Server 
The Bare metal server syslog settings are configured from the command line 
of each of the Bare metal servers.  This configuration is similar to how KVM 
hosts are configured using rsyslog settings.  Bare metal servers that are 
prepared for NSX-T Data Center will automatically have the rsyslog daemon 
configured by the installation package and the configuration files put into the 
/etc/rsyslog.d directory on the KVM host.   

Bare metal Server logging configuration 

Bare metal servers will have their rsyslog daemon already configured, 
however there are a few configuration changes that need to be done before 
the Bare metal server will start forwarding logging information to a log 
collector. 

• Example of syslog configuration for Bare metal server 

Edit the file /etc/rsyslog.d/10-vmware-remote-logging.conf on 

the Bare metal server 

Add the following line to the above file: 

*.* @<ip>:514;RFC5424fmt 

 

service rsyslog restart 

Figure 38 - Verification of syslog configuration for Bare metal server 

Logging for NSX-T Container Plug-in for Kubernetes 
The NSX-T Container Plug-in for Kubernetes (NCP) provides integration 
between NSX-T Data Center and container orchestrators such as 
Kubernetes, as well as integration between NSX-T Data Center and 
container-based PaaS products such as OpenShift and Pivotal Cloud 
Foundry.  The main component of NCP runs in a container, the other 
component, the NSX Container Network Interface plug-in (CNI), runs on each 
Kubernetes node.  This section describes how to configure logging for the 
NSX-T Container Plug-in for Kubernetes as well as the NSX Container 
Network Interface plug-in.   

NSX-T Container Plug-in for Kubernetes and NSX Container Network 
Interface Plug-in Logging Configuration 

You can run a syslog agent such as rsyslog or syslog-ng in a container to 
send log from NCP and the related components to a syslog server.  The 
following examples show how to configure syslog.  There are two methods for 
configuring syslog for NCP and CNI 

• Create a sidecar container the runs in the NCP or the nsx-node-agent pod 
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• Run a DaemonSet replica on every node 

• Sidecar Container Syslog Configuration 

The sidecar container configuration will not relay logs to a syslog server 
because the plug-in does not run in a pod. 

• NCP and NSX node agent configuration 

o Set log_dir parameters in the yaml file for NCP and NSX 
node agent and specify the volume mount 

▪ Example configuration of log_dir parameters 

[DEFAULT] 

    log_dir = /var/log/nsx-ujo/ 

    ... 

 

    spec: 

      ... 

      containers: 

        - name: nsx-ncp 

          ... 

          volumeMounts: 

          - name: nsx-ujo-log-dir 

            # Mount path must match [DEFAULT] option 

"log_dir" 

            mountPath: /var/log/nsx-ujo 

      volumes: 

        ... 

        - name: nsx-ujo-log-dir 

          hostPath: 

            path: /var/log/nsx-ujo 

o Ensure the host path exists and is writable by the user nsx-
ncp 

▪ Example configuration for host path and writable by 
the user nsx-ncp 

mkdir -p <host-filesystem-log-dir-path> 

chmod +w <host-filesystem-log-dir-path> 

 

    useradd -s /bin/bash nsx-ncp 

    chown nsx-ncp:nsx-ncp <host-filesystem-log-dir-

path> 

or 

    chmod 777 <host-filesystem-log-dir-path> 
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o Add ConfigMap for syslog to the NCP pod’s specification 
yaml file 

o Example configuration of ConfigMap for syslog 

kind: ConfigMap 

    metadata: 

      name: rsyslog-config 

      labels: 

        version: v1 

    data: 

      ncp.conf: | 

        module(load="imfile") 

     

        ruleset(name="remote") { 

          action(type="omfwd" 

          Protocol="tcp" 

          Target="nsx.example.com" 

          Port="514") 

     

          stop 

        } 

     

        input(type="imfile" 

          File="/var/log/nsx-ujo/ncp.log" 

          Tag="ncp" 

          Ruleset="remote" 

o Add the rsyslog container and mount the appropriate 
volumes where rsyslog can find configuration data and read 
logs from other containers in the NCP pod’s yaml file 

o Example configuration of NCP pod yaml file with rsyslog 

spec: 

       containers: 

       - name: nsx-ncp 

         ... 

       - name: rsyslog 

         image: example/rsyslog 

         imagePullPolicy: IfNotPresent 

         volumeMounts: 

         - name: rsyslog-config-volume 

           mountPath: /etc/rsyslog.d 

           readOnly: true 

         - name: nsx-ujo-log-dir 

           mountPath: /var/log/nsx-ujo 

       volumes: 

         ... 

         - name: rsyslog-config-volume 

           configMap: 

             name: rsyslog-config 
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         - name: nsx-ujo-log-dir 

           hostPath: 

             path: <host-filesystem-log-dir-path> 

Using the DaemonSet Replica method for syslog allows all of the NCP 
component logs to be redirected to a syslog server, unlike the sidecar 
method. 

• DaemonSet Replica syslog Configuration 

o Create DaemonSet yaml file 

o Example DaemonSet yaml file 

    apiVersion: v1 

    kind: ConfigMap 

    metadata: 

      name: rsyslog-config 

      labels: 

        version: v1 

    data: 

      nsx-ncp.conf: | 

        module(load="imfile") 

     

        ruleset(name="remote") { 

          if $msg contains 'nsx-container' then 

            action(type="omfwd" 

            Protocol="tcp" 

            Target="nsx.example.com" 

            Port="514") 

       

            stop 

          } 

       

          input(type="imfile" 

            File="/var/log/containers/nsx-node-agent-

*.log" 

            Tag="nsx-node-agent" 

            Ruleset="remote") 

       

          input(type="imfile" 

            File="/var/log/containers/nsx-ncp-*.log" 

            Tag="nsx-ncp" 

            Ruleset="remote") 

       

          input(type="imfile" 

            File="/var/log/syslog" 

            Tag="nsx-cni" 

            Ruleset="remote") 

    --- 

    # rsyslog DaemonSet 

    apiVersion: extensions/v1beta1 
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    kind: DaemonSet 

    metadata: 

      name: rsyslog 

      labels: 

        component: rsyslog 

        version: v1 

    spec: 

      template: 

        metadata: 

          labels: 

          component: rsyslog 

          version: v1 

    spec: 

      hostNetwork: true 

      containers: 

      - name: rsyslog 

        image: example/rsyslog 

        imagePullPolicy: IfNotPresent 

        volumeMounts: 

        - name: rsyslog-config-volume 

          mountPath: /etc/rsyslog.d 

        - name: log-volume 

          mountPath: /var/log 

        - name: container-volume 

          mountPath: /var/lib/docker/containers 

      volumes: 

      - name: rsyslog-config-volume 

        configMap: 

        name: rsyslog-config 

      - name: log-volume 

        hostPath: 

          path: /var/log 

      - name: container-volume 

        hostPath: 

          path: /var/lib/docker/containers 

o Create DaemonSet 

o Example commands to create DaemonSet from yaml file 

kubectl apply -f <daemonset yaml file> 

• Configuration of logging capabilities for NCP from the command 
line 

NCP allows configuration of logging levels and verification of logging from the 
command line of the NCP container.  This is accomplished by logging into the 
NCP container and running the following commands. 

Available log levels:  NOTSET, DEBUG, INFO, WARNING, ERROR, 
CRITICAL 
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kubenode>set ncp-log-level INFO 

NCP log level is changed to INFO 

Figure 39 - Example of syslog configuration for NCP from the command 
line 

kubenode>get ncp-log-level 

NCP log level is INFO 

Figure 40 - Verification of syslog configuration for NCP from the 
command line 

Logging for Public Cloud 

 
NSX Cloud DFW logs are generated by NSX agent running on the Managed 
VMs running in Public Cloud. The NSX agent sends the syslog messages 
generated by DFW to the NSX Public Cloud Gateway, which then forwards 
them to the configured log destination. 

Note: The DFW log format for NSX Cloud is identical to the log format for 
DFW in Datacenter. The logs can be forwarded to vRealize Log Insight and 
the NSX-T Content Pack will be able to parse and display these logs. 

 
Enabling DFW logging for NSX Cloud involves three steps: 

• Setting syslog destination on NSX Public Cloud Gateway 

• Enable log forwarding on the NSX Agent (All or select agents) 

• Enable DFW logging per rule or section 

Example of syslog configuration for NSX Cloud 

Login to NSX Public Cloud Gateway (PCG) using the SSH private key. This 
key must correspond to the public key that was supplied during PCG launch. 

 

nsx-public-cloud-gateway> set logging-server <log-

server-IP-address> proto udp level info messageid 

FIREWALL-PKTLOG 

Figure 41 - NSX Cloud Gateway logging configuration example 

Note vm-id if specified will enable log forwarding only on the given VM. If no 
vm-id is provided 

 
set gw-controller vm-log-forwarding enabled <vm-id> 
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Figure 42 - NSX Cloud VM logging configuration example 

 
 
To enable logging on per rule or section, continue reading the next section. 

Logging for NSX-T Distributed Firewall and Edge Firewall 
The NSX-T Data Center Distributed Firewall (DFW) and Edge Firewall 
provide logging capabilities for firewall rulesets.  Enabling of logging for the 
NSX-T DFW and Edge Firewall can be done: 

• Per section 

• Per firewall rule 

Logging of NSX-T DFW rules to products such as vRealize Log Insight 
provides dashboards for ease of access for tracking virtual machine-based 
flows on KVM, ESXi, Cloud, and container-based environments. 

 

Figure 43 - NSX-T Data Center vRealize Log Insight DFW dashboard 
example 

NSX-T Data Center Distributed Firewall logging configuration 

The firewall rules in NSX-T Data Center can be configured by section or by 
specific firewall rule 

• Configure NSX-T Data Center Distributed Firewall per section 

o Highlight the section to enable logging for all DFW rules in a 
section 
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Figure 44 - NSX-T Data Center DFW Section rule logging enablement 

 

• Configure NSX-T Data Center Distributed Firewall per firewall 
rule 

• Highlight the firewall rule to enable logging for a single firewall 
rule 

 

Figure 45 - NSX-T Data Center DFW rule logging configuration 

NSX-T Data Center Edge Firewall logging configuration 

The firewall rules in NSX-T Data Center can be configured by section or by 
specific firewall rule 

• Configure NSX-T Data Center Edge Firewall per section 

o Highlight the section to enable logging for all Edge Firewall 
rules in a section 
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Figure 46 - NSX-T Data Center Edge Firewall UI Section logging 
configuration 

 

• Configure NSX-T Data Center Edge Firewall per firewall rule 

• Highlight the firewall rule to enable logging for a single firewall 
rule 

 

Figure 47 - NSX-T Data Center Edge Firewall UI rule log configuration 
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