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1  Introduction  
 

 VMware Security  
 
At VMware, security is the mindset that continually strives to visualize the multiple layers of threats, 
vulnerabilities, and weaknesses, that could be leveraged by an attacker to gain a foothold. Ever-
changing attack surface (workload and adjacency of threat) is very real and unique to modern 
datacenter/cloud environment. The fundamental value of VMware security solution is to shrink the 
attack surface and preventing the proliferation of the threat that goes undetected. Security is a 
multifaceted effort. One product or practice alone does not make answer the call for security.  Security 
must be done with layers of practices supported by products in answer to business needs.  IN answer 
to this need for multi -faceted security, VMware has provided security hardening guides as well as 
security products and features across its entire product portfolio. VMware sees security as an 
adjective, not a noun.  Security is built-in; not bolted on.   
 
VMware has a broad offering of security products and features across the heterogeneous 
infrastructure which is common today. Infrastructure today extends along a continuum from physical 
servers on prem to VMs in hypervisors (sometimes a variety of hypervisors like ESXi and KVM) to 
containers, on prem and in the cloud, to Software as a Service (SaaS) offerings like Office365 (O365) 
and SalesForce (SFDC). VMware offers the tools to secure this heterogeneous environment in a 
consistent manner, while allowing the qualities of each solution to  shine. (For a list ing of these 
products and features, see the Appendix) 
 

This vast offering of products and features allows for pervasive and granular security policy definition 
from endpoints to servers to containers to microservices.  It also allows for encrypting data both in 
flight and at rest. Finally, this also allows for the detection of suspicious behaviors on endpoints or in 
the network across a heterogeneous environment.  
 
This document will focus on the security offerings of the NSX product portfolio and how to optimally 
design and use those offerings to achieve desired security objectives.   
 

 NSX Service-defined Firewall  
The NSX Service-defined Firewall is one of the foundations of VMware Security. This solution is a 
unique distributed, scale-out internal firewall  that protects all East-West traffic across all workloads 
without network changes. This radically simplifies the security deployment model. It includes a 
distributed firewall, advanced threat protection, and network traffic analytics. With the VMware NSX 
Service-defined Firewall, security teams can protect their organizations from cyberattacks that make 
it past the traditional network perimeter and attempt to move laterally. NSX Service-defined 
Firewallôs key differentiating capabilities include:  

¶ Distributed, granular enforcement:  The NSX Service-defined Firewall provides 
distributed and granular enforcement of security policies to deliver protection down to the 
workload level, eliminating the n eed for network changes. 

¶ Scalability and throughput:  Because of the distributed nature , the Service-defined Firewall 
is elastic, with the ability to auto -scale as workloads spin up or down. 

¶ Intra -application visibility : The Service-defined Firewall automat ically determines the 
communication patterns across all types of workloads, makes security policy recommendations 
based on those patterns, and checks that traffic flows to conform to deployed policies. 

https://www.vmware.com/security.html
https://www.vmware.com/security/internal-firewall.html?src=WWW_us_VMW_Dgpd3e24NwUcbjYAuPaR&int_cid=70134000001CV21
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¶ Declarative API:  With the NSX Service-defined Firewall, security teams can move at the 
speed of development to deliver a true public cloud experience on-premises. 

¶ Advanced Threat Prevention: With the NSX Service-defined Firewall security teams can 
easily deploy advanced threat prevention capabilities such as distributed IDS/IPS, network 
sandboxing, and network traffic analysis/network detection and response (NTA/NDR) to 
protect against known and zero-day threats. 

 
Figure 1-1: NSX Service-defined Firewall  

 
 With these capabilities, customers can deploy application wor kloads rapidly to get the speed and 
flexibility needed to quickly create and reconfigure virtual security zones by defining them entirely in 
software using declarative API.  The NSX Service-defined Firewall also allows users to prevent lateral 
movement of attacks by extending East-West security with stateful Layer 7 firewalling, including App  
ID and User ID -based policies, as well as advanced threat protection. VMwareôs solution enables 
customers to meet regulatory requirements via its inspection of all traffic, which provides complete 
coverage to eliminate blind spots with a distributed IDS/IPS delivered in software. Finally, customers 
can easily create, enforce, and automatically manage granular micro -segmentation policies between 
applications, services, and workloads across multi-cloud environments to work towards a zero-trust 
security model. 
 
Uniqueness of NSX Service -defined Firewall Architecture:  
 The NSX Service Defined Firewall architecture is unique and intrinsically built into the hypervisor at 
the VNIC level, with no additional firewall appliance or agents to manage. This allows NSX 
distributed firewalling and advanced threat prevention enforced for every flow at the VNIC level 
closer to the workload in a network -agnostic manner.  
  More details on the NSX Service-defined Firewall architecture and the advantages covered in 
following section and the use cases chapter. 
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Figure 1-2: NSX Service-defined Firewall ï Distributed Architecture  

 

 Datacenter Security Layout/Challenges/Solution  
  
The traditional datacenter security approach relied primarily on perimeter defense ðsecuring the 
north -south traffic, but assuming that East-West traffic in the data center was inherently safe. 
However, the growing number of sophisticated attacks on corporate information assets and data 
breaches have changed the organization's security mindset and requirements. Every organization 
should be working towards enhancing its enterprise security posture to a zero-trust model.  
  
  Even though the zero-trust security  model for the data center is a very important and ambitious goal, 
at the same time, it is challenging because this needs to consider multiple factors: the scale of 
workloads, compliance requirements, heterogeneous application form-factor, multi -cloud/mult i-site 
deployment, and more.    
  
 The figure below shows the typical data center security layout and classification framework typically 
considered to define the data center application's security posture. An organization can consist of 
multiple data centers, environments, security zones, business units, applications, platforms, and 
services.  Each environment, security zone, and application have their security requirement based on 
the workloads hosted and how they are exposed to threats. Given every workload would have 
affiliation with an environment, zone, platform, and/or application, the zero-trust model needs to 
factor in all these variables and come up with a policy that intersects all the requirements and is easy 
to manage and operate. 
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Figure 1-2: The datacenter security classification layout  

 
In short, the zero-trust model for data center security is not a product or solution; it's a  journey an 
organization needs to take. This journey needs to handle the complexity of the environments and 
assess the right security technology and platform to achieve the zero-trust security model .  Most 
organizations take this journey in phases with a combination of the following approach: a fence 
around broader zones, security around most valuable assets like critical applications and databases, 
or most exposed application/resources to external threats or low hanging/easy ones to secure. 
As you take the zero-trust  model journey, you may be tempted to repurpose or reposition  your 
existing physical appliance firewall s that were purpose-built for protecting the perimeter to solve for 
the data center's East-West security. This is not a good, wise or effective approach; in fact, traditional 
appliance firewall s do not help achieve the goal of the zero-trust security model because they will not 
see all traffic and because they often lack the context of the traffic they see. On the other hand, NSX 
Service-defined firewall , because it is integrated into the hypervisor and is distributed to every virtual 
NIC, sees all packets and has context around the applications and all the workloads using the 
application s, making it a more effective and vastly simpler means to help you achieve your goal of 
zero-trust.  The following section highlights some of the key challenges with traditional appliance -
based firewalls and how NSX distributed firewall removes those challenges that organizations face. 
  
Traditional Firewall Appliances vs NSX Service -defined F irewall:  
  
The traditional security approach has relied primarily on perimeter defenseðsecuring the north-
south traffic, but assuming that East-West traffic in the data center was inherently safe. The 
traditional firewalls are not built to addr ess a new set of data center security challenges. Traditional 
appliance-based firewalls cannot provide the least-privileged access model to the data center 
application and have the following challenges to deal with: 

¶ Network Topology Dependency:  Traditional physical appliance firewalls have network 
topology dependency, so firewalling can be done only at the network boundary and for North-
South traffic, not for East-West traffic.  

¶ Hair Pinning of Traffic:  For firewall enforcement, traffic needs t o be hair pinned to the 
centrally hosted traditional firewall/IPS appliances. This makes the appliance firewall a 
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network chokepoint, and it adds to the application latency and unnecessary use of network 
bandwidth.  

¶ Blind Spot s: Traditional model has blind spot s at many levels. Starting with East-West 
traffic, the legacy approach cannot see intra-host or intra -VLAN traffic. Then there is the 
challenge of vendor software backdoor (analytics, support, collection)  legacy end-of-support 
OS. All of  these flows do not  have visibility or firewalling . 

¶ Unable to dynamically scale:   Adding more applications or workloads could choke the 
physical firewall capacity. The solution is to upgrade current appliances or add newer 
appliances to accommodate the growing need of business and datacenter. More endpoint, cost, 
cabling, power, cooling etc 

¶ Only broader Segmentation:  Only possible to do broader network segmentation without 
having option to do granular application and micro -segmentation, which is needed to protect 
organizations from East-West lateral movement within the datacenter.  

¶ Stat ic Policies:   Only allows to define security policy based on IP or gateway Interface, no 
dynamic workload context -based policy, which is needed for modern datacenters. 

 

 
 Figure 1-3:  Traditional Appliance Firewall vs NSX distributed firewall 

 
On the other hand, the NSX firewall removes all these challenges and trade-offs organizations need to 
do with the traditional appliance model. NSX firewall is purpose -built for data center security and 
built into the infrastructure to provide macro and micro -segmentation policies. NSX firewall 
architecture enables to provide zero-trust model to organizations datacenter  
  

¶ Network Topology Agnostic:   NSX firewall is built into hypervisor kernel. Each workload 
would have its firewall and IPS instance. Easy to insert without having to change any logical or 
physical topology. 

¶ Distributed architecture:  NSX firewall distributed architecture inspects traffic at the 
source, so removes the need to hair-pin traffic to traditional centralized appliances and reduce 
network congestion. 

¶ Complete Visibility/Security:   NSX distributed firewall inspects every flow from every 
workload within  your datacenter. So, customers have complete security and visibility into all 
the application traffic.  

¶ Elastic throughput:  No more capacity planning required with NSX. NSX firewalling/IPS 
capacity dynamically scales linearly as you add more compute to accommodate the 
organization's growth.  

¶ Context -Aware Policies: The NSX firewall provides context -aware dynamic macro and 
micro -segmentation policies using a single pane of glass. NSX policies can be totally decoupled 
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from network/infrastructure (IPv4 or IPv6 or VLAN) as NSX allows policy based on 
Tag/Object names.   

¶ Granular segmentation:   NSX designed to provide more granular application -segmentation 
& micro -segmentation, in addition to traditional more broader network segmen tation.  

¶ Automated policy lifecycle  management:  The NSX policy model enables the automatic 
creation of security policies for new workloads and the tear down of old policies when 
workloads are decommissioned. Security policies remain consistent with deployed workloads, 
preventing the accumulation of stale policies, a common challenge with traditional network 
security appliances. 

¶ Policy and state mobility:  When workloads move, the policies and the state move with the workload. 
Workloads are automatically secured at their new location without manual config uration or dropped flows.  

¶ Cloud -Native ready:   NSX firewall is built to protect all kinds of workloads: Virtual 
Machine, Physical Server, Public Cloud instance, and Container microservices. 
 

  Many of our customers have already embarked on this journey using the NSX firewall successfully. 
The following chapter talks about NSX use cases & NSX customer success stories to help you start the 
journey and successfully achieve your goal of a zero-trust model with NSX Service-defined Firewall.  
 

2  NSX Use  cases/Custom er journey/ Deployment 

options  
 
 This chapter covers NSX security use cases, customer journey and NSX deployment options for 
different data center scenarios. 
 

 NSX Security Use Cases 
 
 
This section will look at following different use cases for NSX Service-defined Firewall:  

1. Segmentation 
2. Compliance 
3. Advanced Threat Prevention (ATP) 
4. Virtual Patching  
5. Secure Virtual Desktop Infrastructure  (VDI)  
6. Consistent Security ï Global/Region/Multi -site/DR  
7. Consistent Security ï VM/Container/Physical Server/Cloud  
8. Simplified DMZ Security  

 
In each of these cases, NSX brings a unique set of functionalities which addresses the challenges with 
legacy infrastructure is unable to.  All of  the use cases inherit the key value of NSX Service-defined 
Firewall architecture discussed in earlier chapter: Single pane of Management, Context-Aware 
Tag/Object based policies, Network Topology Agnostic, Distributed architecture, Complete 
Visibility/Sec urity, Elastic throughput.  
 

2.1.1  Segmentation  
 

2.1.1.1 What is the requirement?  
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Every major breech in the last two decades have been examples of land and expand: the hackers have 
leveraged access to the weakest link as a toehold into the rest of the infrastructure. Segmentation 
covers the case where there is a desire to create a smaller scatter area in the case of a breach.  By 
segmenting, any compromised endpoint will have less access to other endpoints, even if credentials 
are compromised. Segmentation can be Zone segmentation (separating the environment in half or 
thirds - production  and non-production  , for example), VLAN segmentation, application 
segmentation or micro -segmentation (where each endpoint is segmented). 
 
With the legacy approach using physical firewalls, segmentation was limited to Zone and VLANs.   
Any packet or flow  that needed to be inspected for access had to be directed to the firewall appliance 
which would then determine access based on the ruleset provided. This model of segmentation has 
several  limitations:  

¶ Lack of segmentation flexibility 

¶ Traffic must be directed to the firewall (complexity)  

¶ Lack of scalability (high cost) 

¶ Blindspots (less effective) 
  
 The lack of flexibility is challenging because often applications span VLANs, with any given VLAN 
containing more than 1 application.  Because there is no means of segmenting in a more granular 
manner than VLAN, this would mean that 2 two endpoints on the same VLAN would not be isolated 
from each other ï thus limiting the size of the security domain.  Because traffic must be directed to 
the firewall, careful traffic engineering is required to avoid firewalls being routed around. Moreover, 
any change in segmentation requires you to reengineer the network and change the IP address of the 
applications. 
 
Modern infrastructure requires the ability to keep up with modern application creation, updates, and 
deletion. Legacy firewalls were never designed for dynamic environments.  
 

2.1.1.2 Why NSX?  
By using NSX-T DFW, it is possible to segment in any matter desired.  There are four basic types of 
segmentation, many of which will coexist ï each applied in different sections of the environment:  
 

¶ Zone Segmentation  

¶ VLAN  Segmentation  

¶ Application Segmentation 

¶ Micro-segmentation 
 
Zone Segmentation may be as general as segmenting production  from non -production , or it may be a 
far more detailed segmentation by business unit, function, or product offering.  The point is that each 
zone is defined independently of segments, VLANs, datacenters, or other constructs. Zones are 
entirely logical definitions which can be used to define security policy.   
 
VLAN segmentation  is most commonly used by customers replacing their legacy firewall 
infr astructure.  In this model, an IP segment is the defining element for a source or destination of the 
security policy. 
 
Application segmentation  is used to define a logical security ring around an application.  Because 
applications are not frequently understood in detail, it may be convenient to simply define a tag for a 
given application and apply this tag to all of its components and allow full communication between 
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said elements. This brings greater security than a large zone definition which may be multiple 
applications, without requiring the detailed understanding need for micro -segmentation. 
 
Micro -segmentation  is a security model where communication between elements are defined as 
explicitly as possible. At its extreme, micro-segmentation would be the explicit definition of 
communication between pairwise elements. Clearly this is operationally complex, thus NSX offers 
micro -segmentation based on tags which allows explicit definition by groups.  For example, one may 
define a rule which allows SSL but only TLS version 1.3 to my tagged Secure Web servers.   
 
In any enterprise environment, the fact is that there will be a desire to segment in each of those 
manners in different areas.  With NSX, all of these segmentation approaches are not exclusive, but 
can coexist.  One may decide to segment a lab in a zone model by just setting up a boundary around it 
and a DMZ environment in a micro -segmentation.  Non Prod applications may be segmented just by 
applications whereas Prod Applications containing sensitive customer data may be segmented further 
maybe VLAN.  The value proposition of NSX in segmentation as that it accommodates all 
segmentation strategies so that they may coexist.  Furthermore, the change of one security model to 
another is accomplished through a simple policy push, without the need to reIP or rearchitecting any 
networking infrastructure. As described above, legacy firewalls cannot go any further in segmentation 
that VLAN segmentation due to architectural limitations.  
 
 

2.1.1.3 How to take a journey with NSX  
 NSX firewall allows organizations to achieve the least privileged access model using segmentation in phases, 

starting broader network/zone segmentation to more granular application-segmentation and micro-

segmentation, using distributed firewalling/IPS capabilities. The idea here is to reduce the attack surface 

progressively in phases. 
 
Phase -1: Zone Segmentation:    
Start with broader network segmentation by creating virtual zones to divide the data center into 
smaller zone and have a security fence around them. Define necessary NSX firewalling/IPS policy 
based on the organization's zonal security requirements. For example, NSX Tag/Object-based 
dynamic grouping can be leveraged to create DMZ, Prod, Non-Prod, or Services zone and use that 
zone group to define respective security controls/policies for inter -zone traffic. NSX allows defining 
zonal policy without needing a workload to be separated by a VLAN or network boundary. Customers 
can create a virtual zone by grouping virtual interfaces, using tag for the relevant workloads, into a 
zone and define relevant FW/IPS policies.  The policy moves with the workload during vMotion or DR 
events, even if it has to be moved to a new network or with new IP address. 
 
Phase -2:  Application Segmentation:  
         The application segmentation provides the next step in achieving a zero-trust model to reduce 
the attack surface further. This phase builds a fence around an application. So that all workloads 
within an application can communicate; however, any outside communication is restricted by 
application -segmentation policy. Organizations typically have 100's of applications in different 
environm ents. One can start with few critical or easy ones to segment and begin building this security 
posture for all applications over time.    
 
 Phase -3: Micro -segmentation:  
   This is the final state any organization wants to be in to provide zero-trust model w here only 
necessary traffic is allowed between any application/application -tiers/services. This is the challenging 
phase as one needs to understand ports and protocols for all applications. Like application 
segmentation, this also will be done in stages, starting with few applications and extending to all 
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applications over time. NSX Intelligence, vRealize Network Insight  (VRNI) solution can help profile 
organizations applications at scale and achieve this phase faster. 
 
  All the segmentation phases discussed above inherit the advantage of NSX Service-defined Firewall 
architecture: Single pane of Management, Context-Aware Tag/Object based policies, Network 
Topology Agnostic, Distributed architecture, Complete Visibility/Security, Elastic throughput.  
 
On the other hand, traditional appliance firewalls cannot provide segmentation beyond zone 
segmentation. That too inefficiently with challenges discussed in an earlier section like L3 topology 
dependency, hair-pinning of traffic, East-West blind -spot, chokepoint, and more. 
 
 
 
 

 
Figure 2-1: Segmentation In Phases with NSX 

 

2.1.2  Compliance  
 

2.1.2.1 What is the requirement?  
One of the greater drivers of security architecture is compliance.  Compliance mandates are varied in 
their level of prescriptiveness for architecture. There are models such as HIPAA which will merely fine 
based on the breach of information and there are those who prescribe the architecture such as PCI. 
Regardless of the mandate in question, there is a need to provide a security architecture and then to 
meet regular audits to ensure continued compliance across a dynamic security environment. 
 

2.1.2.2 Why NSX? 
  NSX Service-defined Firewall helps organizations to meet regulatory compliance requirements such 
as the Health Insurance Portability and Accountability Act (HIPAA), the Payment Card Industry 
DataSecurity Standard (PCI DSS), and the Sarbanes-Oxley Act (SOX).  
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 NSX distributed firewall architecture and micro -segmentation capabilities help propagate regulation-
specific security policies to all relevant workloads and track traffic flows to and from sensitive 
applications. NSX firewalls also eliminate the need to buy and deploy discrete appliances to support 
compliance.  In addition, organizations inherently would get the advantage of NSX Service-defined 
Firewall architecture: Single pane of Management, Context-Aware Tag/Object based policies, 
Network Topology Agnostic, Distributed architecture, Complete Visibility/Security, Elastic 
throughput.  
 
 For example, to meet the PCI compliance requirement, organizations can leverage the NSX firewall to 
define a virtual PCI zone and protect the zone using firewall and IPS security control, as mandated by 
the compliance. NSX allows this without rearchitecting the network topology and allowing every 
workload to have the firewall/IPS at the vnic level. Furthermore, NSX firewalling/IPS 
policies/profiles can be customized for the PCI workloads.  This includes both zone segmentation as 
well as micro-segmentation to protect critical PCI workloads.  
 
The value proposition extends beyond the NSX product family. With tools such as vRNI, there is a 
means to streamline audit requirements, translating to a tangible ROI for customers.   
 

2.1.2.3 How to take a journey with NSX  
  The compliance brings many requirements, including segmentation and IPS policies based on the 
exposure to outside network or criticality of the application or service. For example, compliance may 
require stricter layer 7 firewalling with intrusion detection policies applied to external/DMZ zone 
which is exposed to internet. Similarly , PCI workloads needs to be fully isolated and protected with 
firewalling and IPS.  
 
 NSX helps organizations in achieving this compliance goal to define firewalling and advanced threat 
prevention policies at zone level, Application level or Micro-segmentation level. NSX further helps to 
customize the distributed firewall policies & IDS/IPS profiles based on the zone or workload type or 
severity of signature.   The following example shows simple NSX IDS/IPS policy with customized 
profi le for PCI and DMZ zone. 
 

 
Figure 2-2: NSX compliance Policy 



NSX -T Security Reference Guide 1. 3     

 

16  

 
2.1.3  Advanced Threat Prevention (ATP)  
 

2.1.3.1 What is the requirement?  
  With the rise of distributed applications and microservices, internal network traffic now dominates 
traditional north -south traffic. At the same time, the data center boundary has diffused with edge and 
cloud applications as well as with end-user devices. Modern-day attackers noticed these changes and 
learned to move laterally, aggressively, from their initial point of attack. As a result, inspecting 
internal East-West (server-to-server) traffic with an advanced threat detection capability is 
increasingly critical to securing workloads and enterprise data.  
 

2.1.3.2 Why NSX? 
 
  NSX Distributed IDS/IPS is an application -aware traffic inspection engine purpose built for 
analyzing internal East-West traffic and detecting lateral threat movements. The engine runs with in 
the hypervisor to optimize packet inspection. NSX Distributed IDS/IPS combines industry -leading 
signature sets, protocol decoders and anomaly detection-based mechanisms to hunt for known and 
unknown attacks in the traffic flow. It also benefits from ric h application context, driving lower false 
positive rates while incurring minimal computational overhead on the host.  
  
Key capabilities:  

¶ Distributed analysis  - The IDS/IPS engine is distributed out to each workload, 
eliminating blind spots while maintaining a simple operational model. The inspection 
capacity scales linearly with the number of workloads, eliminating the throughput 
constraints typically experien ced with discrete appliances. 

¶ Curated, context -based signature distribution  - The management plane enables only 
the relevant threat signatures for evaluation at each workload based on knowledge of the 
running applications. This reduces computational overhe ad on the host and results in higher 
fidelity matches with lower false positive rates.  

¶ Application context -driven threat detection  - The IDS/IPS engine has definitive 
knowledge of applications running on each host, eliminating guesswork regarding the source 
or target application context. This knowledge allows for better alert classification and 
operator ability to prioritize alerts for further investigation.  

¶ Detects and prevents Lateral Threat Movement - Distributed IPS front -ending every 
workload enables exploit -detection regardless of it being initial attack vector, lateral spread 
or exfiltration.  

¶ Policy and state mobility:  When workloads move, the policies and the state move with 
the workload. Workloads are automatically secured at their new location with out manual 
configuration or dropped flows.  

¶ Real time Intrusion Detection dashboard with workload context:  Provides insight 
into threat detection with workload context, vulnerability an exploit trail.  

 
 

2.1.3.3 How to take a journey with NSX  
VMware NSX Distribute d IDS/IPS provides security operators with a software -based IDS/IPS 
solution that enables them to achieve regulatory compliance, create virtual zones and detect and 
prevent lateral movement of threats on East-West traffic.  
  Security admin can leverage the NSX advanced threat detection and prevention capability in detect-
only mode or prevent mode. In addition, NSX provides more granular control to inspect subset of 


























































































































































































































































