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Goal of Distributed Load Balancing

« Goal
— Offer a very scalable and distributed load balancing service
Optimized packet flow
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Goal of Distributed Load Balancing

+ Goal
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Goal of Distributed Load Balancing

« Goal
— Offer a very scalable and distributed load balancing service
Optimized packet flow

Web01 (10.0.1.11) >

Sedursd access to VIP App02 (10.0.2.12)

on that ESXi

Web01 (10.0.1.11) >
VIP-App (10.0.2.99)

Physical View

Web-Tier-01 10.0.1.0/24
App-Tier-01 10.0.2.0/24

Web01 (10.0.1.11) >
App03 (10.0.2.12)

192.168.1%0. 192.168.150.52

ESXi1(192.168.10.21) >

ESXi2(192.168.10.22) _—"
[Web01 (10.0.1.11) >
App02 (10.0.2.12)]

Distributed Firewall configuration
pushed to VM vNIC

Distributed Load Balancing configuration
pushed to VM vNIC DLB clients




Goal of Distributed Load Balancing

« Goal
— Offer a very scalable and distributed load balancing service

Optimized packet flow
Seddrst access to VIP
on that ESXi Web02 (10.0.1.12) 2
VIP-App (10.0.2.99)
Web02 (10.0.1.12) >
App02 (10.0.2.12)

Web-Tier-01 10.0.1.0/24
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Physical View
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Use Case of Distributed Load Balancing

- Use case ( Logical View

- East-West load balancing
L4 (TCP / UDP) load balancing service

- Currently not a use case | ‘J_ l
North/South load balancing - He H— F—
— L7 load balancing (SSL off load, URL rewriting, etc) @ Eé é O

Physical View
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Enable DLB (1/4) (Note the steps will simplified for GA)

1. Create a New Service DLB

— Under "NSX — Service Definitions — Services" — Create a New Service
a) With "Deployment Mechanism = Host based vNIC"

©)

@ New Service Definition

Service Category: "Load Balancer"

4 1 General properties General properties.

O]

'Qms-mm

W 2 Service Categories
3 Configure Service Manager
4 Add service configurations
5 Add profile configurations
6 Select transports

7 Ready to complete

Define a networking & security service based on a specific vendor's solution

Name: | NSX Distributed Load Balancer
Version
Service Manager #| Create New Service Manager.
Description
Deployment Mechanism # | Host based vNIC -
Aftributes: +
Key Name Value
agentName Agent Name agent-name-not-s.

1 General properties

2 Service Categories

3 Configure Service Manager
4 Add service configurations
5 Add profile configurations.
6 Select transports.

7 Ready to complete

Service Categories

Choose one or more service categories to associate with this
Optional: Define a set of atiributes for each selected category.

Senvice Category
Oaoc

] Anti virus

[ pata Collection
[ Data security
Oorp

[ File Integrity Monitoring
CIrirewall
Ciosies

[ Load balancer

[C] Network Monitoring

Description

] Vulnerability management
[CJWAN optimizer
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Enable DLB (2/4)

1. Create a New Service DLB
Service Manage
Keep other default settings

"any name"

©

@& New Service Definition

@

v 1 General properties Configure Service Manager
Provide details of the new service manager
V2 Senvice Categories

3 Configure Service Manager

4 Add service configurations Name: * | DLB Service Manager
5 Add profile configurations Description
6 Select transports. Administration URL:
7 Ready to complete Base AP| URL:
Credentials
Name:
Password:

Retype Password:
Thumbprint
Vendor Details
Vendor ID:

Vendor Name:

& New Service Definition

<

1 General properties
2 Service Categories

3 Configure Service Manager
4 Add service configurations
5 Add profile configurations

6 Select transports

B4 7 Readyto complete

(5 (8 (8 (8 (8

Readyto complete

Review your settings selections before finishing the wizard.

General Properties.
Name:
Version
Description
Aftributes:
Senice Categories
Senvice Manager.
Senvice Configurations
Profile Configurations:
Deployment Mechanism:
Transports:

NSX Distributed Load Balancer

1
2
DL Service Manager

Host based NIC
VMCI
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Enable DLB (3/4)

2. Specify what Clusters will have DLB capabilities
— Under "NSX — Service Definitions — Services" — Edit DLB Service
Click on the left "Service Instance" and select Service Instance "NSX Distributed Load Balancer"

Select tab "Manage — Deployment"

. wym
Click "+
Mg %@ s
4 Networking & Sec. (o) Summary | Manage | Related Objects

@ NSX Distributed Load Balancer

@ Senvice Instances Settings ENRINNN

Senvice Instances +
Cluster
gy Lab2_DC1_Compa

Note: Today only 1 Cluster can be selected.
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Enable DLB (4/4)

3. Create a DLB Service
— Under "NSX — Service Definitions — Services" — Edit DLB Service

— Click on the left "Service Instance" and select Service Instance "NSX Distributed Load Balancer"
- Select tab "Related Objects"
— Click "+"

& New Service Profile

Description:

Senvice Instance: @ NsXDistributed Load
Required Aftributes:

Key Name Value

failopen Failure Policy  true

Profile C
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Configure DLB VIP (1/7)

1. Create a Security Group containing the "Clients-VMs" (VMs talking to the DLB VIP App)

— Under "NSX — Service Composer — Security Group" — Create new group SG_Web containing the Web
VMs

2. Create a Security Group containing the "Servers-VMs" (VMs in the DLB VIP Pool)

| Emors

Q Filter
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Configure DLB VIP (2/7)

3. Addin DLB_Service the Security Group SG_Web
— Under "NSX — Service Definitions — Services" — Edit DLB Service
Click on the left "Service Instance" and select Service Instance "NSX Distributed Load Balancer"
Select tab "Related Objects"
Edit DLB_Service, and under "Manage — Applied Object", add the Security Group where are the clients

VMs
| Navigator  E & DLB_Service  Actions ~
4 NSX Distributed L (o) Manage
& DLB_Service T—

Settings | Applied Objects
Service profile applied objects
/
L

Saalad
I SG_Web SEturWGluud




Configure DLB VIP (3/7)

4. Publish DLB Filter to the VMs NIC in the SG_Web
— Under "NSX — Service Definitions — Services" — Edit DLB Service

Click on the left "Service Instance" and select Service Instance "NSX Distributed Load Balancer"
— Select tab "Manage - Settings", click Publish

— X @ NSXDistributed Load Balancer-Globalinst...  Actions ~
4 Networking & Sec 0
@ NSX Distributed Load Balancer

Setfings | Deployment
@ Senvice Instances ing: ploym

Summary | Manage | Related Objects

Senvice Instances Service Settings —

Name. NSX Distributed Load Balancer-Globallnstance
Senvice Definition: NSX Distributed Load Balancer

Configuration ID.

Configuration Name:

Configuration Description

Implementation HOST_BASED_VNIC

Transport VMCI

Precedence: 1000

Attributes Edit Publish

Type Key Name Value

Definition agentName Agent Name agent-name-not-specified

Deployment agentName Agent Name

agent-name-not-specified
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Configure DLB VIP (4/7)

5. Configure the VIP
— Under "NSX — Firewall", tab "Configuration — Partner Security Services", create a new rule

Comments: [ﬁ Persistence:
Timeout (min)

Load Balancer Algorithm:

Navigator X Firewall
< Home IDEC) | jon | Saved C
Rethurkig XSeciuky NSXManager: ( 192168105 | ~)
5 NSX Home
£ Dashboard [0 Last publish operation succeeded 61312016 3:40:40 AM (X}
@} Installaion General | Ethernet
1 Logical Switches
I NSX Edges +ox==[BQ (%Y Ex
oo ] o. Name Rule ID Source Destination Sewics Action Additional Attibutes
¥ SpoofGuard v [ Default Section (Rule 1) g+ gt/ x=t= &
@ senvice Definitions
7] Service Composer
@) Data Security L
Senvice: [ NSXDistributed L. | ~
Senvice Profile: (DB senice |~
" : " At Baance [+
— And "Publish Changes ” e 1T
Directon out -
Packet Type: (1Pva -J
Tig — AdatonalAtutes
- Ows @oonatiog —

O Enabled () Disabled

0

Round Robin -

18



Configure DLB VIP (5/7)

6. Configure Central Healthcheck

-~ From any deployed Edge VM with load balancing enabled
Note: The Edge-VM must have an IP@ with connectivity to the Servers-VM to do their healthchecks
- Validate Load Balancing is enabled
Under "NSX — Edge — Manage — Load Balancer — Global Configuration”

Navigator P ST Actions v

4 Networking & Sec. ° Summary  Monitor | Manage
E DLB-Healthcheck

Setings | Firewall | DHCP | NAT | Routing [[Load Baiancer] VPN | SSLVPN-Plus | Grouping Objects

‘ Load balancer global configuration

«
‘ ik Cullousitn Load Balancer Status___Enabled
Application Profiles
Senvice Insertion Status  Disabled
Service Monitoring

Acceleration Status Disabled

Pools

R Soae Logging Disabled

Application Rules. £00 Lefer i

- Validate it has connectivity to the Servers-VM
In Edge (console or SSH)
NSX-edge-91-0> ping 10.1.2.11
1.2.11 (10.1.2.11) 56(84) bytes of data.

1 ttl=63 time=1.05 ms

4 bytes from 10.1.2.11: icmp_se

4 bytes from 10.1.2.11: icmp seqg=2 ttl=63 time=1.17 ms
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Configure DLB VIP (6/7)

6. Configure Central Healthcheck — cont.

-~ From any deployed Edge VM with load balancing enabled
+ Configure DLB healthchecks
Under "NSX — Edge — Manage — Load Balancer — Pools"
Note: The DLB healthchecks must start with name "_DLB_"

New Pool 2
Name: | _DLB_SG_App —
Description
Algorithm ROUND-ROBIN -

Name must start
with " DLB "

Not used

Algorithm Parameters:

Healthcheck used
on the Server-VM

Monitors: default_tcp_monitor -

Members:

Must select the Servers-VM
Security Group

T Al . - Max Min
S . VC Container " =2 “ Connections  Connection.

v SG_App  SG_App 1 80 o o

Port used for by
the healthcheck
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Configure DLB VIP (7/7)

6. Configure Central Healthcheck — cont.
- Validate healthcheck
+ Via NSX-Mgr Ul
Under "NSX — Edge — Manage — Grouping Objects — IP Sets"

Navigator X I DLB-Healthcheck  Actions v
4 Networking & Sec. (o)

Summary  Monitor | Manage
I DLB-Healthcheck
Seftings | Firewall | DHCP | NAT | Routing | Load Balancer | VPN | SSL VPN-Plus ['Grouping Objects

“

+

Scope

.2 _DLB_EXCLUDE_IPSET_V4_securitygroup-11

Dataic
i Service
| ) _DLB_EXCLUDE_IPSET_V6_securitygroup-11

| Service Groups 1e80::250:561feb:853,/e80:250:56Meb6:5379

! I

DLB Servers-VM Servers-IP@ removed

Security Group 1D from the DLB pool
(see monitoring section

(because of healthcheck
to learn how to get the or because IPv4/IPv6
SG ID) disabled from DLB VIP)

DLB-Healthcheck
DLB-Healthcheck

Inheritance

7]
(4
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Monitoring — DLB VIP stats (1/4)
- DLB VIP Statistics

— Find information to build NSX-Mgr Central CLI DLB stats request

Find ESXi "host-id" (ESXi where the Client-VM is hosted)
From NSX—Mg(:

local> show cluster all

Cluster Id Datacenter
Labl
Labl

ere.local> show cluster domain-c7

Enabled

Name Firewall

Enabled
Enabled

Installation Status

Status
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Monitoring — DLB VIP stats (2/4)

- DLB VIP Statistics

— Find information to build NSX-Mgr Central CLI DLB stats request
2. Find DLB "VIP filter"

From ESXi (ESXi where the Client-VM is hosted):
summarize-dvfilter | grep Web0l -A 20
36 6¢c 22 3b 8f 31 68-9c dc dc f1 Oc 30

wPathID: none
lter source: Dynamic Filter Creation
VNic slot 4

name: nic-36806-ethO-serviceinstance-1.4
viceinstance-1

Attached

agentName: se
state: IOChain
tate: Detached
olicy: failOpen
ne

Dynami lter Creation

name: 0a 06 36 50 d7 83 cf 29-b7 4e 21 dl a2 f3
agentName: dvfilter-generic-vmware
state: IOChain Attached

Name of the
Client-VM

13 6b'

Look for the filter
name of vNic slot 4

35.dvfilter-generic-vmware
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Monitoring — DLB VIP stats (3/4)

- DLB VIP Statistics

— Find information to build NSX-Mgr Central CLI DLB stats request
3. Find DLB "Pool Security Group"
From ESXi (ES_Xi where the Client-VM is hosted):

[roo t:~] vsipioctl getaddrsets -f nic-36806-ethO-serviceinstance-1.4
addr itygroup- {

Name of filter Security
Group for Servers-VMs

Name of the
filter vNic slot 4
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Monitoring — DLB VIP stats (4/4)

- DLB VIP Statistics

— Get DLB stats centrally per ESXi (ESXi where the Client-VM is hosted)
Under NSX-Mgr

nsxmgr.labl

ere.local> show dlb host host-12 filter nic-36806-ethO-serviceinstance-1.4 addrsets ip-securitygroup-11
stats all

nomatch

uptime

] [drop] tcp curr tcp hwm
] [drop] uptime

addr ip-securit
11 68 102 0 0 13
797 0 6834 0 218
ip 10.1.2.12 0 1116 0 0 17
234 0 74772 0 11649

Note: The stats are also available directly on the ESXi
[root@localhost:~] vsipioctl getaddrsets -f nic-36806-ethO-serviceinstance-1.4 -a ip-securitygroup-11 -s all
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Monitoring — DLB Pool status (1/1)

- DLB Pool status

— Get DLB pool status centrally per ESXi (ESXi where the Client-VM is hosted)
Under NSX-Mgr

nsxmgr.labl.vsphere.local> show dlb host host-12 filter nic-36806-ethO-serviceinstance-1.4 addrsets ip-securitygroup-11
validity show

addrset ip-securitygrour

ip 10.1.2.11

ip 10.1.2.12

}

>_valid cnt =
dlb_valid_cnt =

Note:DLB Pool status is also available via NSX-Mgr Ul (see Configure DLB VIP - Configure Central Healthcheck)

Navigator X 7 DLB-Healthcheck  Actions v
4 Networking & Sec. jo)

Summary  Monitor | Manage
7% DLB-Healthcheck

Seftings | Firewall | DHCP | NAT | Routing | Load Balancer | VPN | SSLVPN-Plus |{Gouping OBjects

| - @ Q

Scope
Service %) _DLB_EXCLUDE_IPSET_V4_securitygroup-11
“ Service Groups. 2] _DLB_EXCLUDE_IPSET_V6_securitygroup-11

Inheritance
DLB-Healthcheck
1e80::250:561feb:805a,/e80::250:56Meb6:5379 DLB-Healthcheck

[(SA)




DLB Log Format (1/2)

- Enable DLB Logging

— Under "NSX — Firewall", tab "Configuration — Partner Security Services",
enable logging

- Validate ESXi syslog configuration

— Under "vCenter — Hosts and Clusters" — select "ESXi", tab "Manage —
Settings — System — Advanced System Settings", and filter with "syslog",
configure syslog:

vmware vSphere Web Client

VIP-App - Edit Action

Senvice: NSXDistributed L. |+
Senvice Profile DLB_Senvice -
Action: Balance 2
Direction:

Packet Type: 22 -

Tag

Log.
‘Comments:

‘Additional Attibutes
Virtual Server P
Persistence
Timeout (min)

Load Balancer Algorithm:

Do not og|

1721617

Enabled () Disabled

Round Robin -

| Navigator X 1921681021 Actons -

Neworingssec. > © | summary _ wontr

9| @ 8 @9

Related Objects
(3 veenter lab1 vsphere local

- storage | Networking | Alarm Definitions | Tags | Permissions
v BaLabt

- “ Advanced System Settings
I % e i

Name 14 Vae Dessiption

” ﬁ@:::;‘] Host Profie Syslog global defaulRotate 8 Defautt number of rotated logs o keep. Resetto defaulton .. =
@ App02 ot Syslog global defaultSize 1024 Default size of logs before rotation, in KiB. Reset to default
0801 e oaios Sedces Syslog global logDir Discratehiog Datastore path of irectoryto outaut logs to. Resetto defaul.

@ Web01 Certificate Syslog global logDirUnique false Place logs in a unique subdirectory of logdir, based on hos.
G Webo2 Sslog alobal ogrost IR ERET | The remote host o output ogs to. Reset o defaulton null
Gwer3 fog 1024 Setsie oflogs beforertaton for this agger,in K. Reset.
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DLB Log Format (2/2)
DLB Log Format

Msg: 2016-07-01T13:22:43.4

9
837/15476 OUT 60 TCP 10.1.1.11

localhost.localdomain dfwpktlogs:

/39437->10.1.2.12/80 S\0x0a

I

Client-VM IP@

Server-VM IP@ (after
load balancing)

165 INET match RDR
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Deep Technical Validation (1/2)

- Validate the Web VMs have the DLB filter (slot 4)
— SSH to the ESXi hosting the Web VM and run the command "summarize-dvfilter"

calh ~] summarize-dvfilter

£
vNic slot 4
: nic-148217-ethO-serviceinstance-1.4
é : 3erv n 1C




Deep Technical Validation (2/2)

- Validate the DLB config pushed to the VM Web
— SSH to the ESXi hosting the Web VM and run the command "vsipioctl getrules -f "

[root@localhost:~] vsipioctl getrules -d -f nic-148217-ethO-serviceinstance-1.4

ruleset 837 {
rule 15476 at 1 out inet protocol tcp from addrset ip-securitygroup-10 to ip 172.16.1.7 port 80 dnat addrset ip-securitygroup-11 poolopt

round-robin;

. e EEawE) S In case of sce-ip persistence, the
ruleset 837 L2 | persistence entry is displayed here

<no DLB rules in active ruleset> (see notes for an example with sce-ip
} persistence)

[root@localhost:~] vsipioctl getaddrsets -f nic-36806-eth0O-serviceinstance-1.4
addrset ip-securitygroup-10 {

ip 10.1.1.11,

ip 10.1.1.12,

}

addrset ip-securitygroup-11 {

ip 10.1.2.11,

iR 10:32302;

}

[root@localhost:~]

[root@localhost:~] vsipioctl getrules -d -f nic-36806-ethO-serviceinstance-

1.4
ruleset 837 {
rule 15476 at 1 out inet protocol tcp from addrset ip-securitygroup-10 to

ip 172.16.1.7 port 80 dnat addrset ip-securitygroup-11 poolopt round-robin
60 with log;

num flows = 0, persist timeout = 60m, timeout remaining = 59:45s,
persist addr = 10.1.2.11
}

ruleset 837 L2 {
<no DILB rules in active ruleset>
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How to demo DLB
1. Deploy a 3-Tier App
@Cli.nllo Web: HTTP (80) —————>

@ Web to App: HTTP (80)

@ App to DB: mysql (3306)

VIP-Web: 20.20.20.6:80 (Web-01:80+Web-02:80)

VIP-App: 172.16.1.6:80 (App-01:80+App-02:80)
Transit-01
172.16.1.0124

Web-01
10.0.1.0124

1

VMware employees can find an example of 3-Tier App on Vault (https://vault.vmware.com/group/nsx/nsx-

poc-resources)

3 Tier App for PoC

To quickly demonstrate at the customer PoC site a 3 Tier App (Web / App / DB). Details on how to install here.

Note: The OVA download link is in the install ppt deck (or directly here).

N
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How to demo DLB
Define the DLB VIP for VIP App-Tier

External
20.20.20.0124.

33



Agenda

Presentation of DLB

Understand how to enable DLB + configure DLB VIP

How to demo DLB

Video of a DLB demo

Known limitations

34



\(ideo of a DLB demo — xxx redo

Let's review the
NSX DLB configuration
(Note: the config steps will be
simplified in final GA version)

@
=
&
Y
[

(7] Recent Tasks.

(A Roes o |
 Hark gal maching st |
8 Utanks Tempites
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© 1211022
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Known limitations

- VIP in the same subnet as the Client-VM / Client and Server in same subnet => fails (bug
1479932)

- Can add only one cluster in DLB Global Instance (bug 1497514)
- DLB logging format enhanced (bug 1686586)
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Backup
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Packet Flow (1/2)
- Case with the DGW = DLB:

Client-VM-vNIC
(out)

Client-IP@

(Client-mac@)

=>

VIP-IPQ@ (dlr-

DLB (out)

Client-IP@
(Client-macQ@)
=>
Serverl-IP@

DLR (out)

Client-IP@
(dlr-mac@)

=>
Serverl-IP@

ESXi Client
VTEP
Encapsulate to
ESXi hosting
Server1.

ESXi Server
VTEP
De-encapsulate
(usual)

Server-VM-vNIC
(in)

Client-IP@

(dlr-mac@)

=>

Serverl-IP@

sce-mac@ and
dest-mac@ are
changed

sce-IP@ is
changed but not
sce-mace

mac@) (dlr-mac@) (Serverl-macQ@) (Serverl-mac@)
dest-IP@ is sce-mac@ and
changed but not | dest-mac@ are
dest-mac@ changed
Server-VM-vNIC DLR (out) ESXi Server ESXi Client DLR (out) Client-VM-vNIC
(out) VTEP VTEP (in)
Server-IP@ Server-IP@ Encapsulate to De-encapsulate VIP-IP@ (dlr- VIP-IP@ (dlr-
(Server-mac@) (dlr-mac@) ESXi hosting (usual) mac@) mac@)
e e Client. e e
Client-IP@ Client-IP@ Client-IP@ Client-IP@
(dlr-mac@) (client-mac@) (Client-mac@) (Client-mac@)
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Packet Flow (2/2)
- Case with the DGW = Edge:

Client-VM-
VNIC (out)
Client-IP@
(Client-macQ@)
=>
VIP-IP@
(edge-mac@)

Client-IP@
(Client-mac@)

=L

Serverl-IP@
(edge-mac@)

dest-IP@ is
changed but
not dest-mac@

DLB (out)

ESXi Client
VTEP

Encapsulate to
ESXi hosting
Edge.

ESXi Edge
VTEP

De-encapsulate | Client-TP@

Edge (out)

ESXi Edge
VTEP

Encapsulate to

(usual) jfdge*mac@) ESXi hosting
Serverl-IP@ Server1.
(Serverl-
mac@)

sce-mac@ and
dest-mac@ are
changed

ESXi Server
VTEP

Server-VM-
VNIC (in)

De-encapsulate | Client-TP@

(usual)

edge-mac@)
=>
Serverl-IP@

(Serverl-

mac@)

Server-VM-
VNIC (out)
Server-IP@
(Server-mac@)
=>
Client-IP@
(edge-mac@)

ESXi Server

Encapsulate to | De-encapsulate | Server-1p¢
ESXi hosting

VTEP

Edge.

ESXi Edge
VTEP

(usual)

Edge (out)

(edge-mac@)

ESXi Edge
V

TEP

- Client.

Client-IP@
(client-mac@)

sce-mac@ and
oL ¥3 o

ESXi Client

VTEP

Encapsulate to | De-encapsulate | VIP-IP@
ESXi hosting

DLR (out)

(edge-mac@) (

Client-VM-
VNIC (in)

VIP-IP@

edge-mac@)

b’ 4 =>

Client-IP@

Client-IP@

(Client-mac@) (Client-mag

sce-IP@ is

bt
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