NSX-T 3.0 Edge Design
Step-by-Step Ul Workflow

Version: 1.0



Table of Contents

NSX-T EDGE DESIGN STEP-BY-STEP Ul WORKFLOW
1 Introduction

2 Edge Node Deployment Prerequisites

2.1 VLAN’s and IP’s for Edge

2.2 NSX-T Transport zones

2.3 Edge Multi-TEP Uplink Profile
2.3.1  For Edge VM and BareMetal Edge with 2 Uplinks:
2.3.2  For BareMetal Edge with 4 PNIC

2.4 Compute Manager - vCenter - For Edge VM'’s only

2.5 VDS/VSS Port Groups (PG) - For Edge VM'’s only
2.5.1 VLAN Port Group:
2.5.2 First VLAN Trunk Port Group:
2.5.3  Second VLAN Trunk Port Group:

3 Deploy and configure Edge with Single-NVDS Multi-TEP
3.1 Edge VM Deployment and Configuration Workflow
3.2 BareMetal Edge Deployment and Configuration Workflow
3.2.1  For BareMetal Edge with 2 PNIC
3.2.2  For BareMetal Edge with 4 PNIC

4 Preparing NSX-T for Layer 2 External (North-South) connectivity
41 Edge Uplink Profile with 2 additional Named Teaming Policy
4.2 Associate Named Teaming Policy with the VLAN Transport Zone
4.3 Create External VLAN Segments with Named Teaming Policy

5 Preparing NSX-T for Layer 3 External (North-South) connectivity
5.1 Create NSX-T Tier-0 Gateway
5.2 Create External Interfaces on Tier-0 Gateway to connect to Physical Switches
5.3 Configure dynamic routing (BGP) between Tier-0 Gateway and physical switches

6 Other Relevant Guides

O 00 N U1l 1

10
10
11
12

14
14
18
19
20

22
22
23
24

26
26
27
28

32



NSX-T Edge Design Step-by-Step Ul Workflow

1 Introduction

This document is an informal document that walks through the step-by-step deployment and
configuration workflow for NSX-T Edge Single N-VDS Multi-TEP design. This document
assumes that the user is aware of the NSX-T basic concept. More information on the NSX-T
concept, Edge Design can be found on the NSX-T design guide linked here. NSX-T Edge
Design options are covered in section 4.7, this document mainly focuses on design recommended

in section 4.7.1.2 and 4.7.2.2.

The figure below shows the Edge design with Single N-VVDS Multi-TEP for reference, Edge
VM, BareMetal Edge with 2 PNIC and BareMetal Edge with 4 PNIC. This document walks
through the step-by-step configuration workflow for this design using NSX-T 3.0 Ul. This

workflow is broken down into following 3 sub-workflows:

1. Deploy and configure the Edge node with Single-NVDS Multi-TEP.
2. Preparing NSX-T for Layer 2 External (North-South) connectivity
3. Preparing NSX-T for Layer 3 External (North-South) connectivity
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2 Edge Node Deployment Prerequisites
Before user starts deploying and configuring Edge Nodes/Cluster make sure following
prerequisites are taken care of.

2.1 VLAN’s and IP’s for Edge

e Management Interface — One VLAN and an IP.

e Overlay Tunnel Endpoints (TEP) — 1 VLAN for Overlay Transport and N number of
TEP IP’s for Edge Multi-TEP deployment. N equal to number of uplinks used for
Overlay Traffic. The design shown above uses 2 uplinks so two IP’s needed for TEP.

e External-Interfaces(s)- This is needed with Tier-0 Gateway to connect to physical
switches for North-South connectivity — BGP and data path. 2 VLAN’s and 4 IP’s for a 2
Tier-0 Gateway SR with 2 uplinks each.

2.2 NSX-T Transport zones
Need to have overlay and VLAN transport zone. The user can use the system created default
transport zones or create its own. Recommendation is to use default transport zones.

Home Networking Security Inventory Plan & Troubleshoot System

« Transport Zones Health Configuration

7y System Qverview p
&=y + apD & ACTIONS ~
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2.3 Edge Multi-TEP Uplink Profile
Add an uplink profile which is similar to default edge profile highlighted below “nsx-edge-

multiple-vteps-uplink-profile” with update to overlay transport VLAN id used (e.g 25). This
VLAN used to send Overlay Traffic to and from Edge.
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New Uplink Profile @ x
tiple-vieps-uplink-f
LAGs
[J Name* LACP Mode LACP Load Balancing * Uplinks * LACP Time Out
Teamings
= N
Name* Teaming Policy * Active Uplinks * Standby Uplinks
efault Teami Load Balance Source uplink-1.uplink-2
Transpo Al <
MTU @ <
CANCEL ADD
Home Networking Security  Inventory  Plan & Troubleshoot System
« Uplink Profiles NIOC Profiles Edge Cluster Profiles Configuration Transport Node Profiles Node Profiles
(% System Overview
NS
Configuration 0 uplink Profile ) Teaming Policy Active Uplinks Standby Uplinks Transport VLAN  MTU
[ Appliances iemo-nsx je-multiple-vteps-uplink-profile 8B15..10.. Load Balance Source  uplin 25 600 (Gle.
1 Get Started mo-nsx-host nk-hostswitch-prof| 7237.2 Load Bala 25 1600 (Glo
Fabric v x-default-loadbalance-uplink-hostswit 1b38..2 Load rce  uplink-1,uplink-2,uplink 0 1600 (Glo.
Nodes nsx-default-uplink-hostswitch-profile 0a26..d.. Failov uplink-1 uplink-2 0 1600 (Glo
Profiles ¢352.5. F lag 0 1600 (Glo.
plink-profile ce8 ad Balance Sourc uplink-1,uplink-2 C 00 (Glo.
TeenOT Zones plink ce82.1. Load Balance Source plink-1,uplink-2 o 160
cf32. e Failover Order uplink-1 0 1600 (Glo.

Compute Managers

Also, update the Uplink profile with 2 named teamed policy. NSX-T named teaming
policy with dedicated uplink is needed to make sure NSX-T Tier-0 Gateway can have
deterministic and optimal point-to-point Layer 3 peering with TOR, in multi-physical
top-of-rack (TOR) switch topology. Below Figure shows the named teaming policy usage
with Blue and Green Layer 3 connectivity.
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Based on number of Edge Active uplinks for named Teaming policy will change as
described below.

2.3.1

For Edge VM and BareMetal Edge with 2 Uplinks:

With 2 PNIC BareMetal Edge both Overlay traffic and North-South traffic share same
2 uplinks/PNICS. Overlay traffic uses default teaming policy to load balance traffic on
both the uplinks. For North-South traffic need to add following named teaming policy:

Under Teamings - Add 2 Teaming Policies: one with Active Uplink as
“uplink-1” and other with “uplink-2”.

Make a note of the policy name used, as we would be using this in the next
section. In this example they are “PIN-TO-TOR-LEFT” and “PIN-TO-TOR-

RIGHT”.
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CANCEL SAVE

2.3.2 For BareMetal Edge with 4 PNIC
With 4 PNIC BareMetal Edge first 2 PNIC’s are dedicated for Overlay traffic and other

2 are used for North-South traffic as shown in below figure.
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For BareMetal Edge with 4 PNIC create a separate uplink profile as below. Profile
creation follows same workflow except that user would use uplink-3 and uplink-4 as



Active uplinks respectively instead of uplink-1 and uplink-2, only for named teaming
policy. Keep the default teaming as it is with uplink-1 and uplink-2. Make a note of the
policy name used as we would be using this in the next section.

New Uplink Profile @ X
Name * demo-nsx-BM-edge-4-pnic-uplink-profile
LAGs
+ ADD
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-
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-
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Load Balance Source uplink-1,uplink-2
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2.4 Compute Manager - vCenter - For Edge VM’s only
Register vCenter as a compute manager on the NSX-T manager. This helps to deploy and
configure Edge VM using a built-in NSX-T Ul wizard.
Alternatively, Edge VM’s can be deployed using OV A directly without vCenter. However,
this needs additional steps for Edge to join the management plane. Once joined to the
management plane, the NSX-T Ul wizard can be used to configure NSX. More details in the
NSX-T installation guide.
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+ ADD EDIT DELETE

] Compute Manager © ID

Inventory Plan & Troubleshoot

System

{& ACTIONS ¥

FQDN or IP Adc Type

Registration Statu Version

Connection Status

:f O DG-vCenter-01 2831 10.114.213.4 vCenter ® Registered 6.7.0 * Up i
Q B ——— J
B >
2.5  VDS/VSS Port Groups (PG) - For Edge VM’s only

This section assumes that Edge VM is hosted on ESX not configured as NSX-T transport
Node. Edge VM optionally can be hosted on ESX part of NSX-T Transport-Node. In that
case user need to create equivalent NSX-T VLAN segments, which is not covered in this
document. If Edge VM is connected to NSX-Segments, in that case it is a requirement that
Overlay Transport VLAN used for ESX host is different than the Transport VLAN used for

Edge.

Need a total of 3 VSS/VDS port groups to connect Edge VM management and data path
vNics as shown in the Edge VM design below:
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2.5.1 VLAN Port Group:

e With management VLAN ID (e.g. 21) for Edge Management.




Active/Standby Teaming with Uplink-1/vmnicl as Active and Uplink2/vmnic2 as

standby.

The first Edge VM interface (eth0), which is for management, is connected to this

PG.

o © 8 @€
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2.5.2

First VLAN Trunk Port Group:

e With Overlay Transport/TEP VLAN ID ( e.g. 25) and a VLAN ID (e.g. 27), used
to connect Tier-0 Gateway to Left Top Of Rack (TOR) Switch for North-South

connectivity.

e Active/Standby Teaming with Uplink-1/vmnicl as Active and Uplink2/vmnic2

as standby.

e The second Edge VM interface, which is the first data path interface (fp-eth0), is

connected to this PG.
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2.5.3

Second VLAN Trunk Port Group:

e With Overlay Transport/TEP VLAN ID (e.g. 25) and a VLAN ID (e.g. 28), used
to connect Tier-0 Gateway to Right Top Of Rack (TOR) Switch for North-

South connectivity.

e Active/Standby Teaming with Uplink-2/vmnic2 as Active and Uplinkl/vmnicl

as standby.

e The third Edge VM interface, which is the second data path interface (fp-ethl), is

connected to this PG.
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3 Deploy and configure Edge with Single-NVDS Multi-TEP
NSX-T Edges comes in two form factors- VM and Bare metal. This section, walks through the
Edge VM deployment and configuration first, followed by the BareMetal Edge configuration.

3.1 Edge VM Deployment and Configuration Workflow
In this section, we will deploy Edge VM and configure NSX using NSX-T Ul wizard. The
figure below shows the start and end configuration state for this section.
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Once the prerequisites are taken care of, on NSX-T Ul navigate to System-> Fabric-> Nodes ->
Edge Transport Nodes. And use the “ADD EDGE VM” wizard to deploy and configure Edge
VM.

1. Provide Name and Description for the Edge VM and select form-factor based on the
deployment need.



Add Edge VM Name and Description @ X

1 Name and Description

Host name/FQDN* EDGE-VM-AQ1

Enter Fully Guallfied Bomain Name (FGDN)

e.g. subdomain.example.com

Description

Form Factor®

O Small © Medium QO Large O Extra Large
2vCPU 4 vCPU 8 vCPU 16 vCPU
4 GB RAM B GB RAM 32 GB RAM 64 GB RAM

200 GB Storage 200 GB Storage 200 GB Storage 200 GB Storage

> Advanced Resource Reservations

CANCEL NEXT

2. Provide a password for built-in local user admin, root and audit. Optionally, enable the SSH
login for the local users.

Add Edge VM Credentials @ X

CLI credentials will be set on the NSX Edge VM. These credentials can be used to login to the
1 Name and Description

read only command line interface of the appliance.

2 Credentials “ CLI Credentials

CLI User Name* admin

CLI Password * sesnsnsananinane
CLI Confirm Password® ~ sssssssssssnsens
Allow SSH Login () Yes

¥ Root Credentials

System Root Password® ~ ssessssssssssees
System Root Confirm Password* (R
Allow Root SSH Login » ro

> Audit Credentials

cancer | previous

3. Select vCenter, cluster, and resources to deploy the Edge VM.



Add Edge VM Configure Deployment ® X

N amelardiDescriotion Compute Manager* DG-vCenter-01 v
Cluster* MgtEdge_Cluster ~
2 Credentials
Resource Pool A
3 Configure Deployment
Host 10.14.217.4 ~
Datastore* NFS-DG-LAB-AQT ~

CANCEL PREVIOUS I NEXT

4. Provide following Edge Management related info:
A) Edge Management IP, Gateway, NTP and DNS server.
B) Select Edge Management Port group created on vCenter for management vNic. Click
to list and chose the port-groups available on chosen vCenter.

Add Edge VM Configure Node Settings ® x
IP Assignment* DHCP
Name and Description © DHcP
0O Static
2 Credentials Ianamemant 1D *
reeee Management IP* @ 16 114 313 27/27 o
3 Configure Deployment Default Gateway @ 14 114 5135
4 Configure Node Settings Management Interface* Edge-MGMT-PG (Distributed..

Search Domain Names

DNS Servers

NTP Servers | ntpl.eng.vmware.com X 1

CANCEL PREVIOUS NEXT

5. This is the main NSX configuration page where the user configures Single N-VDS Multi-
TEP configuration.
A) Select N-VDS and transport zone - select default switch “nvds1” and default
transport-zone — both overlay and VLAN.
B) Select Uplink Profile — select the multi-TEP uplink profile created, as part of
prerequisite, from the drop-down list.



C) Provide TEP IP addresses- Need 2 TEP IP’s per Edge node, which associates with
the 2 uplink interfaces — uplink-1, uplink-2. The user has the option to use Static IP’s or
NSX-T IP pool for TEP IP assignment.

D) Associate Edge uplinks to the VDS Trunk port-groups created as part of the
prerequisite. Uplink-1 is associated with first Trunk PG and uplink-2 is associated with
the second trunk Port-group.

Add Edge VM Configure NSX

and De

5 Configure NSX

EDGE-MULTI-TEP-TRUNK-

& uplink-2 (active) EDGE-MULTI-TEP-TRUNK-

vvvvvvv

Similarly, deploy second Edge VM with its own name, management IP, TEP IP’s, and keeping
the rest of the options the same.

Once EDGE VM’s are deployed, create an Edge Cluster, and add above created Edge VM’s
into the cluster. Once Edge VM’s are in Cluster, it creates Overlay Tunnels between their TEP
interfaces. Edge Transport Nodes page shows the health of the Edge under Node Status.



Host T bort Nod ge Transport Nodes |Edge Clusters | ESXi Bri

==========

Nodes

Edge Transport Nodes Edg

3.2 BareMetal Edge Deployment and Configuration Workflow

Unlike Edge VM installation, the BareMetal (BM) Edge deployment needs to be done using
ISO image. Once, installation is done BareMetal edge can be joined to management plane by
using CLI from the console or SSH session, as shown below. More info in the NSX-T
installation guide.

Once BareMetal Edge joins the management-plane NSX-T Ul would have BM Edge as part of
Edge Transport Nodes with configuration state as “Configure NSX”. The user can now use the
“Configure NSX*” wizard from Ul to complete the BM Edge NSX configuration. The figure
below shows BareMetal Edge before and after completing NSX configuration.
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To configure NSX on BareMetal Edge, click on the “Configure NSX” as shown below.

In this configure NSX wizard select:
A) N-VDS and transport zone - select default switch “nvds1” and default transport-

zone — both overlay and VLAN.
B) Uplink Profile — select the multi-TEP uplink profile created, as part of prerequisite,

from the drop-down list.
C) Provide TEP IP addresses - Need 2 TEP IP’s per Edge, which associates with the 2
uplink interfaces — uplink-1, uplink-2. The user has the option to use Static IP’s or NSX-
T IP pool for TEP IP assignment.
D) Associate Edge uplinks to the fast-path interfaces (fp-ethx) of BareMetal edge, as
below based on number of PNICS.
3.2.1 For BareMetal Edge with 2 PNIC
Map uplinks to fp-eth interfaces as below. When user click on the NICs cell it
provides drop down list of all available fp-ethx interfaces.
- uplink-1 to fp-eth0
- uplink-2 to fp-ethl



Edit Edge Transport Node - EDGE-BM-BO1 X

Name* EDGE-BM-BO1

Description

+ ADD SWITCH

v New Node Switch
- -

- —
{ \

]
I Edge Switch Name* nvds! 1

I
I Transpon Zone* nsx-vlan-transportzone X nsx-overlay-transportzone X l v
\ U

-
- OR Create New Transport Zone

e e ————————————

| Uplink Profile * demo-nsx-edge-multiple-vteps-uplink-profile 1 w

1

o ¥ (O Create New Uplink Profile
oy,

l IP Assignment* Use Static IP List v

1

I static IP List* 17216.217.45 x| [17216.217.46 x
1

: Gateway * 172.16.217.33

I o o e e o

‘\Subnet Mask * 255.255.255.240

-

Teaming Policy Switch Mapping

T -

' Uplinks Virtual NICs \l
1
I uplink-1 (active) fp-ethO :
1

1
I | & uplink-2 (active) fp-ethl 1
' 7

N

e -

322 For BareMetal Edge with 4 PNIC
Bare Metal Edge with 4 PNIC topology is shown as in the Figure below.
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Map uplink to fp-eth interfaces as below. When user click on the NICs cell it
provides drop down list of all available fp-ethx interfaces.

- uplink-1 to fp-eth0

- uplink-2 to fp-ethl

- uplink-3 to fp-eth2

- uplink-4 to fp-eth3

Edit Edge Transport Node - EDGE-BM-B02

@

==

Similarly, configure second BareMetal Edge with its own TEP IP’s, and keeping the rest of the
options the same.

Once BareMetal Edges are deployed, create an Edge Cluster, and add above created BareMetal
Edge into the cluster. Once BM Edge VM’s are in Cluster, it creates Overlay Tunnels between
their TEP interfaces. Edge Transport Nodes page shows the health of the Edge under Node
Status.



4 Preparing NSX-T for Layer 2 External (North-South) connectivity
This section walks through the NSX-T Layer 2 networking configuration to have North-South
connectivity between NSX-T virtualized networks to Physical network. This is achieved using
the following 3 configuration steps:

1. Update Edge Uplink Profile with 2 additional Named Teaming Policies.

2. Associate newly added Named Teaming Policy with the VLAN Transport Zone.

3. Create External VLAN Segments and associate it with Named Teaming Policy

The figure below shows before and after state of Layer 2 External Connectivity.

TOR-LEFT TOR-RIGHT TOR-LEFT TOR-RIGHT

MGMT-VLAN 21
TRANSPORT-VLAN 25

MGMT-VLAN 21
TRANSPORT-VLAN 25

VLAN 25 i) VLA 25
N-VDS TEP2-IP

EDGE-VM-1 EDGE-VM-1

Beginning of this section...>>>>>>>55330035000 5003303202220 300> ..end of this section.

4.1  Edge Uplink Profile with 2 additional Named Teaming Policy
NSX-T named teaming policy with dedicated uplink is needed to make sure NSX-T Tier-0
Gateway can have deterministic and optimal point-to-point Layer 3 peering with TOR, in multi-
physical top-of-rack (TOR) switch topology.

The prerequisite section above has the workflow to create these. Make sure the Edge uplink
profile used has 2 named teaming policies and make a note of the teaming policy name used. In
this example it is “PIN-TO-TOR-LEFT” and “PIN-TO-TOR-RIGHT”.

On NSX-T Ul, navigate to Uplink Profiles page under System -> Fabric -> Profiles and click on
the Edge uplink profile to get the teaming policy name.



. . . . . . 1
1 Edit Uplink Profile - demo-nsx-edge-multiple-vteps-uplink-profile 1 & x
| 1
+ AapD
0 Name* LACP Mode LACP Load Balancing * Uplinks * LACP Time Qut
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+ ADD
C] Name * Teaming Policy * Active Uplinks * Standby Uplinks
O Load Balance Source uplink-1,uplink-2
(0 PIN-TO-TOR-LEFT Failover Order uplink-1
1 [ PIN-TO-TOR-RIGHT Failover Order uplink-2
.-A(—'. T n—p Eka_;:n?-.:{y_.m_ :s;::.]:?ﬁx: :'Fy:y::; s__: n_tb_ —\ ;;si‘ Ip— th the Physical NICs while adding
T t N
Transport VLAN 25 <
MTU @ <
CANCEL SAVE

4.2  Associate Named Teaming Policy with the VLAN Transport Zone

On NSX-T Ul, navigate to Transport Zone page under System -> Fabric. And edit the VLAN
Transport Zone used with Edge configuration.
= Under Uplink Teaming Policy Names- add names of the Teaming Policy created
above - “PIN-TO-TOR-LEFT” and “PIN-TO-TOR-RIGHT”.



Edit Transport Zone - nsx-vlan-transportzone ® X

Name* nsx-vlan-transportzone

Description

Uplink Teaming
Policy Names PIN-TO-TOR-LEFT PIN-TO-TOR-RIGHT

CANCEL SAVE

4.3  Create External VLAN Segments with Named Teaming Policy
On NSX-T Ul, navigate to Segments page under Networking and add a VLAN segment.
» Provide segment name, VLAN transport zone name, used earlier, from the list.
» Provide VLAN id (e.g. 27) used for Top of Rack Left connectivity.
» Important config: Chose Uplink Teaming Policy “PIN-TO-TOR-LEFT” to pin all
traffic from this segment to uplink-1 and to TOR-Left.

Similarly, create the second segment with VLAN id (e.g. 28) associated with TOR Right
connectivity. Make sure to associate Uplink Teaming Policy “PIN-TO-TOR-RIGHT”, to pin all
traffic from this segment to uplink-2 and to TOR-Right.

NSX-T named uplink teaming policy with dedicated uplinks needs to be used to make sure NSX-
T Tier-0 Gateway can have deterministic and optimal point-to-point Layer 3 peering with TOR,
in multi-physical top-of-rack (TOR) switch topology.
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5 Preparing NSX-T for Layer 3 External (North-South) connectivity
This section walks through the NSX-T networking configuration to have Layer 3 North-South
connectivity between NSX-T networks to Physical network. This is achieved using the
following 3 configuration steps:

1. Create NSX-T Tier-0 Gateway

2. Create External Interfaces on Tier-0 Gateway to connect to Physical Switches.

3. Configure dynamic routing (BGP) between Tier-0 Gateway and physical switches.

The figure below shows before and after finishing the Layer 3 External connectivity
configuration.
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5.1  Create NSX-T Tier-O Gateway
On NSX-T Ul, navigate to Tier-0 Gateways page under Networking and add a Tier-0 Gateway.

Provide gateway name, HA Mode based on the design.
Select the Edge Cluster created earlier from the drop-down list to deploy Tier-0

gateway Services.



Home Networking Security Inventory Plan & Troubleshoot System

« .
[i] Tier-O Gateways
% Network Overview

Network Topology [ A0o catEway

Connectivity Tier-O Gateway Name HA Mode Linked Tier-1 Gateways
Tier-0 Gateways DC-Tier-0-GW 32 Active Active
Tier-1 Gateways
Edge Cluster EDGE-VM-CLUSTER-A

Segments
> Additional Settings

Nt Sarvices > Route Distinguisher for VRF Gateways

VPN Tags
J» NAT
Load Balancing NOTE - Before further configurations can be done, fill out mandatory fields above ( * ), click ‘Save' below.

#» Forwarding Policies

IP Management
| DNS

| DHCP

SAVE CANCEL

3 IP Address Pools

5.2  Create External Interfaces on Tier-0 Gateway to connect to Physical Switches
Edit Tier-0 Gateways to add External Interfaces to connected to physical switches. In this
scenario we will be creating:
= 2 External Interfaces on every Edge Node.
= One each belonging to each of the External Segments created, to connect to TOR-Left
(EXT-SEG-Vlan27) and to TOR-Right (EXT-SEG-VIan28).

In the below example, an external Interface is created on EDGE-VM-AO01 and picked the
External VLAN Segment, which is pinned to uplink-1 and to TOR-Left switch.

Tier-0 Gateways |
Set Interfaces

Tier-O Gateways DC-Tier-0-GW [ #interfaces @

Connected To(segment)
_____________ "
| EXT-SEG-Vian27 H
............. i
 vaF Gat
__________________
Edge Node * I EDGE-VM-AO! g : L
! ]
e N S ——
Sel —
[ yp— PIM (WP Disavied ND Profile
Tags URPF Mode
» muLncast

Similarly create other 3 external interfaces on Tier-0 gateway. Below is the screenshot with all 4
external interfaces with its IP, External segment and Edge Node.

Once External interfaces are up and running, user can start configuring dynamic routing BGP on
these interfaces, which is captured in next section.
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_________________________________________ -
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L i e 1
----------- ]
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- -
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-
v | EXT-INT-A02-2 External 10.114.213.62/29 EXT-SEG-Vian28 | @ Success C @
e e e e e e e e e 1
Edge Node 1 EDGE-VM-A02 1 MTU Net Set
I_ __________ i | VIEW STATISTICS
Tags o PIM @ Disabled
ND Profile default (@) URPF Mode Strict
CLOSE

Configure dynamic routing (BGP) between Tier-0 Gateway and physical switches

NSX-T BGP Configuration involves following:

Base BGP configuration — Local AS, ECMP, Timers, etc.

First BGP neighbor to TOR-Left switch, use corresponding External Interfaces IP as a BGP
source

Second BGP neighbor to TOR-Right switch, use corresponding External Interfaces IP as a
BGP source

Enable BGP route Re-Distribution on Tier-0 Gateway to advertise the Tier-0 and Tier-1
routes.

On TOR-Left and TOR-Right switches- configure 2 BGP neighbors each with External
Interfaces IP, in the given External Segment pinned to that switch, as a neighbor.
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BGP configuration done under Tier-0 gateway. Under Tier-0 gateway > BGP >

e Set base BGP configuration - Local-as, timers, ECMP, etc.
e Click “Set” next to BGP neighbors to configure BGP neighbors.

[ Tier-O Gateways

ADD GATEWAY

Gataway Nama MAMode  Linked Therd Gateways ot
DC-Tier-0-GW o A

1P Adaress Management e Dynamie I Alecation

Edge Custer EDGE-VM-CLUSTER-A

» Additiona Settings
> Route Distinguisher for VRF Gatewsys

> EVPN Settings

Tags

v NTERFACES
External and Service
Intertaces

> ROUTING

> MULTICAST

< her
Local AS 65001
e @© o
Graceful Restart Helper Only
Graceful Restart Timer 180
Raute Agregation set
EESZE concen | Unssved Change

> ROUTE RE-DISTRIBUTION

e The below example shows the BGP neighbor configuration to TOR-Left switch with
its IP, Remote-AS, and source addresses as External Interfaces belonging to Segment
connected to TOR-Left switch. Enable BFD, which is recommended for faster
convergence.



Set BGP Neighbors

Tier-O Gateways  DC-Tier-0-GW ( #Neighbors @)

________________

Max Hop Limit 1

> TIMERS & PASSWORD

SAVE CANCEL

e Similarly configure other BGP neighbors to TOR-Right with the corresponding
neighbor and source IP’s. Below is the configuration snapshot of BGP configuration

with status showing “Success”.

Set BGP Neighbors

Tier-O Gateways DC-Tier-0-GW ( #Neighbors )

ADD BGP NEIGHBOR

> BFD Remota AS num Routa F Allow Status
[ Di @ Success
Graceful R
Descript
Disat @ s
Graceful R nly @
Deseript

Max Hop Limit

» TIMERS & PASSWORD

e BGP neighbor/status details can be found by clicking on the info icon in the status column.
On BGP status page, the down arrow after Edge Node name can be used to select other

edge node and BGP neighbor status on that Edge node.
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Enable BGP route Re-Distribution on Tier-0 Gateway to advertise the Tier-0 and Tier-1

routes to BGP neighbors.
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6 Other Relevant Guides
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