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Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks.

Before requesting a certificate 1.rerifjlr the following:

Your computer is connected to the network
1'fou have credentials that can be used to verify your right to obtain the certificate



 
 

Select Certificate Enrollment Policy

Certificate enrollment policy enablfi enrollment for certificates based on predefined certificate templatfi.
Certificate enrollment policy may already be configured for you.

Configured by your arlnil'stntm

Active Directory Enrollment Policy

Configured by you
Custom Rowe-st

I Proceed wili‘rom enrollment Policy



 
Template: “(No template) Legacy Key” selection is very important 
 

Custom request

Chose an option from the list below and configure the certificate options as required.

Template:
@b‘idmphtfi Legacykgv

[:I Suppress default extensions

Request form at: IE) PKCS #10

{3' CMC

Note: Key archival is not available for certificates based on a custom certificate request, even when this
option is specified in the certificate template.

Template: “(No template) Legacy Key” selection is very important



 
Select Properties 
 

Certificate Information

Click Next to use the options already selected for this template, or click Details to customize the certificate
request, and then click Next.

l_ Custom request jg.) STATUS: Available Details A
The following options describe the uses and validity period that apply to this type of certificate:

Key usage:
Application policies:
Validity period {days}:

Select Properties



 
 

General |Subject | Extensions Private Key
A friendly name and description will make it easier to identify and use a certificate.

Friendly name:

I vdml

Description:



 

Subject Extensions I Private Key I
The subject of a certificate is the user or computer to which the certificate is issued. You
can enter information about the types of subject name and alternative name values that
can be used in a certificate.

Subject of certificate
The user or computer that is receiving the certificate

Misstnsmsa
Type:

1Il'alue:

E
flrnative name:

Type:

DNS

s Remove

1Ifalue:
Ad cl '=-

4 Remove



 

| General | Subject | Extensions Private Kev
Cryptographic Service Provider

Key options
Set the key length and export options for the private key.

Key size:
I
2043

[3 Make private key exportable

|:| Allow private key to be archived

|:| Strong private key protection

Key type

Key permissions

V



 

Certificate Information

Click Next to use the options already selected for this template, or click Details to customize the certificate
requfit, and then click Next.

Custom requat k3) STATUS: Available Details A
The following options describe the uses and validity period that applyto this type of certificate:

Key usage:
Application policifi:
Validity period {days}:



 

Where do you want to save the offline request?

If you want to save a copy of your certificate request or want to process the request laterr save the request
to your hard disk or removable media. Enter the location and name of your certificate request, and then
click Finish.

File Name:

—.req | |: Browse...

File format:
Iii} Elase 64
CI Binary
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The domain name ’—has been assigned.

Assign Domain Provide CSR Submit Validation Information

0 0
ti:i

wit-1am sure your domain is pointed to your hosting package.

SSL Certificates Submit Certificate Validation Information

Provide CSR
A Certificate Signing Request eSRJ Is a body oftext containing encoded information specific to your domain name or
organization. You can get your CSR from your Web hosting provider and then paste it into the box below. if you do not
know your Web host server software. please contact your hosting provider. or select ‘other' from the drop-down list.

We will decode your CSR information and you will be given the opportunity to con‘irm andior update your information
before submitting for validation.

Please note: The minimum key size tor all SSL Certificates is 12048 bits.

Enter CSR

Web Host's Server Software: Tomcat ,

Enter CSR From Web Host Your certificate will be
provided for your server.
r.SSL Certificates require key sizes M2043 bits or higher?

Note: You must paste the entire CISR.
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