Replacing STS Certificate on vCenter Server

Steps for vCenter Server Appliance (VCSA)

1. Download the script “fixsts.sh” from the KB https://kb.vmware.com/s/article/76719
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"Signing certificate is not valid" -
Regenerating and replacing expired STS
certificate using shell script on vCenter
Server Appliance 6.5/6.7 (76719)

Last Updated: 7/8/2020 Categories: Troubleshooting &o24 Language: gnglish |~ £ subscribe

v Symptoms

« vCenter/PSC Services do not start due to expired certificate showing the following errors:

Path: /var/log/vmware/vpxd-sves/vpxd-sves. log

ERRCR com.vEware.vim.ssc.client.impl.SecurityTokenServiceImpls{RequestResponseProcesscr opld=]
Server rejected the provided time range. Cause:ns0:InvalidTimeRange: The tcken autherity rejected
gn issue regquest for TimePericd [startTime=Thu Jan 02 09:22:13 EST 2020, endTime=Fri Jan 03
09:22:13 EST 2020] :: Signing certificate is neot walid at Thu Jan 02 0%:22:13 EST 2020, cert
validity: TimePericd [startTime=Wed Jan 06 20:44:39 EST 2010, endTime=Wed Jan 01 20:54:23 EST
2020]

Mote: The endTime should be a date in the pastifthe cerificate is expired.

« The following error is observed when logging into the Web Client:

HTTP Status 400 - Bad Request Message BadRequest, Signing certificate is not valid

« Accessing WebClient or Ul Client will show below error message if vmware-vpxd service is not

running due to expired certificate

503 Service Unavailakle (Failed to connect to endpoint:
[NTVmacore4Http20NamedPipeServiceSpecE: 0x00007fb444041040] _serverNamespace = /

action = Allow _pipeName =/var/run/vmware/vpxd-webserver-pipe)

ﬂ Signing certificate is not valic x

(& {D O & https://kb.wmware.com/s/article/76719

w I

Additional Resources

Related Products:

VMware vCenter Server Appliance
VMware vCenter Server

Related Versions:

VMware vCenter Server Appliance 6.7.x
VMware vCenter Server Appliance 6.5.x
VMware vCenter Server 7.0.x
VMware vCenter Server 6.5.x
VMware vCenter Server 6.7.x

Actions
[¥ Copy link to clipboard
i Print

@ Language: English |«
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2. Upload the script to VCSA using WinSCP
a. Change Shell to Bash by following KB https://kb.vmware.com/s/article/2107727

b. Connect to vCenter using root account
By Login — >

|;_| Mew Site Session
File protocol:
SFTP A

Host name: Port number:
|<F-5-:: | Embedded VC IP Address> | | 27 - |

User name: Password:

|r-:u:ut | ||--|||--| |

Save - Advanced... |v

Tools - Manage - | Login |"| Close Help

c. Copy thefile to /tmp
tmp M If <= - m Ig |2}, Find Files I?D Local Mark Files Commands Session Options Remote
E@ Download ~ | [ Edit ~ 3 m5 [ Properties | £ [& =] ¥
ftmp
MNarme Size Changed

06-07-2020 10:19:03
i TKB 07-05-2020 00:54:41
| tmpWEJKod 2KB  20-07-2020 06:14:40
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Change file permission using command chmod +x fixsts.sh

chmod +x fixsts.sh
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will do the following
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Restart the services on vCenter Server using service-control --stop --all && service-control --start —all

restart services!
——stop

—control

Just in case, if services are not starting after executing service-control --start --all command, please verify the validity of other certificates in VECS
store using following one-liner script.

for 1 in $(/usr/lib/vmware-vmafd/bin/vecs-cli store list); do echo STORE $i; /usr/lib/vmware-vmafd/bin/vecs-cli
entry list --store $i --text | egrep "Alias|Not After"; done

Sample result:

ib/vmware-vmafd/bin C list); do echo STCORE gi; / ib/vmware-vmafd/bin vy list —--store $1 —-text egrep "Alias|Not After™; done

E TRUSTED_ROOTS
8446d49f3392ee6l4cd9%caaiaTb5334efb20407
Hot Aft : Apr 4 06:20:48 O
101834a76cc59244e8f3dcédbfoa0a

Hot After : May 2 20:04:42

: sms_self signed
Not After : Bpr 9 06:27:36 2030 GMT
BACEUP_5
: bkp_ ]
Hot After :
: bkp_machine
HNot After :

19:54:43 2020 GMT
2022 GMT

“Not After :
: bkp vpxd

Hot After : BApr 9 06:11:55 2022 GMT
: bkp vpxd-extension
Hot After : Apr 9 06:11:55 2022 GMT
[ ~ 1# date
14:03:00 UIC 2020

2022 GMT



7. Replace other expired certificates if any, using certificate-manager utility (Refer KB https://kb.vmware.com/s/article/2097936 for more information).
a. Select Option 3 in Certificate Manager if only STORE: MACHINE_SSL CERT - Alias: _ MACHINE_CERT is expired
b. Select Option 6 in Certificate Manager if only Solution User Certificates are expired (STORES - machine, vpxd, vpxd-extension or vsphere-webclient)
c. Select Option 8 in Certificate Manager if both MACHINE_SSL_CERT and Solution Users are expired
i. Inabove sample result, both MACHINE_SSL CERT and Solution User certs are expired, hence need to proceed with Option 8 to reset the certificates
with Default VMCA certs.
mple screenshot for Option 8:

kb

Sa
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Steps for Windows vCenter Server
1. Download the PowerShell script “fixsts.ps1” and Jar file “vmware-identity-sso-config67u3g.jar” from the KB https://kb.vmware.com/s/article/79263

c ‘Q‘ U & https://kb.vmware.com/s/article/79263 b T} 1Y

"Signing certificate is not valid" - Additional Resources
Regenerating and replacing expired STS
certificate using PowerShell script on
vCenter Server 6.5/6.7 installed on
Windows (79263)

Related Products:

VMware vCenter Server

Last Updated: 7/21/2020  Categories: Troubleshooting 15  Language: Engiish |+ £ subscribe
Related Versions:
VMware vCenter Server 6.5.x

v Symptoms VMware vCenter Server 6.7.x

e vCenter/PSC Services do not start due to expired cerificate showing the following errors:

Actions
Path: %ProgramData% /VMware/vCenterServer/vpxd-sves/vpxd-sves. log

EERCE com.vIware.vim.33c.client.impl.SecurityIckenServicelmpléRequeatBesponaeProceascr opld=]
Server rejected the provided time range. Cause:ns0:InvalidTimeRange: The token authority rejected

[ Copy link to clipboard

i Print
an issue request for TimePericd [startTime=Thu Jan 02 09%:22:13 EST 2020, endTime=Fri Jan 03 =
P -
08:22:13 EST 2020] :: Signing certificate is not walid at Thu Jan 02 0%:22:13 EST 2020, cert (&) Language: English |~
validity: TimePericd [startTime=Wed Jan 06 20:44:39 EST 2010, endTime=Wed Jan 01 20:54:23 EST
2020]
Mote: The endTime should be a date in the pastifthe cerificate is expired.
« The following error is observed when logging into the Web Client: Attachments

# vmware-Identity-sso-config67u3g

HTTP Status 400 - Bad Request Message BadRequest, Signing certificate is not wvalid
£ fixsts

* Accessing WebClient or Ul Client will show below error message if vmware-vpxd service is not running due fo

expired cerificate
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2. Copy the files fixsts.ps1 & vmware-identity-sso-config67u3g.jar to C:\Temp folder in Windows vCenter Server (copying Jar file is not necessary if vCenter Server
version is 6.7 U3g or above)

AN A | Temp
“ Home 3hare WView
(-I - 4 . v Computer » Local Disk (C:) » Temnp
'~ Favorites Marne Date modified Type Size
B Desktop |&y fixsts.psl 6/8/2020 3:35 PM Windows Powers... 10 KE
& Downloads || vmware-identity-sso-confighiu3g.jar 5/25/2020 1:36 PM JAR File 61 KB
= Recent places

3. Open Command Prompt (with Run as Administrator)

A p pS Results for “cmd”

T Command Prompt

4. Open PowerShell (with Run as Administrator)

Taszks

E5 Run as Administrator

Open

3% Bun ISE as Administrator
A4 Windows PowerShell ISE

B Run as administrator

Unpin from Taskbar

Properties
£ Windows PowerShell

o Unpin this program from taskbar




5. Change directory to C:\Temp

ey Administrator: Windows PowerShell

Windows Powershe

ey Administrator; Windows PowerShell

S Temp= Get-ExecutionPolicy
icted

7. If Execution Policy is Restricted or AllSigned, change the Policy to RemoteSigned or Unrestricted by executing Set-ExecutionPolicy CmdLet to allow script execution

ey Administrator: Windows PowerShell \;‘i-

P5 C:\Temp> 5Set-ExecutionPolicy RemoteSigne

Execution Policy Change

he execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose
~ibed in the about_Execution_Policies help topic at
7LinkID=135170. Do v nt to change the execution policy?
[7] Help (default is "Y"): ¥

8. Execute the script “fixsts.ps1”

&y Administrator: Windows PowerShel|




9. Enter SSO Administrator (Eg. Administrator@vsphere.local) password when prompted

[} Administrator: Windows PowerShell | = | o | —

.psl
Certificate

: C:%\Program Filez'VMware'\vwCenter Server‘wmcadcertool.clg

Windows PowerShell credential req... ﬂ

[

Enter the Password for the Single Sign-On Administrator
acoournt:

User name: |E ministrator @vsphere. local V| B

Password: | sssssssnns |

10. Script will proceed with STS Certificate replacement, sample result in below screenshot

ey Administrator: Windows PowerShell

C:“Program Files‘VMware'wlenter Server‘wmcadhcertool.cfg

dc=vs=phere,dc=local
Tully stedCertChain-1,cn=TrustedCertificateChains,cn=vsphere. Tocal,cn=Tenants, cn=IdentityManager ,cn
=, DC=vsphere, DC=Tocal
ccesstully deleted cn=TenantCredential-1,cn=vsphere.local,cn=Tenants,cn=IdentityManager,cn=5erwvices,D=vsphere,D=loc:

vCenter Server Version is 6.5.0.63500 Build 8307201
A11 5TS Tenant branches deleted!

Re-creating 575 tenant
SLF41: C path cont £ S5LF« indings. ) ) ) N
und binding 1 i P i YOF1 1 e %2 ¥ 1 Togdj-s1f47-1

jar! 14 cl
Found bind [jar: / 20F1 1 es MNMware /vCenter®B205erver MAMware%20Ident 1ty®%205ervices s 1f47-Tog4312
1 o 1mp ati gerBinder.class
: html#multiple_bindings for an explanation.
ully!!l, please resztart the rvice
nce the 5T5 certificate has been replaced, wvou may need to re-register external solutions
C:h\Temp= _
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11. Stop and Start all Services using service-control

= Administrator: Command Prompt

icrosoft Windows [Uersion 6.2.92801
Cc)» 2012 Microsoft Corporation. All rights reserved.

ssUzerssAdminiztrator>ods
:»Jod "Program Files“UMware-wCenter Server'hin

»Program Files“UMware-uvCenter Serversbinrservice—-control —stop —all_

Administrator: Command Prompt

icrosoft Windows [Uersion 6.2.928081
() 2012 Microsoft Corporation. All rights reszerved.

slUzerssAdministratoprrods

swrod "Program FilessUMwareswCenter Server'™bin

»Program FilessUMwaresuvCenter Servershinrservice—control —start_—all

12. Just in case, if services are not starting after executing service-control —-start --all command, please verify the validity of other certificates in VECS
store using following one-liner PowerShell script.

S$VCInstallHome = [System.Environment]::ExpandEnvironmentVariables ("$VMWARE CIS HOMES$");foreach
"SVCInstallHome\vmafdd\vecs-cli" store list) {Write-host STORE: $STORE; &

list --store S$STORE --text | findstr /C:"Alias"™ /C:"Not After"}

($STORE in &

"SVCInstallHome\vmafdd\vecs-cli" entry



Sample Result:

Administrator; Windows Powershell

PS5 C:hTemp= $VCInstal lHome = System Environment ] : :ExpandEnvironmentVariab 3
"$VCInstallHome\wmafddivecs-c1i™ =tore 11stj{nr1te host STORE: SSTORE;& "SMCInsta11Hnme\vmaFdd\vecs cli” entry list --st
ore $5TORE --text | findstr fC:"Alias™ /C:"Mot After"}
STORE: MACHTNE_S5L_CERT
i __MACHINE_CERT
Mot After : Jul 30 01:12:40 2022 GMT
3 TRUSTED ROOTS
5h34805a2497adedferalefed40d062140Faelf3
Mot After : May 17 14:17:03 2030 GMT
: bb827b0fesfclafifffb72edBazalad449aaBeds
Mot After : Jum 25 21:46:43 2040 GMT
: f840dd9d4c2afsfdf7eb0ce3d33608788d26ab8aa
Mot After : Jum 25 22:08:01 2040 GMT
: 3a3103f72badbB5b197395d0Fc9239c4a05910020
Mot After : May 18 13:19:10 2025 GMT
: TRUSTED_ROOT_CRLS
: 5c32c678afdBeaalc9827108d987 80 T64679097
: asd17618fd90440257a5ch022e962257a42b599a1
: 2d240edeededlcichbf4f264f54efB8alac3iccs3b2
: machine
: machine
Mot After : May 22 14:08:20 2022 GMT
: vsphere-webclient
: vsphere-webclient
Mot After : May 22 14:08:22 2022 GMT
: wpxd
: wpxd
Mot After : May 22 14:08:23 2022 GMT
: vpxd-extension
: vpxd-extension
Mot After : May 22 14:08:24 2022 GMT
1 SMS
: sms_self_signed
Mot After : May 22 14:24:08 2030 GMT
: BACKUP_STORE
: bkp MACHIME_CERT
Mot After : May 23 13:09:11 2020 GMT
: bkp_machine
Mot After : May 22 14:08:20 2022 GMT
: bkp_vsphere-webclient
Mot After : May 22 14:08:22 2022 GMT
: bkp_vpxd
Mot After : May 22 14:08:23 2022 GMT
: bkp_vpxd-extenszion
Mot After : May 22 14:08:24 2022 GMT
PS5 C:\Temp= _

13. Replace other expired certificates if any, using certificate-manager utility (Refer KB https://kb.vmware.com/s/article/2097936 for more information).
a. Select Option 3 in Certificate Manager if only STORE: MACHINE_SSL_CERT - Alias: _ MACHINE_CERT is expired
b. Select Option 6 in Certificate Manager if only Solution User Certificates are expired (STORES - machine, vpxd, vpxd-extension or vsphere-webclient)
c. Select Option 8 in Certificate Manager if both MACHINE_SSL_CERT and Solution Users are expired
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Sample screenshot ption 8:

:\Program Files\UMware\vCenter Server\umcad>certificate—manager

H
ote : Use Ctrl-Z
Option[l to 81: 8
Do you wish to generate all certificates using configuration file : Option[¥/N1 ? : N

Enter key to

proper
proper
proper
proper
proper
proper
proper
proper

proper

value
value
value
value
value
value
value
value

value

3% Welcome to the vSphere 6.5 Certificate Manager
—— Select Operation ——
Replace Machine SSL certificate with Custom Certificate

Replace UMCA Root certificate with Custom Signing
Certificate and replace all Certificates

Replace Machine SSL certificate with UMCA Certificate

Regenerate a new UMCA Root Certificate and
replace all certificates

Replace Solution user certificates with
Custom Certificate

Replace Solution user certificates with UMCA certificates

Revert last performed operation by re—publishing old
certificates

Reset all Certificates

Enter to exit.

skip optional parameters or use Default value.

for
for
for
for
for
for
for
for

for

’Country’ [Default value : US] =

*Name’ [Default value : CAl : WIN-KT2UQKEKLUT

’Organization’ [Default value : UMwarel :

’Orglnit’ [Default value : UMware Engineeringl =

*State’ [Default value : Californial :

*Locality’ [Default value : Palo Altol =

’IPAddress’ (Provide comma separated values for multiple IP addresses) [optionall :
’Email’ [Default value : emailPacme.coml] :

*Hostname’ (Provide comma separated values for multiple Hostname entries) [Enter valid Fully Qualified Domain Name(FQDN>. For E

: example.domain.com]l : WIN-KT2UQKEKLUT

nter proper value for UMCA ’Name’ :UMCA

ontinue operation

: Option[¥/N1 7 = ¥

ou are going to reset by regenerating Root Certificate and replace all certificates using UMCA
ontinue operation

: 0

tion[¥/N1 ? = ¥



