
Installing and Using ESXi Boot/Config Automation 
 

1 Introduction 
This document is to help people who wish to install VMware ESXi via PXE and 
automate configuration via Virtual Center and the VI SDK.  This document refers to 
ESXi because of its simplicity, but the configuration component also works with ESX 
Classic.  
 
We chose PXE because it is available for almost any x86 system; other methods of 
delivering the image such as iSCSI, software CD-ROM or flash may be supported in the 
future.  The only dependence on PXE is that we rely on its capability to pass an argument 
with the address of the configuration service.  We assume that users know how to setup a 
DHCP/PXE environment. 
 
The example code uses Microsoft’s PowerShell scripting language (and there is a less 
complete example in Perl).  This was a natural choice since Virtual Center currently runs 
on Windows Server 2003 and 2008.  There is also a less complete set of Perl scripts. 

1.1 Typical Use 
The system has several components as shown in Figure 1: 
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Figure 1 - Example configuration 

 
• Hardware that will run ESXi – which can be totally stateless (no disk or flash). 

Blade chassis and rack mount systems with 2 or 4 CPUs are typical. 
• A PXE infrastructure.  PXE is a combination of DHCP for network address 

configuration and TFTP for image downloading. 

Midwife 

1. Midwife address 

Virtual 
Center 

2. Birth 

3. Profile 

4. Personality

ESXi 

Storage Network 
WS2k3 

  VMware Configuration Automation Tools   
Lance M. Berc 1 9/3/2008 



• A Midwife – a process that “helps with the new machine’s birth.”  The Midwife is 
a place where business process can be automatically interposed when new 
compute resources are added to the environment. 

• The Virtual Center where the machine will be configured into. 
 
Typical configurations also have networking and external shared storage such as 
FibreChannel, NAS, or iSCSI. 
 
Introducing the new machine to the environment has several steps: 
1. Boot ESXi via DHCP/PXE, passing the address of the midwife 
2. After initialization the new system sends a birth message to the midwife 
3. The midwife cleans residual state from Virtual Center 
4. The midwife uses Virtual Center to configure the new system 
 
As of the writing the PowerShell code performs these steps: 

1. Set ESX password 
2. Add to Virtual Center cluster 
3. Configure Virtual Switches 
4. Configure Port Groups 
5. Add NFS partitions 
6. Add iSCSI partitions 
7. Configure NTP 
8. Configure VMotion 

This is sufficient for a wide swath of production deployments. 

2 Prerequisites 
There are several pieces of the environment that have to be installed and configured 
before ESX can be installed and configured.  Other than DHCP/PXE this should take less 
than an hour. 

2.1 DHCP/PXE 
We assume that you have a DHCP/PXE environment that can boot a new machine and 
give it a FQDN that will resolve correctly.  VirtualCenter relies heavily on the DNS 
system; cheating here will cause great pain later. 
 
There are many commercial and open source PXE systems available.  For Linux the 
PXELINUX part of SYSLINUX (http://syslinux.zytor.com/pxe.php) and the xCAT toolkit 
(http://xcat.sourceforge.net/) are very popular.  The Windows application tftpd32 
(http://tftpd32.jounin.net/) works well in a lab environment. 

2.2 Virtual Center 
Though one can technically run without it, automation is worth much more if you can add 
a host to a Virtual Center DRS Cluster and take advantage of its load-balancing, 
availability, and resource management capabilities. 
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2.3 ESXi 
ESXi is downloadable from 
http://www.vmware.com/download/download.do?downloadGroup=ESX_3I_INSTALL
ABLEU2.  Extract the ESXi components from the image (one method is described in 
http://communities.vmware.com/docs/DOC-6824). This toolkit has been tested with 
several versions of ESXi-3.5. 

2.4 Microsoft PowerShell 
PowerShell is a standard part of Windows Server 2008.  PowerShell for Windows XP 
and Windows Server 2003 can be downloaded from: 
http://www.microsoft.com/windowsserver2003/technologies/management/powe
rshell/default.mspx.  Don’t forget to Set-ExecutionPolicy Unrestricted. 

2.5 VMware PowerShell toolkit 
VMware is developing an extensive toolkit of PowerShell cmdlets for interacting with 
Virtual Infrastructure from Windows.  It can be downloaded from 
http://www.vmware.com/sdk/vitk_win/index.html. 

2.6 VMware SDK Perl toolkit 
There is a small Perl driver program which listens to a port and runs the Midwife scripts 
when a new server is born.  I could write this in PowerShell, but it requires Version 2 
which is not net ready for prime-time.  Though any version of Perl for Windows will do, 
the VMware SDK has been tested: http://www.vmware.com/download/sdk/. 

2.7 lance-boot.tgz 
This file (http://communities.vmware.com/docs/DOC-7510) contains programs which 
send the Birth Message from the ESXi system to the Midwife.  Put lance-boot.tgz 
onto the PXE server with the other ESXi boot files and if you’re using Linux chmod 755 
lance-boot.tgz.  The tftp download may fail without the chmod. 

2.8 Midwife scripts 
These scripts receive the birth message from ESXi then configure the newly-born 
systems personality via Virtual Center.  In theory they can be on any host with 
Perl/PowerShell, but it’s easiest to install them in a directory on the Virtual Center server. 

3 Customization 
After installing all of the pieces in Section 2 you must customize the installation for your 
environment.  You can modify these PXE and ESX configuration files using any text 
editor. 

3.1 PXE Booting 
Assuming that you’re using PXElinux, modify the PXE configuration file: 
 

1. Add the Midwife address (often the VC server IP address) 
2. Add lance-boot.tgz to the end of the list of files to download 
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It should look something like: 
append vmkernel.gz PBHOST=192.168.2.253:3333--- binmod.tgz --- 
environ.tgz --- cim.tgz --- oem.tgz --- lance-boot.tgz 
 
PBHOST is the IP address and port of the Midwife service (typically the 
IP address of the Virtual Center server and 3333).  A hostname should 
work if DHCP delivers a valid DNS configuration. 

3.2 PowerShell Midwife 
There are four scripts that work together to configure a new system into the Virtual 
Infrastructure: 
1. esx-cleanup.ps1 attempts to remove residual state from Virtual Center before 

applying new state. 
2. esx-autoconfigure.ps1 applies the profile. 
3. esx-master.ps1 contains the Administrator password for Virtual Center and the new 

root password for ESX.  If the script is run as Administrator and the VC is “localhost” 
you can eliminate the password.  You should edit this file to at least set the ESX root 
password to something better than “CHANGEME”. 

 
The function getProfile returns the profile for this host.  As shipped, the constant 
“esx-profile.ps1” is used.  More complex deployments might customize here 
possibly using information from $sysInfo. 

4. esx-profile.ps1 contains site-specific settings and must be modified for local 
needs.  These settings include: 
• Virtual Center address/hostname 
• Virtual Center administrator password 
• Preferred ESX root password 
• Target VI Cluster 
• NFS mounts 
• iSCSI send targets 
• Virtual Switch mappings 
• Port Group mappings 
• NTP hosts 
• VMotion NIC 

3.3 Perl Midwife 
Currently the site-specific configuration settings are split between pbconf and 
esxconf.pl.  Customization is similar to PowerShell, but uglier. 

3.4 Cluster 
Create the target cluster (where new hosts are added) in Virtual Center. 

4 Operation 
Running the system has two parts: starting the configuration service and rebooting the 
target server. 
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4.1 PowerShell 
The service runs in a command or PowerShell Window in the script directory.  To use the 
PowerShell scripts run: 
perl .\configsvc.pl 
configsvc.pl creates a new PowerShell process for each ESX server as it is born, so 
multiple severs may be configured simultaneously. 
 
esx-cleanup.ps1 is a PowerShell script which attempts to remove vestiges of prior ESX 
configurations from Virtual Center.  It is called from esx-autoconfig.ps1 prior to 
configuring the new system. 
 
esx-autoconfig.ps1 and esx-cleanup.ps1 may be run manually from a PowerShell 
command line.  They each take the hostname/IP address of the target as their lone 
argument. 

4.2 Perl 
Many administrators may prefer Perl to PowerShell.  The included is a Perl scripts are not 
quite as developed as the PowerShell versions, but should serve as good examples. 
 
From a command or PowerShell window (or a Linux shell) the service is started with: 
perl .\configsvc.pl -perl 
esxconf.pl incorporates the functionality of esx-cleanup.ps1.  To just cleanup after a 
host run: 
esxconf.pl –config pbconf –destroy

4.3 Execution 
If all of the systems are properly installed and configured, operation is as simple as 
rebooting a target server.  After ESXi downloads and initializes you should see messages 
scrolling down the PowerShell window.  You may monitor progress in a Virtual 
Infrastructure Client.  On current IBM blades an entire cycle from power-on to VMotion 
including hardware POST, ESXi download, initialization, and configuration into Virtual 
Center is 3:10. 

5 Extension and Debugging 
VMware has several resources for understanding and working with the SDK.  
Documentation may be found at: 
SDK http://pubs.vmware.com/vi-sdk/visdk250/ReferenceGuide/index.html 

Perl http://www.vmware.com/support/developer/viperltoolkit/ 

PowerShell http://www.vmware.com/support/developer/windowstoolkit/ 

Virtual Center exports a Web-based object browser which includes all objects and types 
managed by the system: http://<server>/mob. 

6 Future Work 
These scripts are meant as a prototype for future VI features and as a starting point for 
automation and could be improved in many ways. 
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In the short term, additional and more complex element configuration examples need to 
be added such as VLANs, network fail-over policies, and storage multi-pathing.   The 
Midwife should become a legitimate Windows (or Unix/Linux) service, complete with 
installer.  Additional error handling is always welcome. 
  
In the medium term much of the configuration activity will be subsumed by future 
Virtual Center functionality – these scripts should be viewed as a prototype. 
 
In the long term higher-level tools could be developed which use more business 
knowledge to provision or reprovision hardware dynamically.  The midwife could take 
into account location (via IP subnet), cluster load, business need, etc. 
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