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Leveraging VMware® Consolidated Backup for Disaster Recovery

Lab 1 - Lab Introduction

Thislab is designed for the student who has minimal knowledge of VMware® Consolidated Backup (VCB).
The intent isto demonstrate the capabilities of VMware Consolidated Backup by performing installation,
configuration, image level, and file-level backups. Y ou will be guided through a restore process of a backup
performed by VCB as well.

The diagram below shows a graphical representation of how each lab set is configured. There are 24 individual
lab setsin thislab. Each set hasits own ESX Server hogst, Virtual Center Server, VCB Proxy Server, workstation
(laptop), and presentation of storage (3 LUNS).

i ',' SAN ‘S‘.EJrage Array \ )
i L]
e C—
VMFS-3 VMFS-3 NTFS
256G 256G 50G
\ (YMFS Lun=oea) (YMFS_Lun=oeg) {Hosding Tank) .

Each lab set will have its own credentials used to log in and view their set of servers.
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Leveraging VMware® Consolidated Backup for Disaster Recovery

Lab 1 — Minimum Requirements

Consolidated Backup Software and Hardware
Requirements

Requirements for VMware Consolidated Backup include:

One or more VCB proxy systems running Microsoft
Windows 2003 SP1. The VCB proxy needs to be
connected to the VirtualCenter Server managing your
ESX Server cluster or to a single ESX Server system if
you are not using VirtualCenter and have only one ESX
Server system. To connect to Fibre Channel (FC) SAN,
the VCB proxy needs a FC host bus adapter (HBA).
Backup software that Consolidated Backup supports. For
a list of supported third-party backup packages, see the
VMware Infrastructure 3 Backup Software Compatibility
Guide.

Backup hardware, such as a tape system.

One or more ESX Server 3.x systems.

Fibre Channel SAN storage hosting VMFS or RDMs. The
VCB proxy needs to have access to SAN LUNSs.

Note: If you are using VCB 1.03, you must be using
VirtualCenter 2.02 and ESX 3.02

Verify Requirements and Pre-Requisites

Verify all the requirements listed here have been met
prior to installing VCB on the server.

A.

I ®

Verify that you are logged into the laptop and
can see the desktop. (Laptops are set up to auto
logon.)
Establish an “RDP’ session to the VCB Proxy
machine vcbxx, where xx is the lab station
number to which you are assigned.
e Username is studentxx, where xx isthe lab
station number to which you are assigned.
e Passwordisvmware.
Note: The rest of the stepsin this lab will
be performed from the VCB Proxy Server
using the RDP Session.
Verify VCB setup fileislocated in folder on
desktop.

. Verify that you see two 25 GB disks and one

50 GB disk. 1 disk should be an NTFS volume
named Holding_Tankxx, where xx isthe lab
station number to which you are assigned, and
the other (2) 25 GB LUNs are healthy
unknown partitions.

Launch the Virtual Infrastructure Client and
log in to Virtual Center. The Virtual Center
name is vexx, where xx is the lab station
number to which you are assigned.

Username is studentxx, where xx is the lab
station number to which you are assigned.
Password isvmwar e.

Verify you can see one ESX host named
ESXxx, where xx isthe lab station number to
which you are assigned. Also, verify there are
two running virtual machines on the ESX
Server host named VM xxA, and VM xxB,
where xx is the lab station number to which
you are assigned.

Verify the VCB Proxy is running Windows
2003SP1 or higher.

Verify the VCB Proxy has a Host Bus Adaptor
and a Network Interface Card.

VMworld 2007




Leveraging VMware® Consolidated Backup for Disaster Recovery

Lab 2 — VCB Installation

NDDWS'system32'cmd.exe

Microsoft Windows [Version 5.2.37981
(C> Copyright 1985-20@3 Microsoft Corp.

C:\Documents and SettingsMidministrator>diskpart
Microsoft DiskPart version 5.2.3790.1838
Copyright (C) 1999-2001 Microsoft Corporation.
On computer: ISCSI

DISKPART> automount disahle

Automatic mounting of new volumes disahled.

DISKPART> automount scrub

Autonatic mounting of new volumes disahled.

DISKPART) exit

Leaving DiskPart...

C:\Documents and Settings\Administratordexit,

DizkPart successfully scrubbed the mount point settings in the system.

Step 1 — Disabling Automatic Drive
Letter Assignment

All versions of Windows, except Windows 2003
Enterprise Edition and Windows 2003

Datacenter Edition, automatically assign drive letters
to each visible NTFS and file FAT volume. For
Consolidated Backup, change this default behavior so
that volumes are not mounted on the proxy
automatically.

Note: We are running Windows 2003 R2
Enterprise edition on thislab. Therefore, thereis
no need to run the commands provided in this
section.

A. Shut down the VCB Proxy.

B. Disconnect the Windows Proxy from the SAN.

C. Boot the VCB Proxy and log in with an
account that has administrative privileges.

D. Open acommand line interface.

E. Runthedi skpart utility by typing

Di skpart

F. Disable the automatic drive letter mapping by
typing:

aut onount di sabl e

G. You can clean out previously mapped entries
stored in the registry by typing:

aut onount scrub

H. Typeexit and pressEnter.

I. Typeexit againto quit the command prompt
session.
Shut down the VCB Proxy.

. Re-connect the Windows Proxy to the SAN.
Boot the VCB Proxy.

X &
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Leveraging VMware® Consolidated Backup for Disaster Recovery

Step 2 - Installing the Framework

A. Doubleclick the folder called VCB 1. 03
located on the desktop.

B. Launch the setup by double-clicking on the file
named VMhar e vcb-51389. exe.

i:-,\ﬂ‘ ¥Mware Consolidated Backup Framework [ x|

Welcome to the installation wizard for
V¥Mware Consolidated Backup Framework

The installation wizard will install YMware Consolidated Backup
Framewark on your compuker, Ta continue, click Mexk.

Wi ARMIMG: This program is protected by copyright law and
international treaties,

= Bark Cancel I

Step 3 — Welcome to the Installation
Wizard

A. Begin theinstallation of the Framework by
clicking Next.

i?fA ¥Mware Consolidated Backup Framework

License Agreement

Please read the Followin

YMWARE MASTER END USER LICENSE AGREEMENT ﬂ

NOTICE: BY DOWNLOADING AND INSTALLING, COPYING OR
OTHERWIGSE UZING THE SOFTWARE, YOU AGREE TO BE BOUND
BY THE TERMS OF THIS EULA. IF YOU DO NOT AGREE TO THE
TERMSE OF THIZ EULA, YOU MAY NOT DOWNLOAD, IMSTALL,
COPY OF USE THE SOFTWARE, AND YOU MAY RETURN THE
UNUSED 3OFTWARE TO THE VENDOR FROM WHICH YOU
ACQUIRED IT WITHIM THIRTY (30) DAYS AND REQUEST A
REFUND OF THE LICENSE FEE, [F ANY, ALREADY PAID UPON =]

* 1 arcept the terms in the license agresment

™ 1 dnnot accept the terms in the license agreement

ImstallShield

= Back

Cancel |

Step 4 — Accept the EULA

A. Accept the End User License Agreement by
clicking the radio button next to “I accept the
termsin the license agreement” and click Next.
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Leveraging VMware® Consolidated Backup for Disaster Recovery

{i# ¥Mware Consolidated Backup Framework I
Destination Folder

Click Mext tainstall to this Folder; or click Change ko install to a different Folder.

i Install ¥Mware Consolidated Backup Framework to:
\ C:\Pragram Filesi¥Mware!YMware Consolidated Backup Change... |
Framework) =

< Back, Cancel I

Step 5 — Choose Destination Folder

A. Choose your destination folder and click Next.

i ¥Mware Consolidated Backup Framework

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want ta review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

Inistal|Shield

= Back Cancel |

Step 6 — Begin the Installation

A. Continue the installation by clicking Install.

Security Alert - Driver Installation |

92‘-“ The driver zoftware you are installing for:
2l

Widware Virual Volume Storage Bus

haz been signed with Authenticode[T ] technology. The publizher's identity
haz been verified, and the driver has not been modified since it was published.

Published by: Whdware, Inc.
Date published: 7/12/2007
Publisher authenticity verified by YenSign Class 3 Code Signing 2004 Ca

Howerer, thiz driver cannot be tested by Microzoft Windows Hardware Quality
Labs to verify itz compatibility with this version of Windows, [Tell me more about
thiz testing.|

Dro wou trust this publizher and want to install the driver?

Yes |

tore Info I

Step 7 — Install the VMware Virtual
Volume Storage Bus driver

A. Acknowledge that you wish to install the driver
by clicking Yes.
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Leveraging VMware® Consolidated Backup for Disaster Recovery

i'.__?— ¥Mware Consolidated Backup Framework I

Installation Wizard Completed

The installation wizard has successfully installed YiMware
Consolidated Backup Framework, Click Finish to exit the wizard.

< Back Cancel

Step 8 — Completing the Install Wizard

A. Finishtheinstallation wizard by clicking
Finish.

VMworld 2007




Leveraging VMware® Consolidated Backup for Disaster Recovery

Lab 3 — Perform a Full Image Backup

OOEGEE

I Untitled - Notepad
File Edit Format WView Help

vcbmounter. exe -h vexx.vmworld.com -u studentxx -p vmware -a
ipaddr :vmxxa. vmwor 1d. com -r x:\backup‘vmxx-full -t fullwvm

Step 1 — Create vcb-full-image-backup
file

A. Open Notepad by clicking Start, Run, typing
Notepad, and pressing Enter.
B. Type command (all oneline)

vcbrount er . exe

—h vexx. vewor | d. com

—u studentxx —p vmware

—a i paddr: vnxxa. vmwor | d. com

—r x:\ backup\ vinmxxa-ful

-t fullvm —m san

C. Savethefilewithfileinc: \ program

files\vmwar e\ vimnar e consolidated
backup framework:

Filename: vcb-ful | -i mage-
backup. bat
Filetype: ANSI

D. Exit Notepad.

o | C: WINDDWS', system32'cmd.exe - vcbmounter -h ycD1.ymworld.com -u student... [Ei[=] E3

Step 2 - Run vcb-full-backup script

A. From acommand prompt, navigate to
c:\ Program Fi | es\ VMrar e\ VMnar e

Consolidated Backup Framework and run

vch-ful | -i mage- backup. bat

NOTE: Ignore the “ Unsetting unknown path...” and
“Could not log out” error messages.
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Leveraging VMware® Consolidated Backup for Disaster Recovery

Lab 4 — Perform a File Level Backup

I Untitled - Notepad

Fle Edt Fomat View Hep Step 1 — Create vcb-pre-backup file

vchmounter. exe -h voxx.vmworld. com -u studentxx -p vmware -a
ipaddr :vmxxb. vmwor1d. com -r x:‘backup\vmxx-file -t file

NOTE: Make sure you are still on the VCB Proxy
Server.

A. Create anew file with Notepad, and enter (all
oneline)

vcbrount er . exe

—h vexx. viewor | d. com

—u studentxx —p vmware

—a i paddr: vmxxb. vmnor | d. com
—r Xx:\backup\vmxxb—-file —t
file

B. Savethefilewithfileinc: \ program
files\vmwar e\ vimwar e consolidated
backup framework:

File name: vcb- pr e- backup. bat
Filetype: ANSI

C. Exit Notepad.
NOTE: The command entered in the text file will

normally be integrated into your backup software. It
is shown here for demonstration only

Step 2 — Run the vcbh-pre-backup file

: This machine has 3

A. Open acommand line by clicking Start, Run,
typing cnd, and pressing Enter.
B. Change Directory to:

unting e e SR c:\program fil es\vmar e\ vhmar e
consol i dat ed backup franmework

unt
mount

C. Runvchb- pre-backup. bat
D. Wait until it has finished.

VMworld 2007 8




Leveraging VMware® Consolidated Backup for Disaster Recovery

Lab 5 — Create a Post Backup Batch File

ODEELS

I Untitled - Notepad
File Edit Format Wiew Help

vchmounter. exe -h voxx.vmworld.com -u studentxx -p vmware -U
x:\backup'vmxxb-file

Step 1 — Create a post backup batch file

Once the backup has been completed, the mount point
created earlier inthevchb- pr e- backup. bat file
will need to be removed. This can be performed by
performing the following steps:

A. Open Notepad.
B. Type (al oneline)

vcbmounter .exe —h vexx.vmwor ld.com
—u Administrator —p vmware
—-U x:\backup\vmxxb-file

C. Savethefilewithfileinc: \ program
files\vmwar e\ vimnar e consolidated

backup framework:

Filename: vcb- post - backup. bat
Filetype: ANSI

D. Exit Notepad.

¢+ |Command Prompt 0] ]

glam FllBu\UHUale\UHURIB Gonsolidated Backup Framework>vchmounter.exe —h ul!
-p vnware —U x:“\backup‘wmnBZh-file
ﬂpp 5388 infol Cunent working directory: C:sProgram
olidated Hackup Framework
'BaIaLlh., 5388 infol HOSTINFO: Seeing AMD CPU. numCore|

[2887-88-28
ical CPUS.

BaseLibs® 5388 infol HOSTIMFO: This machine has 2 phys|
and 4 logical CPUs.

[2007-08-28
8783 F

[28@7-A8—-28 AA:25:35.406
path: svmomi/

B8:25:34.648 ’BaseLibs” 5388 infol Using system libcrypto. version 9|

*BaseLibs’ 5388 warningl [Umdb_Unset] Unsetting unknown|

Unmounted x:“backup:umB2b—filesdigits»1n (formatted)
Unmounted x:“backupsumBZb—filexdigitss2n (Fformatted)
Deleted dnectmy ®:\backupswn@. lesdigitssis
filevdigits™2s
filendigits™
filenletterssGn
ory x:sbackupunB. filexletterssDx
Deleted dnectmy x:%backupswnBZh-files\letterss
Deleted directory x:sbackup unB2Zh-file

IC:“\Program Files\UHuware\UMware Consolidated Backup Framework>

Step 2 — Run the vcbh-post-backup file

A. Open acommand line by clicking Start, Run,
typing cnd, and pressing Enter.

B. Change Directory to:

c:\program fil es\ viwar e\ vmnar e
consol i dat ed backup franmework

Runvchb- post - backup. bat
D. Wait until it has finished.
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Leveraging VMware® Consolidated Backup for Disaster Recovery

Lab 6 — Restore a Virtual Machine Using VMware Converter

Step 1 — Launch VMware Converter

A. Double click the VMware Converter icon
on your Desktop.

Bimortiaten (oeigeeriats O O # Be iy [ ctiaFam: <] ]
10| Descrpeks 1 source Joesraton  [Progess [ wshs | St Fve. 1 Erdt Trve. 1
[No Tasks]

Step 2 — Import Machine

A. Click Import Machine.

YWelcome to the Vidware Converter
Import Wizard

This wizard will step vou through the process of imparting a
physical machine, an ES¥ server, or a standalone wirtual machine
inta any type of YMware virtual machine.

Source
wWhat do you want ta import?

¥Mware Converter Import Wizard

Cancel

Step 3 —VMware Converter Import
Wizard

A. Click Next to begin the process of
importing aVVCB backup.

&

Step 2t Destination
Step 3 Customization
Ready ko Complete

Step 1: Source [paoures

?“.\ il

=
CLER i

Step 1: Choose a source forimport
This may be:

this physical computer

aremate physical computer

WMware virtual machine

Micrasoft Virtual Machine

Symantec Backup Exec{TH) System Recovery or Ghost 2
image

Log Infa ==

Help

< Back I et = I iZancel |
L.

Step 4 — Choose a source

A. Click Next to choose a source for import.

VMworld 2007
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Leveraging VMware® Consolidated Backup for Disaster Recovery

¥Mware Converter Import Wizard

Source Type
wihat do you want to import? | )

Step 1: Source [ ource

Source Type " Physical computer

Yirkual Machine

Source Data
Step 2@ Destination
Step 31 Customization " ESX server or YirtualCenter virtual machine
Ready to Complete

Create a virtual maching from any computer on your
nigtwork,

A virbual machine From YMware ESX Server or WMware
WirtualCenter,

= Standal virtual machine, backup or disk image:

A VMware Workstation virtual maching, 3rd party
wirbual machine, YMware Consolidated Backup (WCE),
or 3rd party disk image,

Log Info = |
Help | < Back, et = Caneel |

Step 5 - Choose a source (cont'd)

A. Select Standalone virtual machine,
backup, or disk image and click Next.

¥Mware Converter Import Wizard

Select Yirtual Machine
Browse to the virtual machine or image you wish to import, !;

Step 1: Source
Source Type

Yirtual Machine TR i =

Source Data I Browss...
Step 2@ Destination

Skep 3: Cuskomization
Feeady to Complete

Log Info => |
Help | < Back, I [lext > I Cancel |

Step 6 — Select Virtual Machine

A. Click Browseto sdlect the Source VM or
image, and click Next.

Open ﬂ

Loak i IJ i a-full j L] £ Ed-

File nisme 012 e | geen |
Cancel |

Files of type: IA\I Supported Files ﬂ

Step 7- Select Virtual Machine
(cont’d)

A. Select x:, then go into the backup folder,
inside vmO1l1a-full, and choose vmOla.vmx
and click Open.

VMworld 2007
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Leveraging VMware® Consolidated Backup for Disaster Recovery

¥Mware Converter Import Wizard I

Select Yirtual Machine

Browse ko the virtual machine or image you wish to import, !-_.] Step 8 - Sel eCt Vi rt u al Mac h I n e
(cont’'d)

Skep 1: Source
Source Type
¥irtual Machine
Source Data

Step 2: Destination

Skep 3 Customization

Ready ko Complete

Source ¥M or image:

I ¥ihbackupyrm01a-FulllYMOLA, v

A. Click Next.

Log Infa ==
Help | < Back | Hext % | Cancel |

¥Mware Converter Import Wizard

Select Yirtual Machine
Erowse to the virtual machine or image you wish to import. !l-

Step 9 — Select Virtual Machine
(cont’d)

Source Tvpe .
¥irtual Machine e i BT (=

Source Data

s [RAbatkopvroza FalazA v prowse. | The operation system information is

Step 3: Customization

)51 Gt retrieved at this point.

‘ @ Reetrieving operating system information. .. ‘

Log Info >

Caniel |

Helm | < Back | Tdexh = |

¥Mware Converter Import Wizard

Source Data

Choose the disks ko import and specify their size, !-_.] St e p 10 - S O u r C e D at a

I3

Step 1: Source ¢ Import all disks and maintain size . .
Source Type " Select volumes and resize ko save or add space. A : The defal'll t $I eCtI onis to I m por t
Yirbual Machine ‘ou may choose From the menu or bype in a size {in G6 or MB) a] I dl sks an d ma] ntal n S ze
Step:tln Blah) I Tulsl Sz I B A h def I d I . k N
Shep 3t Customization Diski 2.00GB ch)t t e au t, and CliCi eXt .
Ready to Complete Diskl 2.00GE

Lag Info ==

Cancel |

Help < Back I Mext = I

VMworld 2007 12




Leveraging VMware® Consolidated Backup for Disaster Recovery

¥Mware Converter Import Wizard

Destination
Wwhere do you want to put the new virtual machine?

5 Step 11 — Choose a destination

—Destination

A. The next step isto decide where the new
virtual machine will be placed.
B. Click Next to continue.

Step 1t Source
Source
Wirkual Machine
Source Data
Step 3i Cuskomization ]
Ready bo Complete u._!l

aiiu 11;

i

Step 2: Choose a destination for the new virtual
machine

Log Info == |

Cancel |

Help | < Back I Mext = I

¢Mware Converter Import Wizard |
Destination Type !_
|

‘Wwhere would wou like o import the new virtual machine?

Step 12 — Destination Type

i~ Destination

A. Select VMware ESX server or
VirtualCenter virtual machine and click
Next.

Step 1: Source
Source Type
Yirtual Machine
Source Data

Step 2: Destination
Destination Login
WM Mame & Location
Host
Datastore
Mebworks

Step 3 Custorization

Ready to Complete

Import this machine to a:

' yYMware ESX server or VirtualCenter virtual maching

" YMware standalone virtual machine

(Workstation, YMware Server, or VMware Player)

Log Info == |

Cancel |

Help | < Back I Mext = I

¥Mware Converter Import Wizard |
westination Login !_
Ol

Choose an ESX or VirtualCenter server where you want the new virtual machine to be
shored,

Step 13 — Destination Login

Step 1: Source —ES¥ or VirtualCenter Server Login A

Source Type

Yirtual Machine

Source Data
Step 2: Destination

Typevcexx. vimwor | d. comfor the
ESX/VC Server.

Log in ko the ESX or VirtualCenter server where yvou would ke your
imported virtual machine to be stored,

Destination Tvpe
Destination Login
WM Marne & Location
Host
Datastore
Mebworks
Step 3: Cuskomization
Ready to Complete

ES¥ [ ¥C Server: | w1, vmworld,com

User name: I student0z

kb
Password: I |

Log Info == |

Help |

< Back I Mext = I

Cancel |

= B. Typest udent xx, where xx isthe lab

number set you were assigned in the User
name field.

Type vmnar e for the password.

Click Next.

o0
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Leveraging VMware® Consolidated Backup for Disaster Recovery

Qo comverteroport vz ]
Destination Login _ 1 1 1 ) )
Choose an ESX or VirbualCenter server where you want the new virtual machine to be EJ Ste p 14 DeS tl n atl O n L O g I n (C 0 n t d

shored,

S SRl —ES¥ or YirtualCenter Server Login

Source Type Log in ko the ESX or YirtualCenter server where you would like your

virtual Machine imported virtual machine to be stored.

Source Data
Step 2: Destination

Destination Tvpe

Destination Login User name: I studentdz
WM Marme & Location

Host Password: I
Datastore
Mebworks
Step 3: Cuskomization
Ready to Complete

The inventory is loaded.

ES¥ [ ¥C Server: | well vmwarld. com j

sk

@ Flease wait as the inventory is loaded. ..

Lo

Log Info == |
Help | < Back | [ext = | Cancel |

[mare Comerter importwizargs |
wrtl;?;:i‘:j:c:inr:n:::;es:I:gtZDFI:I;; for the new virtual machine, !_;J Step 15 - Vi rt u a'I Mac h I n e N am e a'n d
Folder

Provide a name for the new virtual machine and select its Folder location in

Step 1: Source the inventory below, Yirtual machine names can contain up ko 80
Source Type characters, but they must be unique within each inventory Falder,
Wirtual Machine 1
Source Dats Virbual machine name: (maximumn 50 charackers) A - Type VITKX a'_r € St ore for the \4 rtual

Step 2: Destination Dze:st[::‘::ii;:t.‘rnne I winixxa_restors]| ma:hl ne narne, Where XX I S the | ab ﬂ
Destination Login Wirkual Machine Inwventory Location: number you Were a$ gneci
ost | Cluster [£4 patscenteroz B. Highlight Datacenterxx, where xx isthe

¥M Mame & Folder | |2 E? irkual Machines & Templates
Datastore

Netierks lab set number you were assigned, and

Step 3 Custorization

Ready ko Complete Cl | Ck NeXt .

Log Info == |
Help | < Back I Mext = I Cancel |

¥Mware Converter Import Wizard

Host or Cluster
Select the host, cluster, ar resource pool From which you waould like to run this virtual !l-
machine.

Step 16 — Host or Cluster Selection

Step 1: Source Select the host, cluster, or resource pool within a host or cluster From A- CI I Ck eSXXX.VI'nWOI' | d'Coml Where XX IS

Source Type ; i o i i .
Vit Machine which you wish ko run this virbual machine, the Iab H number you were assi gned, and
Source Data |75 Datacenteroz H
Step 2: Destination B Discovered Virtual Machine Cl I Ck NeXt .
Destination Tyvpe B esx02.vmworld.com

Destination Login
Y1 Mame & Folder
Host / Cluster
Datastore
Metwaorks
Step 31 Customization
Ready to Complete

Log Info =3 |
Help | < Back. I Mext = I Cancel |
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¥Mware Converter Import Wizard |

Datastore

‘which datastore should be used For this virtual machine's files and disks? !l-

Step 1: Source
Source Tvpe
Virtual Machine
Source Data

Step 2: Destination
Destination Tvpe
Destination Login

Host | Cluster

Netwiorks
Step 3 Customization
Ready to Complete

I Name & Folder

The disks you've selected to import require 4,00 GB,

Choose a datastore For the imported virtual machine:

Datastore | Available space |
WMFS_LUMOZA 18,75 GB
WMFS_LUMNOZE 19.89 GB

Advanced > |
Log Info == |

Help |

< Back I Mext = I

Cancel |

Step 17 - Specify the Datastore for
the virtual machine

A. Highlight the VMFS_LUNXXA datastore
and click Next.

¥Mware Converter Import Wizard I

Datastore

Which datastore should be used For this virtual machine's files and disks?

s

Step 1: Source
Source Type
Yirtual Machine
Source Data

Step 2: Destination

The disks you've selected ta import require 4,00 GB,

Choose a datastore For the imported virbual machine:

Datastare

| Available space

WM Mame & Folder
Host | Cluster
Datastore
Metworks
Step 3: Custornization
Ready to Complete

Destination Type frrs_conaza 18.75 GB
Drestination Login WMFS_LUNOZE 19,59 GE

@ Checking destination availability. ..

Advanced =z |
Log Info == |

Help |

< Back | [dext = | Cancel |

Step 18- Specify the Datastore for
the virtual machine (continued)

A. The source and destination are checked. No
action isrequired on your part.

¥Mware Converter Import Wizard [

Networks

Map this virtual machine's NICs ko YirtualCenter network, ' u

Step 1: Source
Source Tvpe
Yirbual Machine
Source Data

Step 2: Destination
Destination Tvpe
Destination Lagin
WM Mamne & Folder
Host [ Cluster
Datastore
Networks

Step 3 Cuskomization

Ready to Complete

How many MICs do you wank to have?

=

| Conneckion Opkions |

Metwork Adaptor | Tebwork

hd B Conmect at po

Log Info == |

Help |

< Back I Mext = I

Cancel |

Step 19 - Networks

A. Uncheck the box to Connect at Power on,
since the original virtual machine we
backup up earlier is till powered on and
connected to the network.

B. Click Next.

VMworld 2007
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¥Mware Converter Import Wizard I
& Customization
12"

Wwould you like to customize the guest operating system of the virtual machine?

Step 1: Source
Source Tvpe
Yirtual Machine
Source Data

Step 2: Destination
Destination Tvpe
Destination Login
WM Mamne & Folder
Host [ Cluster

Datastore

Metwarks You can change the hostname, configure the network settings,

Step 3: Customization etc,

Ready ko Complete

‘fou may customize the guest operating system of the new virtual
machine,

™| Install Yware Tiools

™ Customize the identity of the virtual machine

Log Info == |

Cancel |

Help | < Back I Mext = I

Step 20 - Customization

A. Here you are given the opportunity to
customize the identity of the virtual
machine. For purposes of our lab, we will
not customize the identity.

B. Click Next.

¥Mware Converter Import Wizard I
Ready to Complete F_
il

Are these the options wou want to use?

Step 1: Source ‘when vou click Finish, a task will be started that will create a new
Source Type virtual machine from the source, The virbual machine will be created
Yirbual Machine as follows:

Source Data
Step 2: Destination Source -
Destination Tyvpe Source: Standalone virtual machine
A N Disk. Options: Copy all volumes and maintain size
Drestination Login
WM Mame: & Folder Destination
Host | Cluster Mame: wmxxa_restore
Dataskare HostfCluster: es:02 vmworld.com
Dataskore: WMFS_LUMOZA
Networks I Bridged
Skep 3: Customization
Ready to Complete ;I
v Power on the new Yirtual Machine after creation;
v, oo will not be able to use or edit the virtual maching until the
import is complete,

Log Info == |

Cancel |

Help | < Back I Finish I

Step 21 — Ready to Complete

A. At thispoint, you can verify the source and
destination choices you made earlier.

B. Check the box Power on the new Virtual
Machine after creation, and click Finish.

e (i veg [edk fdvnetration (e .
i tnport Machine ([ Configaeachins | O O | 3 o B | |
[Progess | stam | St Teem

16| Cwierption Lsarce | Sestraten
1% O WPoges  ONINON 09:0.. —

|

1 i Inport standaione VM Wihacugin... voOL vesorkd..

Tatk D} Import standalone VM
From  Xr\backuplemOZa- full\VHOZA.vmi o

vedlummworid.cam

Furmenary

Step 12 Connecting to Vewane Comeerter Agent on bacallunt
Skep 23k virtual mach h

Step 22 — VMware Converter in
Progress

A. VMware Converter now begins the import
process. This process will take a couple
minutes.
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& wwore owvmrtee |
B (R en Tk Adwtrstn Lk

i brgort Hachine. (g ConfigreMachion. | 1) O | 8 it By |<Nn|’nn, vI e
10| Doscriphion Source Sart Tine

[ o | B Fral Tewe:

Basct ru pedati. .
Shigping eive ebtrr mapoing adinteend...
Step 3: Preparing target virbual machine

e Cormventer degrrd ko ¢ aburst ak 1 i ol cornertre®
ter Chent lages on this computer ca be xparted, o Found ot "Cr\Doaments
e kgt s Stored on & anporary basis, and should b retrieved a s00n s possbls,

Step 23 - Import Complete

A. Once theimport is complete, you will see a
status of Completed.

[ vco1.vmworld.com - ¥irtual Infrastructure Client

File Edit Yiew Inventory Administration  Help

S 97 %@
Inventony Scheduled Tazks vents

2l &o

Adrnin Maps
« » [ B
=] E? Hasts & Clusters Hosts & Clusters
=l [ Datacentern2
= E 2. vrarld . comn BEIEWEE A irtual Machines ! Hosts
(3 wmnzs, Mame | Hosts
Cf3 ¥M0zE i DatacenterDz 1

[ wmxza_restore

Step 24— Verify VM Restore Process

A. Connect to Virtual Center using the VI
Client.

B. You should see vmxxa_restor e powered
on, where xx is the lab set number you were
assigned.

Process Compl ete!
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Optional Exercise— Configuring the Consolidated Backup Framework

=
* Generic configuration file for WMware Consolidated Backup (WCEB].
i

’,ﬁ‘e
* Directory where all the wM backup jobs are supposed to reside in.

* For each backup job, a directory with a unique name derived from the
* backup type and the WM name will be created here.

* IT omitted, BACKUPROOT defaulfs fo ciy\mnt.

*
* Make sure this directory exists before attempting any vM backups.
*

£/ BACKUPRDOT="C:i\ymnt";

*

* URL that is used by "mountwm" to obtain the block 1ist for a
* disk image that is to be mounted on the backup proxy.

-

* Specifying this option is mandatory. There is no default

* walue.

i
HOST="bu0z.eng.wvimware. com' ;

*

* Port for communicating with all the VWC SDK serwvices.
* pefaults to 902
-

4
// PORT="302";

* Username/password used for authentication against the mountwm server.
* Specifying these options is mandatory.

*

USERNAME="root";

PASSWORD=">00¢" §

'_,—’w

* SNAPSHOT_POLICY determines how disk snapshots for backup are being created:

+1 "automatic”
A snapshot is being generated automatically by the Legato Wetworker
Interoperability Module right before backup and it is being remowed
automatically right after backup.

+1 "manual' -
Exactly one snapshot named "_MCE-BACKUP_" must already exist for
each protected WM. The snapshot is mounted/unmounted on the proxy,
but the snapshot is neither created nor deleted by the Legato Metworker
Interoperability Module. - This can be used to have external tools
manage backup snapshot.

+1) "createonly"
The Legato Metworker Interoperability Module will create the snapshot
for each WM right before it gets backed up, but will not remowe the
snapshot after unmounting.

+1 "deleteonly"
The Legato MWetworker Interoperability Module assumes that the snapshot
named "BACKUP'" has been created beforehand. The snapshot will be deleted
automatically after backup.

This i5 useful when Legato Networker should still be used in the protected
WM to get application-consistent snapshots that are obtained from within
the WM. See README-legato.html for more details.

R R T I BB

The default option is "automatic"

*
/A SNAPSHOT _POLICY="automatic";

Step 1 — Configure the Consolidated
Backup Framework

Essential configuration for Consolidated Backup is
stored in a configuration file called

config.js. It islocated in a subdirectory named config
within the installation directory for Consolidated
Backup

A. Using Notepad, open the file config.js. Itis
located in c:\Program
Files\VMware\VMware Consolidated
Backup Framewor k\config. The default
configuration is shown here.

B. Modify the entry BACKUPROOT=.. to read
BACKUPROOT=e: \ \ nnt (Remember to
remove the comments/slashes at the beginning
of theline).

C. Modify the entry HOST=.. to read
HOST="vcxx. vimawor | d. conf', where xx
isthe lab station number to which you are
assigned.

D. Modify the entry USERNANME=.. to read
USERNAME=" Admi ni strator”.

E. Modify the entry PASSWORD=.. to read
PASSWORD="vimiar e” .

NOTE: Once you have modified thisfilein your own
environment, you would now install your third-party
backup software and compatible module to integrate
with VCB. We will not be previewing any third-party
software in the lab, but felt it was necessary to
mention this step.
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Optional Exercise — Restore a Virtual Machine that Already Exists
Using vcbRestore

Thislab consists of performing arestore of avirtual machine to a different location than where it was originaly
backed up. This does not change any attributes of the virtual machine itself, but rather storesthe virtual machine
in adifferent location.

#% Remote Desktop Connection |Z||E|E|

Step 1 - Connect to the VCB Proxy
[ Remote Desktop Machine
= Connection

A. Verify all steps performed here are on the
VCB Proxy server.

Computer: |vcbn.vmwarld.cum W |

[ Connect H Cancel ” Help ] [ Options == ]

= 7l Step 2 - Open Notepad

= Type the name of a program, folder, document, ar
: Internet resource, and Windows will open it For wou.

Cipen; I nokepad| j

(0] 4 [ I Cancel | Browse, ., |

t - WordPad

=S Wiew In Form elp

e T Step 3 - Open Catalog

Chl+s Westen = BI[|Q§IE=|=|E_E]
O SR RO S R

Sawe A5... =
T 3 s

L A. Click File, then Open.

Print... Chil+p
Frink Prewiew
Page Setup...

LE:ymnky, . Alabl-ve0l s

2 \ikschientic.. jcakalog bt

3 EfymntiTest_BackupDZcatalog
4 Eymnky, . Yabl-fou.vi
send...

Exit

Opens an existing document., [ o

VMworld 2007 19




Leveraging VMware® Consolidated Backup for Disaster Recovery

Open HE
Looki [ sk 2 ofcm Step 4 - Open Catalog (continued)

A. Navigate to Holding Tank partition (Drive
letter X)

B. Double-click the backup directory.

C. Select the vmxxa-full directory and click
Open.

My Documents

by Computer

-

My File name: [ =l Open
! Files of tpe: ITextDocuments [* kut] j Cancel |
Encading: Jans) |
Y/
Open ﬂ
Lock i [ moza ol H ofE Step 5 - Open Catalog (continued)

wrware.log
(2] scsin-0-0-ymoza, vndk

Ll =LI=1- - .

E o A. Change Files of Typeto Al Files
=] scsio-1-0-vm0za_t.umdk B. Highlight Catalog and click Open.
scsiD—l-D-VMDZ.ﬂ_l—sDDl.vmdk
scsil-1-0-¥M02A_1-s002 vmdk
unmount, dat

WMOZA, nvram

YMOZ A,y

wrware-1.log

wmware-2.log

EE wrware-3.0og

Iy Computer vmare-4.iog

wmware-5.log
<

My Documents

File narne: Icatalog j Open
Files of type: |40 Files =l Caricel |
Encoding: IAN 4| j
A
B catalog - Notepad M= E3

File Edit Format Wiew Help

T = | Step 6 - Modify Catalog
state= poweredon

display_name= "wmoza"

uuid= 5012317 5-edh9-1798-8579-3781357c4 520"
cl "5csi0-0-0-vMOZA, vindk "
E VMFS_LUNOZA] WwMO

sk

SN P VA P A. Each line that mentions the datastore
B R ey s A VMFS_LUNxx must be modified.

??§E§t§$332=-¥ﬂ‘&'°313' 53 08110151 2007" B. Change VM xxA/VMxxA.vmdk to

config. suspenddir=""[WMFS_LUNOZA] wMO2A/"
Cont15" Snabshori = "IWES LUNG2AT wiozA, Restored VM XX/Restored VM XX.vmdk
config. filed= "wvmoza.vmsd —_ —_

config. filel= "wvmoza.wmxf"
con;ﬁg.§i1§2= "V?O2A.nvram“ ] ¥
contig. logdir= "[WMFS_LUNOZA] wMOZAS" H H

Cort1g. 1og0= "vware-2.10g" where XX isyour lab station number.
config. logl=s “wmware-1.log"

config. log2= "wmware-3.log"

config. logs= "vmware-4.log"

config. logd= "wmware-5.7o0Q"

config. logi= "wvmware.Tog"

folderpath=_"/Datacenters/Datacenter0z vm/Discovered virtual machine”
resourcepool= " /Datacenters/Datacenter02 /host/esx02. vimwor 1d. com/Resources
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I catalog - Notepad |_ (O] x|
File Edit Format Wiew Help

wersjon= esx-3.0 =]
state= poweredon

display name=_"wM0O2Aa

uuid= "'5012a175- Edbg 1?98 §5F9-3781357c4 520"
disk.scsi0:0.Filename= "scsi0-0-0-vMOZA. vmdk "
disk.scsi0:0.diskname= " [WMFS_LUNOZA] VM02A/VM02A.vmdk“
disk.scsi0:1.filename scs10 1-0-vMOo2A_1, vmdk "

9.
host="esx02. umwar1d. com
timestamp= "Thu Aug 23 09:10:51 2007"

config. suspenddir=""[WMFS_LUNDZA] wMO24/"

contig.snapshotdir=s " [WMFS_LUNDZA] wMO2As"

config.filed= "wmOzZa.wmsd"

config.filel= "vmOZA. vmxf"

config.tilez= "yMO2A. nvram”

config.1ogdir- ' [vMFS_| LUNOZA] W02,

config. Togl= "wmware-2.log’'

config. Jogl=s "wmware-1.log"

config. log2= "wmware-3.Tlog"

contig. log3= "wmware-4.7log"

config. Togd= "wmware-5.7ogQ"

config. logs= "wmware.log"
folderpath=_"/Datacenters/spatacenteroz sm oiscovered virtual machine”
resourcepool= "/Datacenters/Datacenter02 host /esx02. vmwor 1d. com/Resources

catalog - Notepad =[=1E3

File Edit Format “iew Help
=

version= esx-3.0

state= poweredon

display_name=_"wMO2A

LU d= 5012&1?5 edhs- 1798 B85f9-3781357c4520"

disk. "scsi0-0-0-vMOZA, vmdk "

disk. " [VMFS_LUNOZ2A] VMO2A/VMO2A wmdlk "
disk. "S5 0-1-0-vMO2ZA_1. wvmdk "

clisk. "[WMFS_LUNOZA] WMOZASAMOZA_L, wmdk "
config.wmx= " [VMFS_LUNO2A] WMOZASMOZA, vinx"
host="esx02.vmwor1d. com
timestam

scsi0:l. diskname=

contig.

config. "VMOZAL vmf "

conftig. "WMOZA. rvram”

config.1ogdir- ' [vMF5_| LUNOZA] WMOZ A"

config. logo= "wmwarea-2.log"

config. logl= "wmware-1.log"

config. Tog2= "wmware-3.log"

config. log3= "wmware-4.log"

config. logd= "wmware-5.7o0Q"

config. Togs= "wmware.log"

folderpath=_ "/Datacenters/batacenter02/vm/Discovered virtual Machine"”

resourcepool= "/Datacenters/Datacenter0z host/ esx0z2.vmworld. com/Resources

Step 7 - Modify Catalog (continued)

A. Change VM xxA/ to Restored VM XXA/
on both lines that begin with config.

B catalog - Notepad |_ (O] x|

File Edit Faormat Wew Help
=l

version= esx-3.0

state= poweradon

dizplay_nama= "wMO2ZA"

uuid= "5012a175-edh9- 1?98—851:9—3781357:4520”
disk.scsi0:0.filename= "scsi0-0-0-vMOZA. vmdk"

" [WMES_LUNOZA] VMOZA/VMOZA vmdk "
"scsi0-1-0-wMD2A_L1. vmd
disk.scsi0:1. diskname= " [WMFS_LUNOZA] VMOZA/VMOZAgl wmdk "
config.vmx= " [WMFS_LUNO2A] WMOZAAMOZA. vmx"

host="esx02. vmwaor ld. com

timestamp= "Thu Aug 23 09:10:51 2007"

config. suspenddir=""[VMFS_LUNDZA] wMO2A,"

config. snapshotdir= " [VMFS_LUNOZA] wMOZA/"

config. file0= "wMOZA. wmsd"

config. "uMo2 A, umxt

conf

og og

conF1g Togl= “wmware- 1 10g

config. log2z= “wmware-3.log"

config. Tog3= "wvmware-4.log"

config. logd= “wmware-5.7log"

config. Togi= "wmware.log"

folderpath=_ "/Datacenters//Datacenterd? vm/biscovered virtual Machine"
resourcepool= "/Datacenters/sDatacenter0: host/ esx02.vmworld. com/Resources

Step 8 - Modify Catalog (continued)

A. Change VMxxA/ to Restored VM XXA/
where XX isyour Lab station number.

B. Savethefile ascatalog RESTORE.

C. Exit Notepad.
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. 21
Categony:
B Session = SR T I
i T:“ L.-:glglng 1 Specify your connection by host name or [P address
- Temiina
STy Host Mamne [or IP address] Part
Keyboard
gl {192.168.100.120 22
i Featuresz Frotocal:
El- Wwindow | © Raw " Telnet ¢ Rlogin % S5H
i - Appearance — - :
. Behaviour [~ Load. save or delete a stored session
Translation Saved Sessions
- Selection ]
i Colaurs I :
; Default Settings Load
[l Bannection L]
Data Save
Prowsy —]
i Telnet Delete
Rlagin
= 55H
Kek Close window on exit
Q;J;h |  plways  © Mever ™ Only on clean exit
i Tunnels LI
About ] Help ] Open | Cancel ]

Step 9 — Establish a SSH session to
the ESX Server Host

A. Double click Putty on your Desktop
B. Enter your ESX Server host’s IP address
C. Click Open.

-0l x|

Step 10 — Authenticating to ESX
Server

A. Login asyour root user.
B. Enter your password and press Enter.

Note: You need to be able to access the catalog file
and the full virtual machine backup you did
earlier from the ESX Server host. The
recommendation isto access them through either
a CIFSshare or a NFS mount.

sx01:/vmfs /volumes,

Step 11 — Restoring the Virtual
Machine

A. From the console operating system, type (all
oneline)

vcbRestore —h

‘vexx. vemwor I d. comi —u

Adm ni strator —p vmmare -s

/ )mt / SMB_on_VCB/ mt / vinXXa-
full —a ./catal og_RESTORE. t xt

where XX isyour lab station number.

B. PressEnter.
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Step 12 — Restoring the Virtual
Machine (continued)

warning] [Vmdb_Unset] Unsetting unkno

A (VS (Flar A. Oncethe vchrestor e command has finished,
typeexi t.

Note: If the virtual machine you just restored did
not exist in Virtual Center, modifying the catal og
file would not have been necessary.

(%) ¥M01_Test_Restore on labl-esx01.ymware.com e =10] %]
File View ¥M

mulp oo G B | | Step 13 — Power on the Virtual
Machine

A. Log into Virtual Center and power on the
new virtual machine.

B. Choose create for the new UUID transfer
option.

startivg |
Fre

o =nte SETUF, Fiz £
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Optional Exercise — Setting up NFS on Windows 2003 R2 Enterprise.

Windows 2003 R2 now has the ability to create and present NFS shares to other clients. V13 has the ability to
utilize NFS datastores. In our lab, we have an NFS share on the VCB Proxy. For those that may be interested in
this concept, adiagram is provided below to show the relationship between the various components.

Afer HES Snare s
prusaied by the WCB
prowy, i nesds io be added
s o Ceoalis kare wilfen Lhae
EEX server

Wana: The Dalasians
‘fr.w.m}' rame Wi ol

4 ESM=wx nasessaRy eAHCh the nfs
shE e a8 pressmisd
ny VO8

<NFS_ VCB<oe
L ]
]
1
1
VCBax= :
1
-
- -
L o
. %E‘ﬁa{
[ %
L] - o . ™y
" When saiup correcty, tha following commands
r should reault in vewing the SAME directony
’ struchurs.
#
*’ The MF% Sharing capabiily Erom within the WCE Praxy:
# B mats passbly iy usng
1he "HFS Lt tes” row . )
irchuded wilh Wondows L dir x:wmnt
2003 R2
Shen e an the VEE From within the ESX Sanver COS:
F'l,:r.rww' and sfmarmy
aut the Holalng Tam™ (1 « 15 JvnfsSvolumas /NS _WCB<xxs
FaLTE. L
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NOTES
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