Annex 100

VMWARE CONFIGURATION

VMware Version

vSphere Cliente 6.0.0
VMware ESXi 6.0.0

-
&) About VMware vSphere

vSphere Client
Version 6.0.0
Build 3016

http: /fwww . vmware. comgo fpatents.

[

Copyright @ 1998-2015 VMware, Inc. All rights reserved. This product is

protected by copyright and inteflectual property laws in the United States

and other countries as well as by international treaties. VMware products
are covered by one or more patents listed at

SUMMARY INFORMATIONS

@ 172.16.0.100 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

ﬁ E |E§ Home b gf Inventory b [ Inventory

& @

= [@ 172.16.0.100

localhost.localdomain YMware ESXi, 6.0.0, 3620759

[ “Virtual Machines: " Resource Allocation

Performance | Configuration | Users | Events | Permissions

System logs on host localhost. localdomain are stored on non-persistent storage.

(@ Mscada_COM S

{5 Mscada_SYS Getting Started

& s1os

& s Configuration Tssues

|

General
Manufacturer:
Model:
CPU Cores:
Processor Type:
License:

Processor Sockets:
Cores per Socket:
Logical Processors:
Hyperthreading:
Number of NICs:
State:

vMotion Enabled:
VMware EVC Mode:

wSphere HA State
Host Configured for FT:

Active Tasks:
Host Profile:
Image Profile:
Profile Compliance:
DirectPath IfO:

Wirtual Machines and Templates:

Dell Inc,
PowerEdge R730
12 CPUs x 2,399 GHz

Intel(R) Xeon(R) CPU E5-2620
v3 @ 2.90GHz

WMware vSphere & Enterprise
Plus - Licensed for 2 physic. ..
2

]

24

Active

8

Connected

4

A

Disabled

@ NjA
MfA

NfA
ESXi6.0.0-201603020015t...
© N

Supported 3

Resources

CPU usage: 752 MHz Capacity
i 12x% 2,399 GHz

Memory usage: 13976,00 MB Capadty
T, gt e 43056,29 MB

Storage - | Drive Type | capacty |

@ Datastore Non-550 1,82 TB

4| [} | »
Network | Type | Number of V
& 618502 standard port group

& 518508 Standard port group

8 VLANTRUNK Standard port group

% VLANTRUNKZ  Standard port group

e

1 |

Fault Tolerance

Fault Tolerance Version: 6.0.0-6.0.0-6.0.0

Refresh Virtual Machine Counts
Total Primary YMs: 0
Paowered On Primary VMs:

o
Total Secondary VMs: 1]
Powered On Secondary YMs: L]

Commands

Host

& New Virtual Machine
& New Resource Pool
fl Enter Maintenance Mode

B Reboat
Eg shutdown

Manage this host through YMware vCenter.
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Virtual MACHINES LIST

@ 172.16.0.100 - vSphere Client

dit View Inventory Administration Plug-ins Help

8 |g_g§ Home b g Inventory b [l Inventory

& &
= [@ [172.16.0.100 localhost localdomain VMware ESXI, 6.0.0, 3620759
(3 Mscada_COM = = =
) Mscada_S¥S Getting Started " Summeary - [EIETEITRIRERY Resource Allocation | Performance: Configuration " Users | Events | Permissions
I
@ siP
Name | State | Provisionedspace| Used Space | Host CPU-MHz | Host Mem - MB | GuestMem -% | Notes
@ sP Powered On 112,18 GB 112,18 GB 3
@ Mscads_COM Powered On 112,13 68 112,13 GB 2
@ Mscada_5¥5 Powered On 112,13 68 112,18 GB o EIEETEE
& si0s Powered On 112,19 68 112,13 GB o EEEEEEE

Resource application

@ 172.16.0.100 - vSphere Client

File Edit View Inventory Administration Plug-ins Help
B8 ‘g Home b g Inventory b [El Inventory
& &

B [ [172.16.0.100 localhost Jocaldomain VMware ESXi, 6.0.0, 3620759
(3 Mscada_COM _ = -
@ Mscada_SYS Getting Started * Summary  Virtual Machines [EELIEINIMNGILIN Performance * Configuration  Users = Events ' Permissions
& sios
i P cru Memory
Total Capacity: 25340 MHz Total Capacity: 43419 MB
Reserved Capadity: 0 MHz Reserved Capacity: 402 MB
Avallable Capacil 25340 MHz Available Capacity: 43017 MB
Memory| Storage
| Reservation-MHz | Limit- MHz | Shares | Shares Value | % Shares [ Type
5 Mscada_SYS 0 Unlimited Normal 2000 25 N/A
& slos ] Unlimited Normal 2000 25 NjA
G Mscada_com ] Unlimited Normal 2000 25 NiA
ﬂ SIP 0 Unlimited Normal 2000 25 NfA
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CONFIGURATION - HARDWARE SETTINGS

Networking configuration (temporaryy()

@ 172.16.0.100 - vSphere Client

File Edit View Inventory Administration Plug-ins Help
E |9 Home b g8 Inwentory b Bl Inventory
& &

B [ 172.16.0.100] localhost localdomain VMware ESXi, 6.0.0, 3620759
(i3 Mscada_COM
{3 Mscada_SYS Getting Started | Summary * Virtual Machines ' ResourceAllocation | Performance Ll Users ' Events = Permissions
s SI0S -
E; i Hardware View: |vSphere Standard Switch
Health Status Networking
Processors
Memory Standard Switch: vSwitchd Remove... Properties...
StreAge VMkemsl Port Physical Adapters
» Networking i Management Netwark @ ¢ ¢ oE vmnicd 1000 Full | L2
Storage Adapters vmk0 : 172.16.0.100

—

Network Adapters feB0::266e:96ff:fe15:6dba
Advanced Settings

Power Management .
Standard Switch: vSwitchi Remove.., Properties...

Software Vil
G4 618504
= |4 virtual machine(s)
SIP
Mscada_COM
Mscada_SYSs
5105

ine Port Group Physical Adaprers

BB vmnicl 100 Full |52

Licensed Features

Time Configuration

DNS and Routing

Authentication Services

Virtual Machine Startup/Shutdown
Virtusl Machine Swapfile Location
Security Profile

Host Cache Configuration standard Switch: vSwitch2 Remove... Properties...
System Resource Reservation i
Agent VM Settings 5618508

Advanced Settings [ |4 virtual machine(s)
SIP

Mscada_COM
Mscada_5Y5

5105

e

Machine Port Group Physical Adapiars

B vmnic2 100 Full |52

P

Standard Switch: vSwitch3 Remove... Properties...
Virual Machine Port Group
5 VLANTRUNK
[ {2 virtual machine(s)
SIP
Mscada_COM

Physical Adapters
Lo B vmnicd 1000 Full | G2

o=

Standard Switch: vSwitchd Remove.., Properties...
Vi ine Part Group
B VLANTRUNKZ
= |3 virtual machine(s)
Mscada_COM
Mscada_SYs
5105

Physical Adapters
b—o B vmnics 1000 Full | §J

iEe S
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Network adapters (temporary).

@ 172.16.0.100 - vSphere Client

File Edit View Inventory Administration Plug-ins Help
[« =] ‘g} Home b g Iventory b [ Inventory
& @

B [ [172.16.0.100
([ Mscada_COM

B Mecada_5YS a rted | Summary [ Virtual Ma e Configuration Events | Per
% 325 rdware wrkmmes :
Device | Speed | Configured | Switch | MACAddress | Observed TP ranges | Wake onLAN £
Heslth Stafus Intel Corporation I350 Gigabit Network Connection
Fracssos BB vmnic? Down Negotiate None None No
Memory E@ vmnics Down Negotiate None None No
Storage BB vmnics 1000 Full  Negotiate vSwitché al:36:9f:a8:2c:6d  None No
Networking HB vmnicd 1000 Full  Negotiate vSwitch3 None Yes
Storage Adapters B vmnic Down Negotiate None 24:6e:96:15:6ckbb  None Yes
+ Network Adapters B vmnic2 100 Full 100 Full vSuiteh2 24 S:6dba  None No
Advanced Settings B@ vmnicl 100Full 100 Full Switch1 24:6e:96:15:6d:b9  172.16.1167-172.161167  No
Power Management BR vmnico 1000 Full  Negotiate vSwitchd 24:6e:96:15:6d:b8 172.16.0.55-172.16.0.55 No

Software

Licensed Features

Time Configuration

DN and Routing

Authentication Services

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile

Host Cache Configuration
System Resource Reservation
Agent VM Settings

Advanced Settings

CONFIGURATION - SOFTWARE SETTINGS

Licenced features

Q‘J 172.16.0.100 - vSphere Client

File Edit View I[nventory Administration Plug-ins Help

E |E} Home b g Inventory b [F] Inventory

[172.16.0.100] localhost.Jocaldomain VMware ESXi, 6.0.0, 3620759
3 Mscada_COM . = E f
@ Mscada_SYS Getting Started | Summary © Virtual Machines ' Resource Allocation | Performance - JeliifeMeiiie Users: ' Events ' Permissions
SI0S
% Sip Hardware Licensed Features
Health Status ESX Server License Type
Processors
) Product: YMware vSphere & Enterprise Plus Licensed for 2 physical CPUs {unlimited cores per CPU)
Memary License Key: 14211-8Y10N-28084-031KP-2N46]
Storage Expires: Never
Metworking

Product Features:
Storage Adapters Unlimited virtual SMP
H.264 for Remote Console Connections

b Bl i wCenter agent for VMware host
Advanced Settings wSphere ARL
. Content Library
Power Management
= Storage APIs
WMsafe
Software vSphere vMation
X-Switch vMotion
v Licensed Features vSphere HA
Time Configuration vSphere Data Protection
3 wShield Endpoint
DMS and Routing vSphere Replication
Authentication Services VShiE||d ZDH;S ;
: i Hot-Pluggable wirtual HW
Virtual Machine Startup/Shutdown vSphere Storage vMotion
Virtual Machine Swapfile Location Shared Smart Card Reader

i wSphere FT (up to 4 virtual CPUs)
Security Profile Virtual Volumes
Host Cache Configuration AFIs for Storage Awareness
Storage-Policy Based Management
wSphere Storage APIs for Array Integration
Agent VM Settings wSphere DRS

i y Remote virtual Serial Port Concentrator
Advanced Setangs MPIO /Third-Party Multi-Pathing
Big Data Extensions
Reliable Memary
wSphere Distributed Switch
w5phere Host Profiles
wSphere Auto Deploy
SR-IOV
wSphere Storage 1/O Control
Direct Path vMotion
wSphere Storage DRS
w5phere vMotion Metro
wSphere View Accelerator
w5phere App HA
wSphere Flash Read Cache
Cross Virtual Center vMotion
wGPU

System Resource Reservation

4
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Time Configuration

@ 172.16.0.100 - vSphere Client

File Edit View Inventory Administration Plug-ins Help
E |E} Home [ gf] Inventory D@ Inventory
& &

= [@ [172.16.0.100

localhost localdomain VMware ESXi, 6.0.0, 3620759

Advanced Settings

Power Management

Software

Licensed Features

v Time Configuration
DMS and Routing
Authentication Services
Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile
Host Cache Configuration
System Resource Reservation
Agent VM Settings
Advanced Settings

DNS and Routing

@ 172.16.0.100 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

E |En Home b gf] Inventory [ ﬁ Inventory

& &
= [ [172160.100]

Power Management

Software

Licensed Features

Time Configuration

DNS and Routing

Authentication Services

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile

Host Cache Configuration
System Resource Reservation
Agent VM Settings

Advanced Settings

localhost.Jocaldomain VMware ESXi, 6.0.0, 3620759

3 Mscada_COM ;
{3 Mscada_SYS Getting Started | Summary ' Virtual Machines | Resource Allocation | Performance el llle s}
% z:gs Hardware DNS and Routing
Health Status iR
Processors
Name
Memary Domain
Storage
MNetworking DNS Servers
Storage Adapters M:::hod .
Preferred DNS Server
Metwork Adapted
Pl Alternate DNS Server
Advanced Settings

Search Domains

Default Gateways

VMkernel
VMkernel IPvG

E\‘EI'I{ZS

, Ls Ei’S

Permissic

localhost

Static

Mscada_COM i : :
% Mscada_SYS Getting Started ' Summary © Virtual Machines ' Resource Allocation | Performance  Feliilslelbhiy Users | Events | Permi
SI05
% ap Hardware Time Configuration
Health Status General
Processors Date & Time 14:01 14/03/2017
Memary NTP Client Running
Storage NTF Servers 172.16.0.140
Networking
Storage Adapters
Metwork Adapters
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Authentication services

@ 172.16.0.100 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

a |E} Home p gf] Inventory b [l Inventory

& &

=N E _172 100 localhost.localdomain VMware ESXi, 6.0.0, 3620759

(T3 Mscada_COM 8 : :
(3 Mscada_Svs Getting Started | Summary ' Virtual Machines ' Resource Allocation | Performance i (L, Users | Events ' Permissions
g z:gs Hardware Authentication Services Settings

Health Status Directory Services Configuration

Processors Directory Services Type Local Authentication

Memary

Storage Domain Settings

Metworking Giiraain

Storage Adapters Trusted Domain Controllers

Metwork Adapters

Advanced Settings

Power Management

Software

Licensed Features
Time Configuration
DNS and Routing

v Authentication Services
Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile
Host Cache Configuration
System Resource Reservation
Agent VM Settings
Advanced Settings

Startup/Shutdown virtual machines
@ 172.16.0.100 - vSphere Client r

File Edit View Inventory Administration Plug-ins Help
ﬁ a |E} Home [ gf] Inventory [ Eﬂ Inventory
& &

ENE] _17 -16.0.100 localhost.Jocaldomain VMware ESXi, 6.0.0, 3620759
{3 Mscada_COM : - -
@ Mscada_SYS Getting Started | Summary ' Virtual Machines | Resource Allocation | Performance i i Users ' Events ' Permissions
g z:gg Hardware virtual Machine Startup and Shutdown
Health Status Start and Stop Virtual Machines with the system Enabled
. Default Startup Delay 60 seconds
PO Default Shutdown Delay 2 minutes
Memory
St Startup Order i .
Networking Order | V!rtual Machine | Startup | Startup Delay | Shutdown | Shutdown Delay|
Storage Adapters Automatic Startup
N PHaETS 1 G s Enabled 60 seconds Power 0... 120 seconds
: 2 Gh slos Enabled  60seconds Power 0. 120 seconds
Advanced Settings
o M . 3 @ Mscada_COM Enabled 60 seconds Power 0. 120 seconds
e 4 1 Mscada_sYs Enabled 60 seconds Power 0.. 120 seconds

Software

Licensed Features

Time Configuration

DMS and Routing

Authentication Services

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile

Host Cache Canfiguration

System Resource Reservation
Agent VM Settings
Advanced Settings
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Security Profile

@ 172.16.0.100 - vSphere Client

File Edit View Inventory A

dministration Plug-ins Help

a |E} Home [ g8 Inventory b [El Inventory

Performance

Events

Users

Configuration'™y

5888 (TCP)

68 (UDP)

161 (UDP)

22 (TCP)

902,443 {TCP)

53 (UDP)

8080 {TCP)

2233 (TCP)

8000 {TCP)

902 (TCP)

427 (UDP,TCP)

8301,8302 (UDP)

546 (TCP,UDP)
12345,23451,12321 (UDP)
5889 (TCP)

80 {TCP)

8100,8200,8300 (TCP,UDF)

3260 (TCP)

68 (UDP)

53 (UDP,TCP)

902 (UDP)

8080 {TCP)

2233 (TCP)

8000 {TCP)

902 (TCP)

5671 {TCP)
8302,8301 (UDP)
547 (TCP,UDP)
31031,44046 (TCF)
80,3000-8100 (TCP)
123 (UDP)
12345,23451,12321 (UDP)
427 (UDP,TCF)

Permissions

All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

& &
= [ [172.160.100] localhost.localdomain VMware ESXi, 6.0.0, 3620759
[ Mscada_COM S ; : . ; .
@ Mscada_5YS Getting Started | Summary ' Virtual Machines | Resource Allocation
g z:gs Hardware Security Profile
Health Status Feranes
Processors ShMP ey
PC/SC Smart Card Daemon
Memary Load-Based Teaming Daemon
Storage E=Xi Shell
Metworking X.0rg Server
Storage Adapters WMware vCenter Agent
Network Adapters NI acmon
Active Directory Service
Advanced Settings VPiohieDacinon
Power Management 55H
Syslog Server
Software Direct Consale UI
Licensed Features TP e,
Time Configuration IF““"a“C o
] ncoming Connections
DNS and Routing piviie
Authentication Services DHCP Client
Virtual Machine Startup/Shutdown SNMP Server
Virtual Machine Swapfile Location S5H Server
v Security Profile vSphere Web Client
Host Cache Configuration DN Client
vsanvp
System Resource Reservation Virtual SAN Transport
Agent VM Settings vMotion
Advanced Settings NFC
CIM 5LP
DVSSync
DHCPvE
Virtual S&N Clustering Service
CIM Secure Server
vSphere Web Access
Fault Tolerance
Qutgoing Connections
Software iSCSI Client
DHCP Client
DN5 Client
VMware vCenter Agent
vsanvp
Virtual SAN Transport
vMotion
NFC
rabbitmaproxy
DVSSync
DHCPvE
HBR
vCenter Update Manager
NTP Client
Virtual S&N Clustering Service
CIM 5LP
l
Users

@ 172.16.0.100 - vSphere Client

Eile Edit View Inventory Administration Plug-ins Help

‘E} Home I g8

Inventory D@ Inventory

i
B [@ [172.16.0.100 localhost Jocaldomain VMware ESXi, 6.0.0, 3620759
{3 Mscada_COM S ‘ ; R . —
{5 Mscada_SYS Getting Started | Summary  Virtual Machines ' Resource Allocation | Performance ' Configuration REEES)
& stos User | Name |
@ se root Administrator
wpXUSEr WMware VirtualCenter administration account
dui DCUIUser
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Permission

@ 172.16.0.100 - vSphere Client
File Edit View Inventory Administration Plug-ins Help

ﬁ E |E} Home [ g8 Inventory b [E Inventory
& &

5 @ [17216.0.100]
{3 Mscada_COM

localhost.localdomain VMware ESXi, 6.0.0, 3620759

@ Mscada_SYS Getting Started | Summary " Virtual Machines | Resource Allocation | Performance =.(:onﬁguratinn Users | Events
3 sIos User/Group | Role | Defined in |
@ SIP 8 vpXuser Administrator This objed

8 dai Administrator This objed

a root Administrator This objedt
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Virtual MACHINE PROPERTIES
Mscada — COM (GATEWAY)

|D|:ltinns I Resources I

[ Show All Devices Add... | Remove |

Hardware | summary |

B Memory 12288 MEB |

Il crus 2

Video card Video card

= VMCIdevice Deprecated

@. LJSEB controller Present

@ SCSI controller 0 L5I Logic SAS

£y co/ovo drivet Client Device

&= Hard disk1 Virtual Disk

& Floppy drive 1 Floppy

E@ Network adapter 1 618504

BB Network adapter2 618508

E@ Network adapter3 VLANTRUNKZ

BB Network adapter4 WLANTRUNK

@ Serial port 1 Jdevfcharfzerial/uartd
Mscada_SYS

|D|:lﬁons I Resources I
[ show All Devices Add... | |
Hardware | summary |
WE Memory 12288 MB |
Il cPus 2
Video card Video card
= VMCIdevice Deprecated
@ USE controller Present
@. SCSI controller 0 LSI Lagic SAS
£y Ch/DVD drivet Client Device
&= Hard disk1 Virtual Disk
& Floppy drive 1 Floppy
E@ Network adapter 1 618508
Ef Network adapter2 618504
E@ Network adapter3 VLANTRUNKZ

Virtual Machine Version: 8

—Memory Configuration
-1 b
-
-4
- -
-
£ |
£

/ Size: 124 [es -]

Virtual Machine Version: 8

—Memary Configuration
4 s
-
-
™ -
-
£ |

/ Size: 12=+

lea -]
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SIOS - Disturbance recorder

19 SI05 - Virtual Machine PIOPEI'JE’S
, 3

= B e |

|D|:lﬁons I Resources I Virtual Machine Version: 8
—Memary Configuration
[ show All Devices Add... I Re |
4 L
Hardware | Summary [
WE Memory 12288 MB | d
Il cPus 2
Video card Video card -
&= VMCIdevice Deprecated
@ USE controller Present - -
@ SCSI controller 0 LSI Lagic SAS
% CO/DVD drive 1 Client Device -
&= Hard disk1 Virtual Disk
& Floppy drive 1 Floppy
E@ Network adapter 1 VLANTRUNKZ >~
BB Network adapter2 618504
BB Network adapter3 618508
SIP — IED software configuration
- B
(5) SIP - Virtual Machine Properties o o=
i, e
Virtual Machine Version: 8
—Memary Configuration
[ show All Devices Add... I Rer |
4 Memory Size: 12= [es 7]
Hardware | summary |
@l Memory 17288 MB | - y for this
i cPus 2
Video card Video card -
= VMCIdevice Deprecated
@. LUSE xHCI controller Present a 4
@ USE controller Present
@ SCSI controller 0 L5I Logic SAS -
£y co/ovD drive 1 Client Device
&= Harddiskl Wirtual Disk
& Floppy drive 1 Floppy d
B Network adapter 1 VLANTRUNE
BB Network adapter2 618508
BB Network adapter3 618504

10




