FRITZ&EMACZIOL

software, systems and services

Coopto™ — VMware plug-in
User Guide

Author Robert Szymczak
Date 12. January 2015
Version 0.0.2-beta

Horvelsinger Weg 17 — 89081 Ulm — Phone +49 731 1551-0 — Fax +49 731 1551-555 — www.fum.de — info@fum.de
FRITZ & MACZIOL Software und Computervertrieb GmbH


http://www.fum.de/
mailto:info@fum.de

Coopto — Installation Guide FRITZ&EMACZIOL

software, systems and services

Table of contents

T LICENSING & LEGAN .eiiiiiiiiiie e 4
I A\ o1 1 = o1 SO ST P PSP PPPR 5
2.1 FA oo 10y B 6T o] o] (o F TR 5
CI B o )V\V a1 oY To [TaTe [ 6o To] o] (o N 6
3.1 Downloading binaries from VSX .. ..o.uiiiiiiii e 6
3.2 Downloading source from GitHUD .........cooeiiiii e 6
N Y To (VT g=T aaT=] a1 £ TSP PPPPOPPPPPPPPPPIR 8
I U Y] oo T 6o oTo) £ FURR OO U PP PP PPPPPPRRN 9
5.1 Ta1Sy =11 oo [ 6feTe] o) (o PR 9
5.2 Adding @ DOCKEN NOTE ....viieec e 11
5.3 FIrSt STEPS 1N COOPTO . vttt 16
(SIS 1V o] o o] (P 20
7 SECUTIEY DISCIOSUIE ... 20

FRITZ & MACZIOL Software und Computervertrieb GmbH Page 2 of 20



Coopto

— Installation Guide FRITZ&EMACZIOL

software, systems and services

Table of figures

Figure 1: VMware Solution EXChange POrtal ........co.viiiiiiiiiiiii e 6
Figure 2: Coopto GitHUD ProJECT PAGE ... .vviiiiiiiie e 7
Figure 3: VRO configuration page — plug-inS SECHION ........coiiiiiiiiie e 9
Figure 4: vRO configuration page - Coopto installation ProCess ..........cocvvviiiiiiiiiiiiiiiiciiee e 10
Figure 5: VRO configuration page - successfull plug-in installation ..............cccccveiiiiiiiiiiiiccec e 10
Figure 6: VRO configuration page - startup options SECHION ........coooiiiiiiiiiiece e 11
Figure 7: VRO ClENt [OGING PAGE ... ci ittt 12
Figure 8: VRO client - Coopto package listed after successfull instalation............cccccccooiiiiiiiii, 12
Figure 9: vRO client - Coopto workflows after successfull installation .............cccciiiiiiiiii, 13
Figure 10: vRO client - running Coopto "add Docker node" Workflow ............ccooviiiiiiiiiiii 14
Figure 11: vRO client - "add Docker node" workflow input fields...........cccccooiiiiiiiiii 14
Figure 12: vRO client - "add Docker node" workflow successfully executed...............ccoooveiin, 15
Figure 13: vRO client - Docker node visible in inventory view after workflow run .............ccccoooooo 16
Figure 14: vRO client - Coopto right-ClICK MENU.........iiiiiiiii e 16
Figure 15: VRO client - Coopto "pull image" Workflow.........oc.vveii e, 17
Figure 16: vRO client - Coopto "pull image" workflow ready to execute...........ccoccviiiiiiiiiiiiiii 17
Figure 17: vRO client - Coopto right-click menu for images...........oooiiiiiiiiiiiiiie e 18
Figure 18: vRO client - Coopto sandbox workflows for quick-start purpose..........cccccceeeeviiviiiieeeeeeeen, 19

FRITZ & MACZIOL Software und Computervertrieb GmbH Page 3 of 20



Coopto — Installation Guide FRITZ&EMACZIOL

software, systems and services

1 Licensing & Legal

Coopto — from now on “this project”, “this program” or “this software” —is an open source project
proudly presented by Fritz & Macziol Software und Computervertrieb GmbH.

Cootpo is Copyright (C) 2014-2015 Robert Szymczak (rszymczak@fum.de)

This program is free software: you can redistribute it and/or modify it under the terms of the GNU
Lesser General Public License as published by the Free Software Foundation, either version 3 of the
License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public License along with this program.
If not, see http.//www.gnu.org/licenses/.

This software may include “Open Source Software”, which means various open source software
components licensed under the terms of applicable open source license agreements included in the
materials relating to such software. Open Source Software is composed of individual software
components, each of which has its own copyright and its own applicable license conditions.
Information about the used Open Source Software and their licenses can be found in the
open_source_licenses.md file. The Product may also include other components, which may contain
additional open source software packages. One or more such open_source_licenses.md files may
therefore accompany this Product.

Brought to you courtesy of our legal counsel. For more context, please see the notice and license
documents. It is your responsibility to ensure that your use and/or transfer does not violate applicable
laws.

All product and company names are trademarks ™ or registered ® trademarks of their respective
holders. Use of them does not imply any affiliation with or endorsement by them.
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2 Abstract

2.1 About Coopto

Coopto is a plug-in for VMware's orchestration engine vRealize Orchestrator. It aims to provide full
Docker functionality within the central automation component of the VMware stack in order to utilize
and combine the power of container technology with virtualization technology.

We think that containers and VM may not only coexist but greatly benefit from each other. Parts
where virtualization alone so far has greatly failed due to the high variation of competing formats in a
very dynamic market can be moved to the shiny parts or container technology, e.g. the independent
and therefore shiftable format. Other aspects of cluster computation where virtualization has matured
and proven enterprise ready within the last years can furthermore be implemented on the trusted and
well known virtualization stack currently in use in most modern datacenter.

Digging in deeper the combination of both can result in an even more powerful computation stack
then possible with just one of the technologies. A typical real world use-case would be providing a
persistent storage to a container by leveraging existing vSphere storage APIs to create and attach a
virtual HDD exclusively for that container, implicitly simplifying container management and backup for
business critical data.

In order to bring both worlds together we use a simple to use and yet very common orchestration
engine: vRealize Orchestrator. In fact: if you're running on a vSphere stack, you probably already own
vRealize Orchestrator.

Manage Manage

Docker

on VM Coopto Plug-in

vRealize Orchestrator

Docker on bare metal

Supported ext.
Systems

Physical Server Physical Server

FRITZ & MACZIOL Software und Computervertrieb GmbH Page 5 of 20



Coopto — Installation Guide FRITZ&EMACZIOL

software, systems and services

3 Downloading Coopto

There are two methods how you can get Coopto. The first and recommended is by using VMware's
Solution Exchange platform in order to download a ready to run binary (*.vmoapp format).

Due to its open source nature you also can download only the source code and compile it yourself.
Whatever you choose to do: the following chapters provide you with instructions for both methods.

3.1 Downloading binaries from VSX

Coopto is available as ready-to-use binary via VMware’s Solution Exchange (VSX). In order to
download Coopto, please follow the provided steps.

V¥V Note

The look and feel of the provided screenshots may change in future. The basic process however
should be identical independent of VSX portal updates.

1. Visit VMware Solution Exchange on solutionexchange.vmware.com.
2. Login using existing VSX credentials or create a new account by using the register 2 customer
link as shown in Figure 1.

UTION EXCHANGE Social Comer | Partner Comer Developer Comer | Customer Comer

Welcome Guest Loginnow  Browse Marketplaces ~ Register

VMware Solution Exchange

Your on-ramp to the Virtualization and Cloud
Infrastructure ecosystem.

Popular Searches  vRealize Operations Management  vRealize Log Insight  vRealize Orchestrator  Application Blueprints  Compliance Solutions

Virtual ® Al Technolog End User
Appliances Marketplace Partners Computing
Marketplace Marketplace Marketplace Marketplace

AUTOMATE AND OPERATE FIND TOOLS & APPS TO
READY-TO-RUN CLOUD INFRASTRCTURE, RUN ON PREMISE AND IN ENGAGE WITH VMWARE ACCELERATE YOUR
APPLICATIONS APPLICATIONS AND DATA THE CLOUD PARTNERS HORIZON DEPLOYMENT

Figure 1: VMware Solution Exchange portal

3. Visit the “Cloud Management Marketplace” for vRealize Orchestrator by clicking the vRealize
Orchestrator link.

4. Find the Coopto plug-in by using the search function within VSX or by simply browsing through the
marketplace.

5. Open the Coopto plug-in page by clicking the Coopto solution in the marketplace.

Download Coopto by clicking the try button on the right hand side of the Coopto plug-in page.

7. You should be provided with a *.vmoapp binary of Coopto.

o

3.2 Downloading source from GitHub

The source code is distributed using GitHub as shown in Figure 2. Visit the project page if you wish to
get more information. The readme file as well as the project WiKi will provide you with the necessary
information in order to compile the most current source into a binary *.vmoapp.
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>

.
G'tHub This repository  Search Explore Features Enterprise Blog Sign in

m451 / coopto K star 5 YFork 1

Coopto - a Docker Plug-in for VMware vRealize Orchestrator

<> Code
20 commits 1 branch 2 releases 1 contributor

@ Issues s

§# branch: master - coopto /

11 Pull Requests 0
Update README md

Wiki
i‘k’ m451 authored 4 hours ago latest commit 7b183db588 @-
i doc/github Updated readme 7 days ago 4~ Pulse
B o11nplugin-coopto-core Preperation for 0.0.2 VSX release 10 hours ago
fsh Graphs
B o11nplugin-coopto-package Release preparation 10 hours ago
M o11nplugin-coopio Fixed vmoapp info file formating 8 hours ago HTTPS clone URL
B _gitignore Updated metadata 7 days ago ttps://github.con/t | B
‘You can clone with HTTPS or
B AUTHORS md License preparation for 0.0.2 release 19 hours ago subversion. @
B COPYING License preparation for 0.0.2 release 19 hours ago @ Clone in Desktop
COPYING.LESSER License preparation for 0.0.2 release 19 hours ago
2 Pl < <p> Download ZIP
B NOTICE License preparation for 0.0.2 release 19 hours ago

Figure 2: Coopto GitHub project page
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4 Requirements

The following chapter provides information about the environment requirements for Coopto. The
requirements are as follows:

] Docker with a remote API version 1.15-1.16"'

] Docker remote API service running and listening on a TCP (TLS disabled) ?
] The Docker remote API port is reachable from vRealize Orchestrator

¥ Note'

Note that the current development process is based on Dockers remote APl 1.16. If useing
different versions, keep in mind:

Versions <1.15 may work and we even provide a selection down to 1.13 but please note that
those versions are not tested and may result in unexpected side effects or poor user
experience.

Versions >1.16 should work with a limited feature set. If you want to use a Docker host with
remote APl >1.16, select the version closest to the Docker host version you're using when
running the "add a docker node" workflow. This will explicitly set the remote API to use for every
API call.

As all this may change in future, before you upgrade your Coopto installation you have to verify
that your Docker hosts are still supported.

¥ Note ?

Coopto doesn’t support Dockers TLS feature yet. If you want to secure the setup so your
Docker remote APl is not exposed to your entire network, giving everyone on that network
control over your Docker service, consider protecting the remote API port using iptables.

An alternative could be adding a second network interface only used by the remote API that
runs on an isolated VLAN that only exists for the Docker hosts and your vRO server.
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5 Using Coopto

This chapter will show you how to install, configure and use Coopto.

5.1 Installing Coopto

If the requirements mentioned in chapter 4 are met, you may proceed with the installation, which is
documentet in details in this chapter.

1. Login to your vRealize Orchestrator configuration page, available via https://your-vro-address:8283
and navigate to the plug-ins section as shown in Figure 3.

2. Within the plug-ins section, click on the magnifier, browse and select the coopto.vmoapp you
downloaded and start the installation by clicking the upload and install button.

J VMware vCenter Orchestra.. %

€ 9 & hitps://192.168.6.46:5283/config_general/General action vl =
N
VMware vCenter Orchestrator Configuration
-
T Network &
.=
° Plug-ins
Authentication =~
[ mail 5.5.1.1630902 Installation OK
@
@ Database [ HTTP-REST 1.0.3.337 Installation GK
@
‘ﬁ Server Certificate [ pewershell 1.0.4.1736639 Installation OK
S0 B O N
Licenses vCQ Configuration 5.5.2.1951762 Installation OK
—
£ starton options ® [ shmp 1.0.2.1693879 Installation OK
= @ [ AMQP 1.0.3.1877837 Installation OK
== server Availability q .
[J vco multi-Node 5.5.2.1891984 Installation OK
oo
O soap 1.0.3.357 Installation OK
@ Troubleshooting
¥ aws 1.0.0.1729926 Installation OK
D SSH 2.0.0.1840932 Installation OK
Active 0.
cive Direct vCenter Server 5.5.2.1875635 Installation OK
Mail (5.5.1) Install new plug-in

] HTTP-REST (1.0.3)

Plug-infile:  |o11nplugincoopto-0.02] [@] TTree

SIS SLS|

SOAP (1.0.3) Reload all plug-ins
SSH (2.0.0) Reload all plug-ins
(%) veenter server (5.5.2) . v
|
Server Status w Running Copyright © 1998-2014 VMware, Inc. All rights reserved | Patants: ‘

Figure 3: vRO configuration page — plug-ins section

3. On the next page you'll have to read and accept the license agreement, see Figure 4.
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@' & https://192.168.6.46:8283/config_plugin/

Install a plug-in

] Coopto - a Docker Plug-in for VMware vRealize Orchestrator

END USER LICENSE AGREEMENT

I >

This file is part of project "Coopte”, & computer softwaze plugin for
ueilizing Decker im VMware viealize Orchestravor.

Brought to you by Fritz & Macziel Seftware und Computervertrieb GambH.
Copyright (C) 2014-2015 Roberc It de)

This program is free you can redistri it and/or modify
iz under the terms of the GNU Lesser General Fublic License as
published by the Free Software Foundation, either version 3 of

the License, or (at your cpticn) any later version.

This program is distributed in the hope that it will be useful,
e WTTHONT ANY WRD2ANTY: wimhmue avan mha imniiad wvarranry A€

| 1acoept the tems of the License Agreemert | | | do NOT accest the tems of the License Agreement ||

Figure 4: vRO configuration page - Coopto installation process

4. The plug-in should install and you should be returned to the plug-ins section, where you'll see the
installation status listed on the top. It should read “ plug-in installed” if everything went good, e.g.
Figure 5.

@- & https://192.168.646:8283/config_plugin/PluginlnstallAccept.action

) General
o Plug-ins

>

Coopto (0.0.2 build 1501121117) New plug-in installed

To install the plug-ins as a user who is a member of the Orchestrator Admin graup, provide the credentials of such a user. By default,
the plug-ins are installed by the system admin user.

T S—
N e

Enabled plug-ins installation status

O common enumerated types 5.5.1.1630902 No installation required
O oynamic Types 1.0.0.1951696 Installation OK
[ net 5.5.1.1630802 No installation required
[ active Directory 1.0.5.1866388 Installation OK
[ Workflow documentation 5.5.1.1630802 Installation OK
[ mail 5.5.1.1630802 Installation OK
[ xmL 5.5.1.1630902 Installation OK
Mail (5.5.1)
DOJveo Library 5.5.1.1630802 Installation OK
HTTP-REST (1.

Figure 5: vRO configuration page - successfull plug-in installation
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5. In order to use Coopto, you'll need to restart the orchestration service of your vRO. This will stop
all running workflows, so you probably want to do this within a service window. To restart the
orchestration service, browse to the startup options section and click “restart services” as shown
in Figure 6.

_\(— & https://192.168.6.46:8283/ config_plugin/Plugininstallaccept.action ve
VMware vCenter Orchestrator Configuration
Server startup options “
< Server is restarted.
& Authentication e
vCO Server
@ Database © Status Running C Refresh
=) P Start service
2\ Server Certificate @ Stop service
* Lo ° b Restart service
@ vCO Configuration Server
O Restart the vCO configuration server
; Server Availability E
o
@Tmubhﬁhnﬂlny
*] Plug-ins

Active Directory (1.0.5)

Mail (5.5.1)

[] HTTP-REST (1.0.3)

ST o

bl - Copyright © 1998-2014 VMware, Inc. All rights resarved | Patants:

https://192.168.6.46:8283/config_server/config server/Server_restart.action

Figure 6: vRO configuration page - startup options section

6. Once the orchestration service is restarted, you should be able to use Coopto within your vRO
client as documented in chapter 5.2.

5.2 Adding a Docker node

This chapter will provide you with basic information you need to verify that Coopto is working as
expected and lead you through the process of linking your Docker host with your vRO installation.

1. Open your vRO client and login with sufficient credentials, see Figure 7.
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ORI 102 168.6.46:8281 v vCenter Orchestrator

[ cancet il Logn

Figure 7: vRO client loging page

2. Once you logged in, change the view to design and browse to the package tab. If the Coopto
installation was successful, you should see a package called de.fum.coopto. If you don't see that
package it might be because something went wrong while installing the plug-in. In that case,
repeat the steps documented in chapter 5.1.

-

vmware vCenter Orchestrator [ L | 4 | Tools v | Help = |

B & = 0l
(2] comvmware forary
L&) comvmware strary.amap
L&) comvmware ibrary.aws
u «com.vmw are library.configuration
[2J comvmware sbrary.hitp-rest
(&) comvmware.sbrary.locking
u com.vmware ibrary mai
|2 comvmware.ibrary.microsoft
L2 comvmware.sbrary.powershell
u com.vmware ibrary.powershell.converter
L) comvmware sbrary.snmp
() comvmwareRorary.soap
u com.vmware ibrary. sqgl
L& comvmware.ibrary.ssh
L&) comvmware srary.tagging
(] comvmware mbrary.veac
L&) comvmware sbrary.veaccate

L&) comvmware sbrary.voenter

u com.vmware library.vco.management
=) comvmware sbrary. webview

L) comvmware sbrary.wfdocs

u com.vmware library.xmi

[2) comvmware.o11n.plugin dynamictypes
(2] comymware.ut

L] comvmware veac.ass

L) comvmware.weboperator

(2] ge.rumcoopto

[ de.tumsan

Figure 8: vRO client - Coopto package listed after successfull instalation
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3. When opening the workflow tab, you should see multiple workflows listed at Library/Coopto/ as
shown in Figure 9.

vmware vCenter Orchestrator IR | Toots + | Hein ~ | (G

2 @ 192.168.6.46

=] ]g‘g} 2 (& B Inventory | Weriow Tokens  Events  Permissions

» I Fum

Filter
¥ (3 Liorary

» [ Amazon Web Services
» Jauap
» [ aMQP Samples
» [ configuration
¥ (3 Coopto
¥ [ Configuration
11 ada Docker Noge
I Remove Docker Node
¥ [ containers
» CJvRa
Create Container
Get Connection
Kill Container
Remove Container
Restart Container
Start Container
Stop Container
¥ [ images
) PULif NotExists.
& Pullimage
J Remove image
J Search image
J Upgrade image
v [ sandbox
» [ Tests
[EA create Busybox
[EA create Drum-Machine Service
[EA create Muli-Tier Liferay Service
Create N Containers
Create Web SSH Console
[ER Piay Command & Congquer
» £ Dynamic Types

Figure 9: vRO client - Coopto workflows after successfull installation
4. Before you can start using Coopto for container management you first have to add one or more

Docker hosts. Right click the workflow “add Docker node” from Library/Coopto/Configuration and
select “start workflow” from the context menu that opens, see Figure 10.
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| Tools v | Help = |

Add Docker Node

B® 2 s 0 le

Schema F

General | Inputs  Qutputs

Workflow Tokens  Events Permissions

v [l vco administrator @ 192 168.6.48
» (D Fum
¥ [ Library
» [ Amazon Web Services
» [ auap
» [ AMQP Samples.
» [ configuration
¥ (3 coopto

P stat workflow as..
P Start last workflow run
@ Debug workfiow...

Add Docker Node

Version o /.lo/.[2

Workflow icon 1]

Check signature.. |

+/| View contents

g Owner
User permissions

Server restart behavior Resume workdlow run

@ Schedule workflow...
(5§ Schedule woridlow As.
& Llove workdlow
Duplicate workflaw_.
@ Export workflow...

Resume from failed behavior  System default

JPunitie| X Delete
4 Pullimag Locking
# Remove Localization

Description

J Seareh
_Uporace  References
v [ sangbox | @ Validate workflow...
» [Tests | ) showversion history..
B create 8| () Generate documentation
B creme D)
B create

' Delete all finished workflow runs

+/| Add o package

114a8166-3346-40c9-be00-cae244bdcb04

2 Show version history...

Edil contents

Add a new docker node to the inventory.

Author: Robert Szymezak (rszymezak@fum.de)

Ccresten| ¥ Synchronize

creste W & Editaccess rights..
Blruy com 2 cait

» [ Dynamic Types

Figure 10: vRO client - running Coopto "add Docker node" workflow

5. The “add Docker node” workflow should open and present you with some input fields. Fill them
with the appropriate parameters, Figure 11 shows an example configuration. After you've filled out
the form, click submit to start the workflow.

vmware vCenter Orchestrator [EEEE

VMuware vCenter Orchestrator - vCO Administrator @ 192.168.6.46

PaGa /s

Add Docker Node

B® 2 s 0 le

General | Inputs Oulputs Schema F

Workflow Tokens  Events Permissions

v [l vco administrator @ 192 168.6.48
» (D Fum
¥ [ Liorary
» [ Amazon Web Services
» Jauap
» [ AMQP Samples.
» [ configuration
¥ (3 coopto
¥ [ Configuration
Add Docker Node
1 Remove Docker Noge
¥ [ containers
» [JvRa
Create Container
Get Connection
Kill Container
Remove Container
Restart Container
Start Container
Stop Container
¥ [ images
) PULif NotExists.
 Pullimage
J Remove image
J Search image
. Upgrade image
v [ sandbox
» [ Tests
[EA create Busybox
[EA create Drum-Machine Service
[EA create Muli-Tier Liferay Service
Create N Containers
Creste Web SSH Console
[ER Piay Command & Congquer

# Display name for this node

Common parameters

my-docker-node-01

# Full qualified hostname or P-address for this node

2 Show version history...

182 168.6.45

Docker remote API port the Docker node is istening on

23750

AP version of the Docker remote APl

(118

» [ Dynamic Types

Figure 11: vRO client - "add Docker node" workflow input fields
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6. If everything worked as expected, you should see a successful workflow run, e.g. Figure 12.

-

vmware vCenter Orchestrator [T NENE] | Tools = | Heip =

Add Docker Node

Bl# 2 & O kb
¥ kel vco Administrator @ 192.168.6.45

> (Ful
¥ [ Library

» [ Amazon Web Services

» D auwar

» [ AMQP Samples.

» [ configuration

¥ (3 Coopto

v [ Configuration
v || Add Docker Noge

I remove Docker Node e — — 0
¥ [ Containers

» ClvRa addDockerhode
Create Container
Get Connection
Kill Container
Remove Container
Restart Container
Start Container 1
Stop Container J General | Variables Logs
¥ [images
) Pulif NotExists.
& Pull Image O - f18080814addcead014addat7eci0lec
« Remove image: Business status -
4 Search Image
o Upgrade image
¥ [ Sandbox State - completed
> [ Tests Start date - 12:05:01
E3 Create Busybox
[EA create Drum-Machine Service Fnd date - 12:05:02
Create Multi-Tier Liferay Service
Creste N Containers
[E3 Create Web S5H Console
[ER Piay Command & Conquer

Name - Add Docker Node

Workflow - Add Docker Node

Figure 12: vRO client - "add Docker node" workflow successfully executed

7. Open the inventory tab in your vRO client. You should see that the Coopto inventory now lists the
Docker node you just added. If vRO is able to communicate with the Docker host, then the status
attribute should read “online”, see Figure 13.

x

vmware vCenter Orchestrator CEIEEED | Toots =| Heip ~|

] DockerNode - my-docker-node 01

j General l Custom properties

-

Status ONLINE

Display name my-gocker-node-01
Host name 192 168 6.45
Remole APl port 2375

Remove APl version 1.16

Show stopped containers  true

Show related images false
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Figure 13: vRO client - Docker node visible in inventory view after workflow run

8. If vRO is not able to connect to your Docker host, and therefore the status attribute displays
“offline”, you probably ran into some network issues. Make sure the requirements mentioned in
chapter 4 are met before you proceed. You can use the vRO refresh button on the top right in your
vRO client’s inventory tab to update the status attribute.

5.3 First steps in Coopto

This chapter will illustrate a basic example operations with Coopto so you can get familier with the
plug-in.

1. Within your vRO client, browse to the inventory tab and right-click the Docker node you added as
described in chapter 5.2. You should get a context menu like shown in Figure 14. Select the “pull
image " workflow.

Lastupdated 1201151205 U | ¢ » | Tools »| Hep |

[»] DockerNode - my-docker-node01

® =2 (s G _d,| Jseneral |Cushumuruperlies

1 my-docker-node-D
» () vCenter Send (@) Run workllow.
- .F;A::azsr 8% Add authorization.
@ L
| % Reload Strg+R Display name my-docker-node-01
» Search Image

Il Remove Dockar Nada. 1 1
—————— Pull an docker image by usings its name, tag or searching for it Author: Robert Szymiczak (rszymczak@fum.de)

Status ONLINE

Remaove AP1version 1.16
Show stopped containers  true

Show related images false

Figure 14: vRO client - Coopto right-click menu

2. The pull workflow allows you to download a new Docker image from the central Docker hub
repository. In order for this to work your Docker host needs to have a connection to the Internet,
so it can reach the Docker hub. You may reconfigure your Docker host to use a private image
repository. Coopto will use whatever repository you configured as default within your Docker host.
Within the pull workflow you may search for images to pull or — if you know the exact tag of an
image — you can specify the image by entering its tag. In this example we choose to input the
image name and thus select “no” as parameter for the search mode, as shown in Figure 15.
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o VMware vCenter Orchestrator - vCO Administrator @ 192.168.6.46 - oliEN

vmware vCenter Orchestrator IR Lastupdated 1201151205 © | 4 | Toots + | Hein ~ | (G

(»] DockerNode - my-docker-node-01

E a;..’.} D] L& @ [I| General | Custom properties

1 General Information .
* Node to pull the image at

2 Enter

(@ my-docker-node-01

Enter or search mode

O Yes ® No

Figure 15: vRO client - Coopto "pull image" workflow

3. Enter any image tag you want that is available in your configured repository — which is Docker hub
by default. In this example we enter “busybox:latest”, which will download the latest release of

busybox.

o VMware vCenter Orchestrator - vCO Administrator @ 192.168.6.46 - oliEN

vmware vCenter Orchestrator IR Lastupdated 1201151205 © | 4 | Toots + | Hein ~ | (G

(»] DockerNode - my-docker-node-01

E a;..’.} D] L& @ [I| General | Custom properties

»QvCrServer + 1 General Information

e

» @) HTTP-REST

# Image tag of the image to pull
Ibusyuoxl:ﬂes"

Figure 16: vRO client - Coopto "pull image" workflow ready to execute
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4. Depending on the uplink connection speed to your Docker repository, the pull operation may take
a few minutes. Once the pull finishes, the workflow execution should be successful and your
Coopto inventory should automaticly update and list the new image you just pulled, see Figure 17.
Also shown in Figure 17 is the right-click context menu provided for Docker image objects.

Lastupdated 1201151205 L | < | Tools = | Heip =

(]
J General | Custom properfies

Dockerlmage - busybox:latest

© Run workflow.. Displayname  busyboxlatest
4= Add authorization.

Author Jérg azzoni <j

| & Reload

& Remove Image Docker version  1.4.1

M Create Container | | Imane id 408RbRC1AIAI EA1AA12dR2RARTTThihadA74ackRe32TNaTTAMANAR12R |
—‘ This will force a re-pull operation for a given image. Note that depending on your image tree, this will result in a branched image and will not upgrade the image in a ck
Image tag busyboxiatest

os linux

Created 2014-12-31T22:23:56 3434036687

Architecture amd64

Figure 17: vRO client - Coopto right-click menu for images

5. All right-click operations are available thoughout workflows within the /Library/Coopto workflow
folder. The sandbox subfolder includes a set of workflows that will give you examples how to build
custom, container based services using Coopto, see Figure 18.
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vmware vCenter Orchestrator L Lastupdated 1201151205 © | 4 | Toots + | Hein ~ | (G

PeBas Create Multi-Tier Liferay Service

ili&} |2] L& 1_4 General | Inputs OQutputs Schema F i Workflow Tokens  Events Permissions

v [l vco administrator @ 192 168.6.48
» LI Fum
¥ (2 Library o )
» [ Amazon Web Services Create Muli-Tier Liferay Service
» [ auap
» [ AMQP Samples.
» £3 Configuration Version ol .oz ¥ Show version history...
¥ (3 coopto
» [ Configuration Workflow icon ]
» [ Containers ——
» Eimages Owner Check signature...
v [ sandbox § .
» [ Tests User permissions View contents Add lo package  Edit contents
[EA create Busybox
[EA create Drum-Machine Service
X Create Multi-Tier Liferay Service N
Create N Containers Resume from failed behavior  System default
Create Web SSH Console

b2798307-c748-4409-3405-c1526c0dad78

Server restart behavior Resume workflow run

This is a showcase workflow which demos multi-container setups for a multi-tier web-application
E3 Piay Command & Conquer (liferay 6.2) with a edernal database (mysql 5.6).

» [ Dynamie Types Since the container names in this example are hardcoded, make sure no such container(s) do exist yet
» [ HTTRREST on the given node.

» COHTTP-REST Sampies Description

» [(J.oBC Author: Robert Szymezak (rszymezak@fum.de)
» [ Locking

> [ uail

» [ Microsoft

» [ orchestrator

» [ Powershel

» [ shmp

» [ SHMP Samples

» [Js0ap

» CsaL

» [JssH

» (O Tagging

» [ Troubleshooting

| = Aftributes

lferayimage

lifzrayContaine

Figure 18: vRO client - Coopto sandbox workflows for quick-start purpose

6. You now should have a basic idea of how Coopto is handled. For further information you can
always visit the Coopto project homepage on GitHub or the VRO community forums.

V¥V Note

In order to get you started we build some workflows which leverage nearly every function that
Coopto currently provides, so called “sandbox” workflows. Be aware that those are not
production ready examples.

For more information you can read the WiKi about useage examples and sandbox workflows on
the GitHub project page.
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6 Support

To provide you with the support you need to get things going we've put together a cosy wiki page for
you. There's also a section about debugging. This is the first place you should visit if you got any
issues or questions.

If the issue you're facing isn’t covered within the wiki you might consider visiting the Coopto thread
within the community forums of vRO. Feel like you run into a software bug related to Coopto itself?
Be free to submit a new issue on the issues page.

Please understand that the open source nature of this project also means that we — as in we the
Coopto open source community — cannot guarantee to provide you with support and even less with
support within a certain response time.

If you require enterprise support with costs you might consider contacting vmware@fum.de but
please be aware that this is out of scope of the open source process this project is based on and thus
should not be submitted into the projects issues section.

7 Security Disclosure

If you have any issue regarding security, please disclose the information responsibly by sending an
email to vmware@fum.de.
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