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Document purpose 

This document is an enablement reference to begin the planning and design of an 
EMC® Enterprise Private Cloud solution that enables IT organizations to quickly 
deploy an on-premises private cloud that delivers infrastructure as a service 
(IaaS) to their business. This document introduces the main features and 
functionality of the solution, the solution architecture and key components, the 
validated hardware and software environment, and demonstrates the integrations 
in the Enterprise Private Cloud solution. 

Audience 

This document is intended for executives, managers, architects, cloud 
administrators, and technical administrators of IT environments who want to 
implement a private cloud IaaS platform. Readers should be familiar with VMware 
vCloud Suite, storage technologies, and general IT functions and requirements, 
and how they fit into a private cloud architecture. 

Solution purpose 

The EMC Enterprise Private Cloud solution enables EMC customers to build an 
enterprise-class, scalable, multitenant infrastructure that enables: 

 Complete management of the infrastructure service lifecycle 

 On-demand access to and control of network bandwidth, servers, storage, 
and security 

 Provisioning, monitoring, and management of the infrastructure services by 
the line-of-business end user, without IT administrator involvement 

 Maximum asset utilization 

The EMC Enterprise Private Cloud solution provides a reference architecture and 
best practice guidance that is necessary to integrate all the key components and 
functionality of an enterprise private cloud. 

Business challenge 

Every organization is trying to do the same three things at all levels of their 
business:  

 Lower operational costs 

 Increase revenue 

 Reduce risk  

While many organizations have successfully introduced virtualization as a core 
technology within their data center, the benefits of virtualization have largely 
been restricted to the IT infrastructure owners. End users and business units 
within customer organizations have not experienced many of the benefits of 
virtualization, such as increased agility, mobility, and control. 
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Transforming from the traditional IT model to an IaaS model involves overcoming 
the challenges of legacy infrastructure and processes: 

 Inefficiency and inflexibility. 

 Slow, reactive responses to customer requests. 

 Inadequate visibility into the cost of the requested infrastructure. 

 Limited choice of availability and protection services. 

 The difficulty in overcoming these challenges has given rise to public cloud 
providers who have built technology and business models specifically 
catering to the requirements of end-user agility and control. Many 
organizations are under pressure to provide these same service levels 
within the secure and compliant confines of the on-premises data center. As 
a result, IT departments need to create cost-effective alternatives to public 
cloud services—alternatives that do not compromise enterprise features 
such as data protection, disaster recovery, and guaranteed service levels. 

Technology solution 

This EMC Enterprise Private Cloud solution integrates the best of EMC and VMware 
products and services, and empowers IT organizations to accelerate 
implementation and adoption of private cloud while still enabling customer 
choice for the compute and networking infrastructure within the data center. The 
solution caters both to customers who want to further leverage their existing 
infrastructure and to those who want to build out new infrastructures dedicated to 
a private cloud.  

This solution takes advantage of the strong integrations developed by EMC and 
VMware product and services teams between EMC technologies and the VMware 
vCloud Suite. This includes using EMC scalable storage arrays and integrated EMC 
and VMware monitoring and data protection suites to ensure that this private 
cloud solution becomes the foundation for enabling IaaS within the customer 
environment. 

The key solution components include: 

 EMC VNX® and EMC Symmetrix® VMAX® storage platforms 

 EMC Avamar® and EMC Data Domain® backup and recovery solutions 

 EMC ViPR™ software-defined storage 

 VMware vSphere virtualization platform 

 VMware vCloud Suite cloud management and infrastructure 

 EMC and VMware integration solutions 

  



 Chapter 1: Executive Summary 

 

23 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 

Solution Guide  

Terminology 

Table 1 lists the terminology used in the guide. 

Table 1. Terminology  

Term Definition 

ACL Access control list 

AD Active Directory 

AIA Authority Information Access 

API Application programming interface 

Blueprint A blueprint is a specification for a virtual, cloud, or physical 
machine and is published as a catalog item in the common 
service catalog 

Business group A set of users, often corresponding to a line of business, 
department or other organizational unit, that can be 
associated with a set of catalog services and infrastructure 
resources 

CA Certificate authority 

CBT Changed Block Tracking 

CDP CRL Distribution Point 

CRL Certificate Revocation List 

CSR Certificate Signing Request 

DHCP Dynamic Host Configuration Protocol 

Fabric group A collection of virtualization compute resources and cloud 
endpoints and is managed by one or more fabric 
administrators 

FQDN Fully qualified domain name 

HSM Hardware security module 

IaaS Infrastructure as a service 

IIS Internet Information Services 

LAG Link aggregation that bundles multiple physical Ethernet 
links between two or more devices into a single logical link, 
can also be used to aggregate available bandwidth, 
depending on the protocol used. 

LDAP Lightweight Directory Access Protocol 

LDAPS LDAP over SSL 

MCCLI Management Console Command Line Interface 

PEM Privacy Enhanced Electronic Mail 

PKI Public key infrastructure 

PVLAN Private virtual LAN 

SSL Secure Sockets Layer 

TACACS Terminal Access Controller Access Control System 
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Term Definition 

VDS Virtual distributed switch 

VLAN Virtual local area network 

VRF Virtual routing and forwarding 

VSI Virtual Storage Integrator 

VXLAN Virtual Extensible LAN 
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Chapter 2 Private Cloud Overview 

This chapter presents the following topics: 

Overview .................................................................................................................. 26 

Self-service and automation .................................................................................... 27 

Multitenancy and secure separation ........................................................................ 28 

Security and compliance .......................................................................................... 28 

Availability and data protection ............................................................................... 29 

Monitoring and service assurance............................................................................ 30 

Metering .................................................................................................................. 32 

Summary .................................................................................................................. 33 

 

  



Chapter 2: Private Cloud Overview  

 

26 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 
Solution Guide 

Overview 

This chapter identifies and briefly describes the major features and functionality 
required to support this Enterprise Private Cloud solution, as shown in Figure 1, 
including: 

 Self-service and automation 

 Multitenancy and secure separation 

 Security and compliance 

 Availability and data protection 

 Monitoring and service assurance 

 Metering 

 

 Private cloud overview Figure 1.
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Self-service and automation 

VMware vCloud Automation Center (vCAC), integrated with EMC ViPR and VMware 
vSphere and NSX, provides the compute, storage, network, and security 
virtualization platforms for the software-defined datacenter. These platforms 
enable you to rapidly deploy and provision business-relevant cloud services 
across a private cloud and physical infrastructure. Acting as a service governor, 
vCAC provides a cross-cloud storefront for infrastructure, storage, and platform as 
a service deployments. This empowers organizations to enforce business and IT 
policies throughout the service life cycle, helping them to transform virtualized 
environments into software-defined cloud datacenters. 

vCAC empowers users to request and manage their compute resources within 
established operational policies, while cutting IT service delivery times from days 
or weeks to minutes, through: 

 Cross-cloud storefront: Acts as a service governor that provisions 
infrastructure and cloud workloads based on business and IT policies 

 User-aware self-service portal: Delivers a user-appropriate catalog of IT 
services, as shown in Figure 2 

 Resource reservations: Enable resources to be allocated for use by a 
specific group and ensure resources are not inadvertently consumed by 
other groups 

 Service levels: Define the amount and type of storage, network, and backup 
services  that cloud systems can receive either during the initial 
provisioning or as part of any configuration changes 

 Build specifications: Contain the automation policies that specify the 
process for building or reconfiguring compute resources 

 

 Self-service provisioning with the vCAC Service Catalog Figure 2.

vCAC provides the ability to take a shared infrastructure and divide it into logical 
units and reservations that can be handed over to different business units. vCAC 
achieves this with virtual machine blueprints, leveraging ViPR storage services 
and NSX network services. Cloud administrators as well as cloud users can 
choose from a self-service catalog of custom defined blueprints, each containing 
specific resources appropriate to different roles, applications, or business units. 
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Blueprints can be single machine or multimachine, covering both bare metal 
server deployments and virtual machine deployments. Multitier enterprise 
applications requiring multiple components (application, database, and web) and 
service levels can be deployed easily from predefined blueprints. 

vCAC is built to work with existing infrastructures, supports the differing 
requirements of multiple business units, and integrates with a wide variety of 
existing IT systems and best practices. vCAC can easily invoke VMware vCenter 
Orchestrator (vCO) workflows to extend lifecycle state transitions and machine 
command menus, resulting in entire processes being automated without requiring 
any manual intervention from IT teams. 

Multitenancy and secure separation 

vCAC provides secure multitenancy by using existing authentication and business 
groupings. The vCAC user portal exposes only the appropriate views, functions, 
and operations to end users in line with their role within the business. 

Virtualized compute resources within the enterprise private cloud are objects 
inherited from the vSphere endpoint, most commonly representing VMware 
vSphere ESXi hosts, host clusters, or resource pools. Compute resources can be 
configured at the vSphere layer to ensure physical and logical separation of 
resources between business units, thereby removing any possibility of resource 
contention across critical applications. 

Compute resources are also organized into vCAC fabric groups from which virtual 
reservations are made for the various departments and organizational units. 
Various business units can deploy their systems from their respective fabric and 
business groups, as specified by their blueprints. 

Secure multitenancy at the virtual network level is achieved by enforcing Layer 2 
network isolation for any provisioned networks because VMware virtual 
networking does not suffer from the same vulnerabilities as those found in the 
physical network at Layers 2 and 3. 

Security and compliance 

This solution enables enterprise customers to further enhance a hardened 
security baseline across the hardware and software stacks supporting their 
private cloud infrastructure, as shown in Figure 3. It addresses the challenges of 
securing authentication and configuration management to aid compliance with 
industry and regulatory standards through: 

 Securing the infrastructure by integrating with a public key infrastructure 
(PKI) to provide authenticity, nonrepudiation, and encryption 

 Converging the various authentication sources into a single directory to 
enable a centralized point of administration and policy enforcement 

 Using configuration management tools to audit the infrastructure and 
demonstrate compliance 
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 Logical view of the private cloud solution stack Figure 3.

This solution helps to reduce the concerns around the complexities of the 
underlying infrastructure by demonstrating how an as-a-service solution stack can 
be tightly integrated with PKI and a common authentication directory to provide 
centralized administration and tighter control over security.  

During testing of the solution we1 verified: 

 Integrating with a PKI implementation that enables encryption of 
management activities 

 Building and testing of a fully functional solution where all components use 
trusted certificates for authentication 

 Integrating with a centralized point of authentication and authorization for 
common system components 

Availability and data protection 

The EMC Avamar® backup deduplication software and system provides scalable 
backup and restore capabilities with integrated data deduplication, reducing total 
disk storage by up to 50 times, and enabling cost-effective long-term retention on 
Avamar datastore servers. 

Using the vCAC application programming interface (API) and extensibility toolkits, 
this solution implements custom functionality, using common interfaces, to 
develop and offer backup and restore services based on Avamar directly to cloud 
users.  

This solution offers data protection of cloud resources, using the cloud 
infrastructure to automatically back up data to a shared, rather than dedicated, 
backup infrastructure. Cloud administrators can offer backup as a service (BaaS) 

                                                           
1 In this solution guide, "we" refers to the EMC engineering team that validated the 
solution. 



Chapter 2: Private Cloud Overview  

 

30 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 
Solution Guide 

to end-users who want a flexible, on-demand, and automated backup 
infrastructure without having to purchase, configure, or maintain it themselves. 

By integrating Avamar with vCAC, this solution provides customized access to the 
backup, restore, configuration, and reporting aspects of Avamar without requiring 
direct access to the Avamar management console GUI. 

The data protection in this Enterprise Private Cloud solution provides automated 
image-level backup services for applications and file systems, within a single or 
multi-organization enterprise private cloud environment, as shown in Figure 4. 

 

 Production environment Figure 4.

Monitoring and service assurance 

VMware vCenter Operations Manager (vC Ops) provides an integrated approach to 
performance, capacity, and configuration management. This solution uses 
analytics to provide the intelligence and visibility required to proactively ensure 
service levels in virtual and cloud environments. 

VMware vCenter Log Insight enables users to perform advanced analytics on log 
data aggregated across physical, virtualized, and cloud infrastructures, leading to 
across the board improvements in IT metrics. Correlating performance and 
capacity events with system log events greatly enhances the ability to track down 
the root cause of problems in the virtual infrastructure. 

vCenter Log Insight is integrated with vC Ops to enable users to open and 
correlate events in context. vC Ops provides pre-built and configurable 
dashboards for real-time performance, capacity, and configuration management. 

Figure 5 depicts the centralized operations monitoring and log management in 
this Enterprise Private Cloud solution. 
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 Centralized operations monitoring and log management of the private cloud Figure 5.
environment 

Performance data is abstracted to health, risk, and efficiency measures that 
enable IT to efficiently identify evolving performance problems. Capacity analytics 
identify over-provisioned resources so that resources can be right-sized for the 
most efficient use. “What-if” scenarios eliminate the need for spread sheets, 
scripts, and rules of thumb. 

Integrating vC Ops with EMC ViPR Analytics and EMC Storage Analytics (ESA) 
enables full end-to-end visibility of the entire infrastructure from virtual machine 
to back-end LUN and every point in between. This integration enables IT 
administrators to quickly observe the health of their software-defined storage 
environment using a single view, as shown in Figure 6. 
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 EMC ViPR Analytics with VMware vC Ops Figure 6.

vC Ops displays inventory, performance, and capacity metrics from EMC software-
defined storage, such as: 

 EMC ViPR inventory, metering, and event data  

 Preconfigured dashboards for troubleshooting issues in EMC ViPR and 
individual storage arrays 

 Collections of volume, storage port, storage system, and virtual pool data 
for computing key resource status scores used in EMC ViPR 

 Connecting to and collecting data from block and file systems 

 Converting the data into a format that vC Ops can process 

 Improving the health scores of EMC ViPR resources by utilizing performance 
data from VNX/VMAX adapters 

vC Ops presents the aggregated data through alerts and dashboards, and in 
predefined reports that end users can easily interpret. The EMC ViPR Analytics and 
ESA packs are presented through the vC Ops custom interface. 

Metering 

This Enterprise Private Cloud solution uses the VMware IT Business Management 
Suite (ITBM) to provide cloud administrators with metering and cost information 
across all business groups in the enterprise. ITBM provides data on the IT costs of 
cloud, storage and networking resources according to business organizational 
structures and needs. 

Business Management Standard Edition is integrated into the vCAC portal for the 
cloud administrator and presents a default dashboard overview of the private 
cloud infrastructure, as shown in Figure 7. 
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 IT Business Management Suite overview dashboard for private cloud Figure 7.

ITBM Standard Edition uses its own reference database, which is preloaded with 
industry-standard data and vendor-specific data to generate the base price for 
vCPU, RAM, and storage values. These prices, which default to cost of CPU, RAM, 
and storage, are automatically consumed by vCAC, where they can be changed as 
appropriate by the cloud administrator. This eliminates the need to manually 
configure cost profiles in vCAC and assign them to compute resources. 

ITBM is also integrated with VMware vCenter and can import existing resource 
hierarchies, folder structures, and vCenter tags to associate private cloud 
resource usage with business units, departments, and projects. 

Summary 

This solution enables enterprise customers to build an enterprise-class, scalable, 
multitenant platform for complete management of their compute service lifecycle. 
This solution provides on-demand access and control of compute resources and 
security while enabling enterprise customers to maximize asset use. Specifically, 
this solution integrates all of the key functionality that enterprise customers 
demand, and provides a framework and foundation for adding other services. 

This solution supports a VMware vCloud Suite stack with EMC storage and data 
protection services, providing enterprise customers with the flexibility to deliver 
cloud-based services with the functionality to which they are accustomed. 
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Chapter 3 Technology Overview 

This chapter presents the following topics: 

Overview .................................................................................................................. 35 

Key components ...................................................................................................... 35 

Validated solution .................................................................................................... 39 
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Overview 

This EMC Enterprise Private Cloud solution integrates the key components of an 
enterprise private cloud, as shown in Figure 8, to provide: 

 Self-service portal for end-user and administrative provisioning 

 Service catalog of available compute services 

 Rapid, precise, automated service provisioning 

 Multitenant, capable of monitoring, reporting, and billing 

 IaaS and storage as a service (STaaS) framework on which enterprise 
customers can build additional as-a-service offerings 

 

 Enterprise private cloud key components Figure 8.

Key components 
 

The following components are used in this Enterprise Private Cloud solution. 

VMware vCloud Automation Center 

vCloud Automation Center (vCAC) enables customized, self-service provisioning 
and lifecycle management of cloud services that comply with established 
business policies. It provides a secure portal where authorized administrators, 
developers, and business users can request new IT services and manage existing 
computer resources from predefined user-specific menus. 

VMware vSphere and VMware vCenter Server 

VMware vSphere is a virtualization platform for building cloud infrastructures. 
vSphere enables you to run your business-critical applications confidently to meet 
your most demanding service level agreements (SLAs) at the lowest total cost of 
ownership (TCO). vSphere combines this virtualization platform with the award-
winning management capabilities of VMware vCenter Server. This solution 
enables you to get operational insight into the virtual environment for improved 
availability, performance, and capacity utilization. 

Datacenter 
virtualization and 
cloud management 
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VMware vCenter Orchestrator 

VMware vCenter Orchestrator (vCO) is an IT process automation engine that helps 
automate the cloud and integrates the vCloud Suite with the rest of your 
management systems. vCO saves time, removes manual errors, reduces operating 
expenses, and simplifies IT management. vCO enables administrators and 
architects to develop complex automation tasks within the workflow designer, 
and then quickly access and launch workflows either directly from within the 
vSphere Client or using various triggering mechanisms. 

VMware vCloud Networking and Security 

VMware vCloud Networking and Security (vCNS) is the leading software-defined 
networking and security solution that enhances operational efficiency, unlocks 
agility, and enables extensibility to rapidly respond to business needs. It provides 
a broad range of services in a single solution, including virtual firewall, virtual 
private network (VPN), load balancing, and Virtual Extensible LAN (VXLAN)-
extended networks. 

Premium deployment option: VMware NSX for vSphere 
An alternative deployment option to vCNS is VMware NSX for vSphere. NSX is the 
next generation of software defined network virtualization and offers additional 
functionality and improved performance over vCNS and traditional network and 
security devices. This additional functionality includes distributed logical routing, 
distributed firewalling, logical load balancing, and support for routing protocols 
like BGP, IS-IS and OSPF. Where workloads on different subnets share the same 
host, the distributed logical router optimizes traffic flows by routing locally. This 
enables substantial performance improvements in throughput, with distributed 
logical routing and firewalling providing line-rate performance distributed across 
many hosts instead of being limited to a single virtual machine or physical host. 

NSX for vSphere also introduces the Service Composer, which integrates with 
third party security services. These services can identify virtual machines on the 
network infected with malware, or with known vulnerabilities, and place them into 
a quarantine security group that restricts the virtual machines until the issue is 
resolved. 

VMware vCenter Operations Manager 

VMware vCenter Operations Manager (vC Ops) is the key component of the 
vCenter Operations Management Suite. It provides a simplified approach to 
operations management of vSphere, and physical and cloud infrastructures. 
Using patented, self-learning analytics and an open, extensible platform, vC Ops 
provides you with operations dashboards that enable you to gain deep insights 
and visibility into the health, risk, and efficiency of your infrastructure, 
performance management, and capacity optimization capabilities. 

VMware vCenter Log Insight 

VMware vCenter Log Insight delivers automated log management through log 
aggregation, analytics, and search. With an integrated cloud operations 
management approach, it provides the operational intelligence and enterprise-
wide visibility needed to proactively enable service levels and operational 
efficiency in dynamic hybrid-cloud environments. 
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VMware IT Business Management Suite 

The VMware IT Business Management (ITBM) Suite provides transparency and 
control over the cost and quality of IT services. By providing a business context to 
the services that IT offers, ITBM helps IT organizations shift from a technology 
orientation to a service broker orientation, delivering a portfolio of IT services that 
align with the needs of line of business stakeholders. 

 

EMC VNX and EMC Symmetrix VMAX  

EMC VNX and EMC Symmetrix VMAX storage systems are powerful, trusted, and 
smart storage array platforms that provide the highest level of performance, 
availability, and intelligence in the enterprise private cloud. VNX and VMAX 
systems offer advanced storage tiering features and efficiencies to deliver 
multiple storage service levels to organizations, accelerating, and simplifying 
their as-a-service offerings in the private cloud environment. 

Optimized for virtual environments and applications, EMC storage platforms 
provide simplicity and efficiency while providing storage replication for business 
continuity and disaster recovery solutions. 

EMC ViPR 

EMC ViPR software is a lightweight solution that transforms existing storage into a 
simple, extensible and open platform. ViPR software extends current storage 
investments to meet new cloud-scale workloads, and enables simple data and 
application migration out of or into public clouds and back under or out of the 
control of IT. ViPR software gives IT departments the ability to deliver on-premises, 
fully automated storage services at price points that are the same as, or lower 
than, those of public cloud providers. 

EMC Virtual Provisioning technology 

EMC Virtual Provisioning™ technology can reduce cost, improve capacity 
utilization, and simplify storage management by simplifying data layout and 
reducing the steps required to accommodate capacity growth. Users can present a 
large amount of capacity to a host and then consume space only as needed from 
a shared pool. This improves TCO by reducing initial over-allocation of storage 
capacity.  

EMC Fully Automated Storage Tiering for Virtual Pools 

EMC Fully Automated Storage Tiering for Virtual Pools (FAST™ VP) for VNX and 
VMAX optimizes array performance across all drive types in the array to improve 
system performance while reducing cost. FAST VP technology dynamically 
allocates workloads based on the configured service level and nondisruptively 
moves workloads across storage types, to optimize overall system performance. 

 

EMC storage integration with VMware 

VNX and VMAX both support VMware vSphere Storage API for Array Integration 
(VAAI), which offloads virtual machine operation to the array to optimize server 
performance. Both platforms also support VMware vSphere Storage API for 
Storage Awareness (VASA), which enables VMware administrators to expose the 
underlying storage performance and protection details to assist them in creating 
virtual machine storage policies. 

EMC storage 

EMC and VMware 
integration 
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EMC ViPR and EMC Storage Analytics adapters 

Powered by the vCenter Operations Management Suite, EMC ViPR and EMC 
Storage Analytics adapters combine to provide a powerful management tool for 
VMware and storage administrators to access real-time intelligent analytics for 
the ViPR software-defined storage layer and the individual VNX and VMAX 
platforms. Administrators can obtain detailed statistics through customizable 
dashboards, heat maps, and alerts while also accessing topology mapping in a 
VMware environment. 

EMC Virtual Storage Integrator 

EMC Virtual Storage Integrator (VSI) software is a free vCenter plug-in provided by 
EMC that extends the vCenter Server UI to add EMC-specific capabilities. VSI 
software provides multiple feature sets including Storage Viewer, Path 
Management, and Unified Storage Management. Unified Storage Management 
simplifies the provisioning of both VNX and VMAX storage for the management 
infrastructure of the private cloud. 

EMC data protection workflows for vCenter Orchestrator 

With vCO, cloud administrators can use the data protection workflows created by 
EMC to automate Avamar and Data Domain protection of virtual machines. These 
workflows are added to the vCAC virtual machine provisioning blueprints so that 
users can easily set up protection at provisioning time. In addition, workflows can 
be used to enable simple restore of the last good backup for a specific virtual 
machine. 

Administrators can also use workflows that carry out the complete protection 
policy setup on Avamar and vCenter systems, to facilitate quick and easy 
deployment of the infrastructure needed to support all of the end-user protection 
needs. 

EMC Avamar backup and recovery 

EMC Avamar backup and recovery is a fast, efficient system that is provided 
through a complete software and hardware solution. Equipped with integrated 
variable-length deduplication technology, Avamar backup and recovery software 
provides integrated source and global data deduplication, which facilitates fast, 
daily full backups for enterprise private cloud environments. 

EMC Data Domain system 

With Avamar backup and recovery, you can choose to direct backups to an EMC 
Data Domain system instead of to the Avamar server. Data Domain deduplication 
storage systems deduplicate data inline, so that it lands already deduplicated on 
disk, and requires less disk space than the original dataset. With the Data Domain 
system, you can retain backup and archive data on site longer to enable quick 
and reliable data restores from disk. 

EMC Data Protection Advisor 

With EMC Data Protection Advisor (DPA), you can automate and centralize the 
collection and analysis of all data across backup applications, replication 
technologies, the virtual environment, and supporting infrastructure. This 
provides a single, comprehensive view of your data protection environment and 
activities. In addition, when integrated with vCO workflows, DPA can be used to 
provide on-demand reporting of backup statistics and status. 

Private cloud data 
protection 
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Validated solution 
 

This section describes the virtualized environment and supporting infrastructure 
for this EMC Private Cloud solution. 

Figure 9 shows how platforms, pods, and clusters interact throughout this 
solution. Review this graphic before proceeding further. 

 

 Cloud management terminology and hierarchy Figure 9.

Cloud management platform is an umbrella term that describes the entire 
management infrastructure. Beneath that are several pods that perform specific 
functions, and at the bottom level are clusters, which are the various clustering 
techniques that are used to provide high availability and load balancing as 
appropriate. 

These clustering techniques include the use of vSphere ESXi clusters with 
vSphere High Availability for general virtual machine protection, but they also 
include further nested levels of clustering between the virtual machines 
themselves, such as Windows Failover Clustering, PostgresSQL clustering, load 
balancer clustering, or farms of machines that work together natively to provide a 
resilient architecture. 

Architecture 
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Figure 10 shows the overall architecture of the solution. 

 

 EMC Enterprise Private Cloud solution architecture Figure 10.

The architecture for the solution depicts the following sets of resources that are 
required to deploy an EMC Enterprise Private Cloud: 

 EPC Core Pod 

 EPC Network Edge Infrastructure (NEI) Pod 

 EPC Automation Pod 

 Business group resource pods (resources to be consumed by the eventual 
end user) 

These resources should be deployed in the order shown, as there is a hierarchical 
dependency among them. 

The remainder of this section discusses the components required at each level. 

EPC Core Pod 

To deploy cloud automation components such as vCloud Automation Center, a 
base set of resources must first exist. These base resources in the EPC core pod 
are: 

 Microsoft SQL Server: Hosts the respective SQL Server databases used by 
the Cloud vCenter Server, VMware Update Manager, and VMware vCAC IaaS 
databases. 

 Cloud VMware vCenter Server: VMware vCAC (deployed in the Cloud 
Management resource set) uses this vCenter Server as its endpoint from 
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which the appropriate ESXi clusters are reserved for use by vCAC business 
groups. 

 Network and Security Manager: Used for both VMware NSX and VMware 
vCNS to manage the virtual networks used by business group resource pods 
and managing infrastructure. 

 EMC ViPR Controllers: Used to provide virtual storage for the business group 
resource pods. 

 EMC SMI-S/Unisphere® software: Management infrastructure required for 
EMC ViPR deployment. 

To deploy the virtual machines, a set of VMware ESXi servers and an associated 
external managing VMware vCenter Server instance (separate from the Cloud 
vCenter instance mentioned) are required. This external vCenter Server instance is 
also shown in the EPC core pod in Figure 10 but may exist elsewhere, depending 
on the chosen deployment. Two scenarios fulfill this deployment: 

 A non-greenfield customer environment might have an existing set of 
infrastructure that can be used to host the core resources. In that case, 
deployment of additional physical hosts or an additional external vCenter 
Server instance might not be required. In that scenario, the EPC core pod in 
Figure 10 exists elsewhere and does not need to be deployed. The external 
vCenter Server instance shown may pre-exist. Chapter 11 describes 
considerations for the resource requirements that the core virtual machines 
would consume from existing hardware are provided in. 

 In a true greenfield site, a distinct set of hardware resources might need to 
be deployed as the first step to bring these base resources online. In that 
case, an ESXi server is deployed, and virtual machines are created for both 
the SQL Server and external vCenter server at a minimum. When the 
external vCenter server is functional, the ESXi host it resides on, and any 
other hosts that are to be used in the core pod, can be brought under 
vCenter management, and the remainder of the virtual machines can be 
deployed and configured. These resources are shown in Figure 10 as a 
dedicated EPC core pod. Refer to Chapter 11 for requirement considerations 
for this distinct infrastructure pod. 

The hardware hosting the EPC core pod is not managed by any of the cloud 
components, but the virtual machines it hosts are the critical foundations of the 
cloud. 

All of the components on the core pod are deployed on storage that is not under 
ViPR control. Depending on the scenario, they may be hosted by storage in the 
existing customer environment or on storage from one of the enterprise private 
cloud arrays. In that scenario, storage for the core pod is provisioned using the 
EMC Virtual Storage Integrator (VSI) tool on the vSphere Client for the external 
vCenter Server instance, because the core pod is managed by that vCenter server 
instance. 

Fibre Channel (FC) attachment between the core pod and the VNX array is 
recommended, though not mandatory, as iSCSI or NFS attachment can also be 
used to provide storage to the core pod if required. All storage should be RAID 
protected and all ESXi servers should run EMC PowerPath®/VE software for 
automatic path management and load balancing. 
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EPC Network Edge Infrastructure (NEI) Pod 

The EPC NEI Pod is used to host all of the VMware vCloud Networking and Security 
Edge components of the virtualized network that are responsible for north-south 
communications. In the case of VMware NSX, it also hosts the NSX Controller 
appliances.  

This pod becomes the convergence point at which the physical and virtual 
networks connect. 

The NEI pod uses dedicated vSphere clusters, to simplify the amount of 
configuration required to connect the physical and virtual networks. It also 
eliminates competition for resources by critical networking components as the 
solution scales and as the demands of other areas of the cloud management 
platform increase. 

Storage for this pod is provisioned like the core pod, that is, using the EMC VSI 
plug-in, but with a subtle change. In this case, the plug-in on the vSphere Client 
connects to the cloud vCenter Server, because the NEI cluster is managed by that 
vCenter server instance. All storage should be RAID protected and all ESXi servers 
should run EMC PowerPath/VE for automatic path management and load 
balancing. FC is recommended but not mandatory. 

Chapter 11 provides sizing guidelines for the NEI cluster. 

EPC Automation Pod 

The EPC automation pod cluster hosts all of the virtual machines used for 
automating and managing the cloud infrastructure, with the exception of the 
enterprise private cloud core components mentioned earlier, as those must exist 
before the creation of the automation pod. The automation pod supports the 
components responsible for functions such as the user portal and automated 
provisioning, monitoring and metering. While the automation pod hardware is 
registered with the Cloud vCenter Server instance, the automation pod hardware 
is not reserved for use by vCAC business groups as its sole purpose is to host the 
automation and management components of the private cloud solution. 

The automation pod is supported by a number of VMware vSphere ESXi servers, 
configured in a vSphere cluster using VMware vSphere Distributed Resource 
Scheduler (DRS) and VMware vSphere High Availability (HA). This vSphere cluster 
uses server, network, and storage resources of its own, separate to the production 
resource clusters. Sizing details for the cloud management platform are in 
Chapter 11. 

Storage for the automation pod should follow the same guidelines as the EPC NEI 
Pod. 

The automation pod consists of, at a minimum, the components listed in Table 2. 
It may contain additional items such as vShield App or Load Balancers, 
depending on the chosen architecture. Chapter 11 provides more details on these 
architectures. 
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Table 2. Automation pod components 

List of components 

VMware vCloud Automation Center: Identity Server VMware IT Business 
Management Suite 

VMware vCloud Automation Center: Server EMC PowerPath/VE  

VMware vCloud Automation Center: IaaS EMC Data Protection Advisor  

VMware vCenter Operations Manager (2 VM vApp) EMC Avamar Proxy01 

VMware vCenter Log Insight EMC Avamar Proxy02 

 
Business group resource pods 

The business group resource pods are configured and assigned in vCAC as 
available resources, which host all machines deployed by different business 
groups in the enterprise private cloud environment. Each business group uses a 
dedicated ESXi cluster. 

You can easily modify server, network, and storage resources for existing pods. 
After new resources have been made available at the vSphere layer, a new data 
collection is required in vCAC followed by the appropriate resource reservation 
changes so that the additional resources are available for consumption. Storage 
to support the business group resource pods is provisioned using EMC ViPR 
services and is initiated from the VMware vCAC catalog. 

All storage provisioned by ViPR is FC-attached, where the SAN zoning can be 
manually configured in advance or automatically configured by ViPR at 
deployment time. Where manual zoning is chosen, you should implement zoning 
best practices for high availability (HA) to provide HA on the server and the 
storage arrays. All ESXi servers run EMC PowerPath/VE for automatic path 
management and load balancing. Sizing guidelines, in Chapter 11, provide details 
for the sizing of production clusters. 

Data protection 

The Avamar backup and recovery system provides data protection for all levels of 
this Enterprise Private Cloud solution by using agent-free, image-level backup. 
While the virtual machines within the production resource clusters are 
automatically protected at provisioning time with customizations between vCAC 
and Avamar, virtual machines on the cloud management platform are manually 
protected in the more traditional manner, using the Avamar administrative 
console. 

To protect the vCenter Server located in the infrastructure cluster, use Avamar 
guest-level backup with the client agent with the Avamar plug-in for SQL Server. 
The Microsoft SQL Server instance in the infrastructure cluster also hosts the 
databases to support vCAC IaaS on the cloud management platform. Avamar 
guest-level backup can co-exist with image-level backup of the same machine. 

A dedicated backup network is configured and used for all backup traffic in this 
Enterprise Private Cloud solution. 
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Solution connectivity 

The solution uses the following networks: 

 Fibre Channel: Network that connects all of the block storage devices to the 
respective server hardware 

 Backup network: Dedicated network that transports all data between the 
production cluster resource and the EMC Avamar grid 

 Infrastructure network: Network that connects all the hardware components 
of the solution 

 Management network: Network where all of the Cloud Management virtual 
machines are connected 

 Business group networks: Dedicated networks per business group 

Architectural assumptions 

The following assumptions and justifications apply to the EMC enterprise private 
cloud architecture: 

 The solution uses the vCenter Server full installation rather than the vCenter 
Server appliance for the following reasons: 

 Allows for vCenter Server Heartbeat, and subsequent vCenter Server 
HA 

 Provides support for an external SQL Server database 

 The solution uses the integrated SSO server with vCenter Server 5.5.0b in 
preference to vCAC identity appliances, as it enables SSO to be made highly 
available in tandem with vCenter Server 

 The solution uses the EMC VSI C# client in preference to the web client for 
the following reasons: 

 At time of writing the web client only supports ViPR provisioning, and 
in this solution VSI is required to provision VMAX or VNX 

 The vCAC portal is used for all ViPR provisioning, so the web client is 
unnecessary 
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Table 3 lists the hardware used in this solution. 

Note: The hardware listed in Table 3 reflects the hardware used for solution validation 
and is not representative of hardware required for a full customer implementation. 

Table 3. Solution hardware 

Hardware Quantity Configuration Notes 

Storage 

EMC VMAX 10K 1 FC, SATA, and flash disks VMAX 10K offering multiple FAST 
VP storage policies 

EMC VNX5800™ 1 SAS, NL-SAS, and flash disks VNX unified storage providing 
block and file storage, including 
EMC FAST VP and EMC FAST Cache 

Compute 

Blade servers 10  2 x six-core Intel Xeon 5600 
Series 

 96 GB RAM 

 Converged network adapter 

2 x UCS chassis, hosting 10 blades  

Network 

Ethernet switch 4 10 Gb Ethernet Infrastructure Ethernet switch 

SAN switch 2 8 GB FC For dual FC fabric 

Backup and recovery 

EMC Avamar 1 15.5 TB capacity Backup appliance 

EMC Data Domain 1 21.5 TB capacity Deduplication appliance 

 
  

Hardware 
resources 
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Table 4 lists the software used in this solution. 

Table 4. Solution software 

Software Version Description 

VMware virtualization and cloud infrastructure 

VMware vCloud Automation Center 6.0 SP1 VMware cloud management and 
infrastructure 

VMware vCenter Server 5.5.0b vSphere management server 

VMware vSphere ESXi 5.5.0-1331820 Server hypervisor 

VMware vCenter Orchestrator 5.5 vCenter orchestration engine 

VMware vCenter Operations Manager 5.8 Automated operations management  

VMware vCenter Log Insight 1.5 vCenter log analytics and management 

VMware IT Business Management Suite 1.0 VMware IT Business Management Suite 
Standard Edition  

Microsoft SQL Server 2012 SP1 Database server for vCenter Server and vCAC 

Microsoft Windows Server 2012 Operating system for the server environment 

EMC storage  

EMC ViPR 1. 1 EMC ViPR software-defined storage 

EMC Unisphere 1.6.1.8 Management software for EMC VNX and 
VMAX 

EMC Enginuity™ 5876.229.145 Operating environment for VMAX 

EMC VNX Operating Environment Release 33 Operating environment for VNX block 

EMC Solutions Enabler 7.6.1 CLI software for Symmetrix VMAX storage 
management 

EMC PowerPath Virtual Edition 5.9 Multipathing and load balancing for block 
access 

EMC and VMware integration 

EMC Virtual Storage Integrator 5.6.2 EMC storage plug-in for VMware vSphere 
Client 

EMC Storage Analytics 2.1 EMC Storage Analytics adapter for VMware vC 
Ops (validated but optional component of the 
solution) 

EMC ViPR Analytics 1.1 EMC ViPR Analytics Pack for VMware vC Ops 

EMC backup and recovery  

EMC Avamar 7.0 SP1 Avamar system software 

EMC Data Domain Operating System 5.4.1.2. Operating system for Data Domain appliance 

EMC Data Protection Advisor 6.1 Data protection management software 

 
 

Software resources 
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Chapter 4 Cloud Self-Service and 
Administration 

This chapter presents the following topics: 

Overview .................................................................................................................. 48 

Private cloud self-service ......................................................................................... 49 

Cloud roles and resource administration .................................................................. 53 

Infrastructure provisioning and lifecycle management ............................................ 58 

Use cases ................................................................................................................. 68 

Summary .................................................................................................................. 76 
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Overview 

The vCloud Automation Centre (vCAC) self-service portal and service catalog 
enable multiple cloud users, both tenants and administrators, to manage 
provisioning and operational tasks in a secure, separated way, while enabling 
them to configure and consume resources in line with the quality of service 
required. 

A service catalog of customized and approved services and applications is 
presented to users of this Enterprise Private Cloud solution. These catalog items 
are the end result of pre-engineered storage and infrastructure services that have 
been customized to meet the many needs of the business. All the service 
specifications and policies are preconfigured and approved by cloud 
administrators, allowing cloud users to provision, manage, and dispose of their 
own systems. 

 

 Self-service portal and service catalog overview Figure 11.

The self-service portal, using existing and specialized customization processes, 
offers cloud users a range of cloud operations, including: 

 A catalog of storage and data protection services 

 A catalog of systems and applications 

 Streamlined deployment of systems and applications 

 Automatic protection of business and mission-critical machines 

 On-demand backup, restore, and billing operations  

The portal provides users with a simple and efficient process that satisfies their 
requirements, removed from the complexities of the underlying technologies that 
support and enable the services within the private cloud. 
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Private cloud self-service 

vCAC provides a unified self-service portal for delivering infrastructure, 
application, data, or anything as a service. 

 

The cloud services are provided by this solution through the vCAC self-service 
portal. VMware vCAC allows the presentation of personalized, user-appropriate 
catalogs of IT services. From the self-service portal vCAC provides a highly flexible 
means for customizing machine configurations while integrating the machine 
provisioning and management with other enterprise-critical systems. 

This solution, through integration between vCAC, EMC ViPR, and EMC Avamar, 
provides storage and data protection services to cloud users through the self-
service portal, as shown in Figure 12. 

 

 Private cloud self-service portal Figure 12.

The vCAC self-service portal streamlines the ability of a cloud user to request 
services and access to virtual machines. Through the vCAC self-service portal: 

 Cloud and fabric group administrators can create and manage storage and 
data protection services 

 Cloud users can request, manage, backup, and restore their own virtual 
machines 

Cloud and fabric group administrators in vCAC have access to storage and data 
protection services to support the private cloud. While cloud administrators can 
create and manage storage and data protection service levels, fabric group 
administrators can expand existing storage resources for their respective 
business groups, as shown in Figure 13. 

Self-service portal 
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 Fabric group administrator: Provision additional storage for business groups Figure 13.

Cloud users subsequently consume these storage and data protection services 
and resources when they provision their virtual machines. 

Cloud users can manage the machine lifecycle from the request and approval 
stage through to the decommissioning of the machine and the reclamation of its 
resources. Virtual machines are deployed from blueprints, as shown in Figure 14. 
Virtual machine blueprints can be single machine or multimachine. 

 

 Selection of virtual machine blueprints in the self-service portal Figure 14.

The cloud administrators can pre-determine the storage and networking resources 
available to a cloud user by applying storage and networking policies that control 
where a user’s resources are deployed. These policies can ensure network and 
storage isolation for a tenant’s resources by restricting the cloud user, or group, to 
certain resources only. 
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User-driven data protection for virtual machines 

Depending on the catalog items available to them, cloud users can protect their 
machines with a predefined backup service level, as shown in Figure 15. 

 

 User-defined automatic data protection for virtual machines Figure 15.

On-demand data protection operations 

The self-service portal in this solution provides cloud users with more virtual 
machine actions that enable on-demand backup and restore of virtual machines. 
Additional reporting functionality, provided by EMC Data Protection Advisor (DPA), 
is also available from the portal to enable cloud users and administrators to view 
the backup status and cost center of their virtual machines. Figure 16 highlights 
these on-demand virtual machine actions for data protection. 

 

 On-demand data protection actions for virtual machines Figure 16.

Chapter 7 provides greater detail on how these customized data protection 
actions were created and how they operate. 
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Reconfiguring resources 

Cloud users can reconfigure the resources assigned and available to their virtual 
machines. The scope of possible reconfiguration by a cloud user can be restricted, 
as appropriate, by higher level cloud administrators. The cloud user can increase 
the virtual machine CPU count, and memory, up to the defined maximum limit for 
each resource, as shown in Figure 17. 

 

 Reconfigure virtual machine resources Figure 17.

Storage and network resources can also be modified. Reconfiguring a virtual 
machine’s resources can be restricted in the virtual machine blueprint by its 
creator, where minimum and maximum values can also be applied to limit the 
scope of reconfiguration. The execution of the reconfiguration can be immediate, 
scheduled, or queued for the virtual machine owner, as shown in Figure 18. 

 

 Schedule reconfiguration of virtual machine Figure 18.
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Cloud roles and resource administration 

vCAC is built to work with existing infrastructures. It supports the different 
requirements of the many business units in an enterprise and integrates with a 
wide variety of existing IT systems and best practices. 

User roles and responsibilities are defined and used in the structure of vCAC. The 
administration of users and compute resources in vCAC is managed through the 
vCAC console, which is the administrative portal. The primary groups, users, and 
roles that this solution focuses on are summarized in the following sections: 

 Cloud administrator 

 Fabric groups 

 Business groups 

 

The cloud administrator role is responsible for configuring resource endpoints and 
fabric groups, where fabric group administrators and their respective compute 
resources need to be defined. 

A primary task of the cloud administrator is to configure the endpoints used by 
vCAC for provisioning compute resources and operations. In this solution, two 
endpoints were required: 

 vSphere (vCenter): Used by vCAC for compute resources 

 vCenter Orchestrator: Used by vCAC for additional configuration 

The configuration of these endpoints is shown in Figure 19. 

 

 Endpoint configuration for vCAC Figure 19.

vCAC can easily invoke vCenter Orchestrator (vCO) workflows to extend lifecycle 
state transitions and machine command menus, resulting in entire processes 
being automated without any manual intervention from IT teams. 

Figure 20 shows the section of the vCAC console where fabric groups are created 
and managed. 

Cloud 
administrator 
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 Fabric groups created and managed by vCAC cloud administrator Figure 20.

The compute resources available for each fabric group are assigned when the 
cloud administrator edits the fabric group. The compute resources in vSphere of 
the Finance cluster selected to support the Finance business group are 
highlighted in Figure 21. 

 

 Edit vCAC fabric group: Select compute resources Figure 21.

 

Fabric group administrators manage cloud resources for their respective business 
groups, as defined by the cloud administrator. Fabric group administrators are 
responsible for configuring and creating business groups for individual 
departments and resource reservations and customizations for network, storage, 
compute, and cost profiles. The fabric group administrator and a tenant or 
approval administrator can define approval groups and policies. 

This solution environment, as an example, contains two production organizations, 
Manufacturing and Finance. Figure 22 shows the configured business groups for 
those organizations. The business groups, which are highlighted, contain 
business group managers (BGMs) responsible for each organization. 

Fabric groups 
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 Business groups managed by vCAC fabric group administrator Figure 22.

A cloud or fabric administrator can edit this business group to define the group 
manager, support, and user roles for the Finance department, as shown in Figure 
23. 

 

 Business group user roles managed by vCAC fabric group administrator Figure 23.

The fabric group administrator assigns compute, storage, and network resources 
to the business group manager. As shown in Figure 24, fabric group 
administrators can reserve resources for their business groups using reservation 
policies that cover reservations across memory, storage, and network resources 
for their business groups. 
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 Resource reservations managed by vCAC fabric group administrator Figure 24.

 

Users in business groups are the users and consumers of the infrastructure 
provided to them by their fabric group administrator. 

 Business group manager: One who can access all virtual machines, create 
and publish blueprints for end users, manage approval requests, and work 
on behalf of other users in their group 

 Support user role: Help desk users whose role enables them to work on 
behalf of other group users where required for troubleshooting and support 

 User role: End users, in the context of vCAC, who can deploy from the 
blueprints made available to them by the business group manager 

Users in the user role are the primary consumers of the vCAC self-service portal 
from where they can provision and manage their virtual machines. The 
deployment of blueprints may be subject to approval by the business group 
manager. The business group manager sets this approval policy is set on a per 
blueprint basis. 

  

Business groups 
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The Manufacturing and Finance organizations are supported by users in the IT 
department who are directly responsible for supporting the systems and 
applications of each organization. User roles are summarized in Table 5. 

Table 5. Summary of user roles 

Username Role Organization 

cloudadmin vCAC cloud administrator N/A 

mfgit Fabric administrator Manufacturing 

finit Fabric administrator Finance 

mfgadmin Business group manager Manufacturing 

finadmin Business group manager Finance 

mfgsupport Support user Manufacturing 

finsupport  Support user Finance 

mfgappowner User Manufacturing 

finappowner User Finance 

 
vCAC is configured to connect to an Active Directory server, as described in the 
vCloud Automation Center Installation Guide. Users and user groups can be 
created in the Active Directory server and assigned to support the various roles in 
vCAC.  

 

When a cloud user initiates any of the on-demand storage or data protection 
services using the vCAC self-service portal, a vCO workflow is called. These vCO 
workflows might need to communicate with multiple systems such as, in this 
solution, EMC ViPR, Avamar, or DPA. vCO does not run its tasks under the cloud 
user’s credentials; these tasks run using the credentials specified during 
configuration of the workflow. 

The credentials should be Active Directory specific-use service accounts where 
the target systems have been integrated with a centralized authentication source. 
Where centralized authentication is not possible, local accounts are used, for 
example, with Avamar Management Command Line Interface (MCCLI). 

Service accounts enable streamlined administration and policy enforcement, and 
satisfy audit requirements. 

As shown in Figure 25, vCAC calls vCO using a unique Active Directory service 
account (for example, DRM\svc_vco_vcac) to run an on-demand backup workflow. 

Self-service portal 
and workflow 
credentials 
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 vCAC Designer view: On-demand backup workflow operations Figure 25.

Figure 26 shows the vCO workflow that uses a local account (for example, mcvco) 
to log in to Avamar using the SSH plug-in, and run the Avamar MCCLI commands 
necessary to run the backup. 

 

 On-demand backup workflow in vCenter Orchestrator Figure 26.

Infrastructure provisioning and lifecycle management 

In vCAC you can divide a shared infrastructure into logical units and logical 
capacities that can be used by different business units where users can choose 
from a self-service catalog of customized virtual machine blueprints. 

The resource clusters supporting the various organizations within the enterprise 
are managed by a vCenter Server instance that operates as the vSphere endpoint 
for vCAC. From this instance all of the underlying vSphere resources are made 
available. 

This solution uses a model where organizational resources are isolated at the 
vSphere cluster level. This model guarantees that resource contention will not 
occur across production organizations, because users within each organization 
have exclusive access to their own ESXi servers and storage. 

Note: In vCAC you can reserve a percentage of resources, where a single resource can be 
shared between different organizations. This solution does not use this functionality. 
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The following sections discuss how the vCAC console is used to configure 
compute, storage, and networking resources: 

 Compute resources 

 Storage resources 

 Network resources 

 

Compute resources for each organization and business group in this solution are 
isolated at the vSphere cluster level, thereby guaranteeing the isolation of 
compute resources for each organization. The amount of cluster servers and their 
specifications providing the compute power are dependent on the workload to be 
supported. The cloud administrator initially assigns compute resources to the 
fabric groups. 

The reservation in Figure 27 is named fin-bus-group-Res-1, which is the business 
group configured for the Finance organization. 

 

 Virtual reservations for the Finance business group Figure 27.

The resources available to be reserved within this group are all contained in a 
single vSphere cluster managed by the vCenter Server endpoint, as highlighted in 
Figure 28. 

 

 vSphere cluster supporting reservations for Finance business group Figure 28.

 

In this solution, the storage devices available to vCAC from a vSphere cluster are 
dedicated entirely to a single business group. This solution assigns the entire 
LUN, datastore, and datastore cluster to a single business group for a single 
organization. The storage devices are initially presented to vSphere by EMC ViPR 
from predefined virtual storage pools (which align to storage service levels), and 
each device is organized into a datastore cluster per storage service level, as 
shown in Figure 29. Depending on the storage service level specified by the vCAC 

Compute resources 

Storage resources 
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blueprint at the time of provisioning, each datastore cluster represents a single 
target for the virtual machine storage. 

 

 Mapping storage resources from vCAC fabric groups to storage service levels Figure 29.

vCAC sees the storage resources as storage paths, as highlighted in Figure 30, 
and the fabric group administrator must assign a reservation to enable their use 
by the business group. 

 

 Storage resource reservations managed by the vCAC fabric group Figure 30.
administrator 

The storage paths, or LUNs, viewed and reserved for the Finance organization, 
contain devices from the Tier-1, Tier-2, and Tier-4 (archive) storage service levels, 
as shown in Figure 30. 
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An organization can have multiple storage service levels available to deploy to, 
but the blueprint author (a fabric administrator or BGM) can dictate the type or 
service level of storage to be used for a blueprint by specifying the appropriate 
storage reservation policy. Figure 31 highlights where the storage reservation 
policy is set in a virtual machine blueprint. 

 

 Storage reservation policy set in blueprint Figure 31.

Storage reservation policies are used to manage the service levels of storage and 
are applied on a per-device (or storage path) basis by the fabric group 
administrator, as highlighted in Figure 32, in Configuration of Edit Compute 
Resources. 

 

 Storage reservation policy set by the vCAC fabric group administrator Figure 32.

From a blueprint, the virtual machines are provisioned on a storage path 
(datastore) with the appropriate storage level. While vCAC allows for individual 
virtual machine disks to be placed on different storage devices and tiers, this 
solution requires no further or manual configuration of storage devices. The FAST 
VP technology supporting each of the storage devices ensures that virtual 
machine disks and their data are located on the most appropriate drive type 
within the storage pool according to performance requirements. 

More detailed information on the configuration of storage resources for this 
solution is available in Chapter 5. 
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In general, vCAC uses the Dynamic Host Configuration Protocol (DHCP) to assign 
IP addresses to the machines it provisions, but cloud administrators can enable 
static IP address assignment by creating network profiles containing the ranges of 
IP addresses that can be used, as shown in Figure 33. 

 

 Network profiles set by the vCAC fabric group administrator Figure 33.

The vCAC fabric group administrator can only create and manage network profiles 
when a vCAC cloud administrator has enabled static IP address use for the site, as 
shown in Figure 34. 

 

 Network profile details for the Finance organization network Figure 34.

Network profiles created by the fabric group administrator are specified in the 
network reservations for a business group. The network profile contains 
properties to be used, such as the default gateway, subnet mask, Domain Name 
System (DNS), and Windows Internet Name Service (WINS), and the range of 
available IP addresses, as shown in Figure 34. 

After a network profile is created, a fabric group administrator can associate it 
with a network path for a business group in that organization, as shown in Figure 
35. 

Network resources 
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 Network profile reservation for the Finance organization Figure 35.

Within the specified ranges, each IP address that is allocated to a machine is 
automatically reclaimed for reassignment when the machine is destroyed. 

The networking configured for, assigned to, and used by the various organizations 
in vCAC is based on the networking infrastructure configured in the vSphere 
endpoint. Figure 36 shows the distributed virtual switch (dvSwitch) configuration 
supporting vCAC networking in this solution. The networking port group used to 
support the manufacturing organization in the previous examples is highlighted in 
Figure 36. 

 

 Networking infrastructure provided by vSphere endpoint Figure 36.

For more detailed networking information, refer to Chapter 6. 

 

To enable calculation of a the cost of a machine for display to machine owners, 
requesters, and administrators, and for chargeback reporting, VMware IT Business 
Management Suite (ITBM) automatically associates a cost profile with each 
network, compute, and storage resource by. For a finer definition of storage cost, 
vCAC allows ITBM to automatically associate each known storage path (LUN) on a 
compute resource with a storage cost profile. This cost profile is based on the 
storage profile of the LUN as discovered and set at the vSphere layer by the ViPR 
VASA storage provider. 

  

Resource cost 
profiles 
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Cloud administrators can edit the cost drivers, as shown in Figure 37. 

 

 Daily cost profiles for compute resources Figure 37.

Cloud administrators can change a compute resource’s cost profile, as shown in 
Figure 38, using the Edit Cost option in ITBM. 

 

 Edit Compute Resource window Figure 38.

Figure 39 shows an example of cost reporting in ITBM where the network cost 
across all organizations is displayed in graphical form, detailing the cost per NIC 
and the total monthly cost. The associated costs accumulated by the various 
organizations can be captured in the reporting portal in Business Management on 
the vCAC portal of the cloud administrator.  

More detailed tabular reports are available in the reports section of ITBM, and are 
linked directly from the cost report, as highlighted in Figure 39. 
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 Monthly cost report for network costs for all organizations Figure 39.

 

A blueprint is the complete specification for a virtual machine, determining the 
machine’s attributes, the manner in which it is provisioned, and its policy and 
management settings. When users request a machine using the self-service 
portal, they must select the blueprint from which it will be created, as shown in 
Figure 40. 

 

 Deploy new virtual machines from available blueprints Figure 40.

Blueprints specify the workflow used to provision a machine, along with build 
profiles containing more provisioning information, such as data protection or 
other functional customizations. The blueprint also sets the policies that apply to 
a machine, such as any approvals required, expiration date, and owner 
operations. 

When a blueprint is created, some information, such as the amount of RAM or 
CPU, is specified using controls in the user portal. Other information, such as data 
protection features, is specified using custom properties. A local blueprint is 
created by a BGM for a single business group and is available only to that group’s 
members. A global blueprint is created by a fabric group administrator or BGM 
and can be selected for inclusion among a business group’s local blueprints by 
the BGM. 

Virtual machine 
blueprints 
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Blueprints can be single machine or multimachine, including multitier enterprise 
applications that require multiple components (application, database, and web). 
A multimachine blueprint contains multiple individual machine blueprints. 

All blueprints are created using the vCAC console, where required information 
such as the following is gathered to complete the deployment of a virtual 
machine: 

 Blueprint information 

 Build information 

 Properties 

 Security 

Figure 41 shows an example of the Build Information screen for creating a new 
virtual machine blueprint. Specifications include virtual machine compute and 
storage resources, and whether the machine to be built is to be created as new or 
cloned from an existing virtual machine. 

 

 Create new virtual machine blueprint Figure 41.

This solution contains blueprints that clone existing virtual machines and apply 
specific build profiles that, among other things, enable automatic and on-demand 
data protection operations for virtual machines in the user portals. Figure 42 
shows some of the build profiles created and used in this solution. 

 

 Specify customizations with build profiles Figure 42.
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Chapter 7 and Chapter 10 provide more detail on the customizations used in this 
solution. 

The creation of a virtual machine is just one of the phases of the lifecycle of a 
virtual machine in vCAC. The following section summarizes the different stages. 

 

The lifecycle of a virtual machine in vCAC, as shown in Figure 43, can be 
summarized as follows: 

 Stage 1: Users request a machine by selecting from a catalog of blueprints. 

 Stage 2: A group manager (or others) approves the request, if and as 
required. 

 Stage 3: A virtual machine is provisioned from the group’s resource 
reservations. The virtual machine owner uses the machine for the duration 
of the lease, reprovisioning or reconfiguring as appropriate. 

 Stage 4: The virtual machine is reclaimed by the fabric group administrator 
or expires and is archived (if required) before being destroyed after any 
archive period is reached. Virtual machine resources are then reclaimed and 
made available for future provisioning. 

 

 Virtual machine lifecycle in vCAC Figure 43.

  

VMware vCAC 
virtual machine 
lifecycle 
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Use cases 

The purpose of the following use cases is to provide an overview of some of the 
more common tasks in the lifecycle of virtual machines in this Enterprise Private 
Cloud solution. 

 

When a virtual machine is created, it is deployed from a vSphere template virtual 
machine and customized within a vCAC virtual machine blueprint. 

Fabric group administrators and BGMs (or a user who is both) can create 
blueprints. A user who is both a fabric group administrator and a BGM can choose 
whether to create a global blueprint, which is available to all business groups, or 
a local blueprint which is confined to a single group. 

To create a local blueprint on the vCAC console: 

1. Log in as a BGM. 

2. Select Infrastructure > Blueprints under Infrastructure. 

3. Click New Blueprint. 

4. Select Virtual, as shown in Figure 44. 

 

 Create a new VMware vSphere virtual machine blueprint Figure 44.

A blueprint can be newly created or copied from an existing master blueprint. 
Copying an existing master blueprint might be useful or more efficient in 
circumstances where the new virtual machine shares a large amount of identical 
properties, meaning less customization is required in building the blueprint. 

Blueprint creation involves completing information across these areas: 

 Blueprint Information 

 Build Information 

 Properties 

 Actions 

Each of the areas contains input fields that combine to define the final blueprint. 

Blueprint Information 

The new blueprint is set as a master blueprint so that it can be copied for 
subsequent blueprint creations. Other properties, such as business group, 
reservation policy, and virtual machine name prefix are configured here, as shown 
in Figure 45. 

Use case 1: Group 
administrator–
Create virtual 
machine blueprint 
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 Create a new blueprint Figure 45.

Build Information 

Under Build Information, the blueprint type is Server and the action is Clone, 
which means that a cloning workflow be based on an existing template in 
vSphere. In this example, a number of standard Windows and Linux virtual 
machine templates are pre-built in vSphere. Also, the Win20GB template is 
selected from the Clone from list, as highlighted in Figure 46. 

 

 Select vSphere template for cloning Figure 46.

The virtual machine resources, at a minimum, are set to how the template is 
configured. You can set the blueprint to allow these values to be increased at a 
later stage, up to a maximum value. Figure 47 shows where you can set the 
machine resources maximums, and specify the storage service level to be used 
(storage reservation policy). 
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 Complete build information for new blueprint Figure 47.

In this example, the minimum machine resources are inherited from the vSphere 
template and the maximum values have been manually set at higher than the 
minimum values. This means that at deployment time, this virtual machine can be 
deployed with up to the maximum values. Later in this configuration, in Use case 
2: Cloud user–Reconfigure existing virtual machine, we describe how to 
reconfigure the virtual machine resources after deployment. 

Properties 

The Properties screen for a blueprint contains a selection of build profiles, some 
of which are specific to each operating system and others that are applicable to 
all virtual machines. 

A build profile contains a set of properties, shown in Figure 48, to be applied to a 
machine when it is provisioned. For this blueprint, we selected a build profile 
specific to Windows 2008 virtual machines and one that enables the automatic 
and on-demand data protection operations in this solution. 

 

 Select custom build profiles for virtual machine Figure 48.
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Actions 

Under Actions, administrators can specify which actions, operations, and 
reconfiguration options that users can use with this blueprint. 

Other data protection actions provided by this solution are highlighted in Figure 
49. The highlighted selection that reconfigures the virtual machine after 
deployment. 

 

 Enable virtual machine operations for cloud user Figure 49.

After the blueprint is completed, it must be published before being added as a 
catalog item that cloud users can deploy from in the user self-service portal, as 
shown in Figure 50. 
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 Deploy new virtual machine blueprint from the self-service portal Figure 50.

For more information on creating virtual machine blueprints refer to vCloud 
Automation Center Operating Guide v6.0. 

 

When a virtual machine requires additional or fewer resources, the assigned 
resources can be edited to satisfy the required configuration change. 

Cloud users can reconfigure one of their virtual machines if their BGM has 
enabled this in the blueprint. A machine owner can make any of the following 
changes to a provisioned machine: 

 Increase or decrease memory 

 Increase or decrease the number of CPUs 

 Modify storage by adding, removing, or increasing the size of volumes (SCSI 
disks only) 

 Modify networks by adding, removing, or updating network adapters 

Changes to each of these parameters are subject to the upper limits defined in the 
blueprint originally used to provision the machine. 

Figure 51 shows an example of a virtual machine owner reconfiguring the storage 
resources of a virtual machine from the self-service portal. In this example, the 
user adds an additional 20 GB storage device to the virtual machine. 

Use case 2: Cloud 
user–Reconfigure 
existing virtual 
machine 
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 Reconfigure virtual machine resources from the self-service portal Figure 51.

Reconfiguration requests can also be made subject to approval, as with 
provisioning requests. After the request is approved, the user can run the 
reconfiguration. 

The options for running the reconfiguration are: 

 Immediate: The reconfiguration is automatically queued to be run after all 
required approvals are given.  

 Scheduled: The machine owner specifies a date and time to run the 
reconfiguration. This can be rescheduled if the request is not approved until 
after the scheduled time. 

 Queue for Owner: The reconfiguration must be triggered manually by the 
machine owner after all approvals are given. 
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When the machine’s lease expires, or the machine is manually expired, the 
machine is either archived or destroyed, depending on whether its blueprint 
specifies an archive period. When the end of the archive period is reached, or if 
there is no archive period, the virtual machine is destroyed. The virtual machine 
can also be manually destroyed by the user, as shown in Figure 52. 

 

 Decommission virtual machine Figure 52.

Virtual machines deployed by vCAC in this solution are protected by a backup 
service level that automatically includes a retention period. Therefore, if and when 
a fabric group administrator decides to decommission a virtual machine, the 
virtual machine is automatically archived. While the virtual machine is in the 
archived state, users can request the re-deployment of the virtual machine if 
required. 

When a virtual machine is destroyed, all charges relating to it are destroyed and 
its resources are recycled and made available to provision new machines. 

For more information on the customizations and operations associated with the 
archiving and decommissioning of virtual machines in this solution, refer to  
Chapter 7. 

 

The cloud administrator is the only user role in the private cloud solution that can 
create tiers of storage and service levels of data protection from their service 
catalog. This example focuses on the creation of a storage tier. When a cloud 
administrator has created a tier of storage, it is then available to fabric group 
managers to provision storage from and for blueprint authors to specify as storage 
reservations. 

1. After logging into the vCAC self-service portal, select the catalog item to 
create a tier of storage, as shown in Figure 53. 

Use case 3: Group 
administrator–
Decommission 
virtual machine 

Use case 4: Cloud 
administrator–
Create storage tier 
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 Cloud administrator service catalog: Provision Storage Level option Figure 53.

2. Enter a description for the service request before selecting the business 
group to which the new storage tier will be made available, as shown in 
Figure 54. 

 

 Cloud administrator: Provision Storage Level–Select target business group Figure 54.

3. Select one of the available business groups. 

4. The cloud administrator selects the vCenter cluster to which the new 
storage tier will be masked to, as shown in Figure 55. 

 

 Cloud administrator: Provision Storage Level–Select target vCenter cluster Figure 55.

5. Select the storage tier, which is the ViPR virtual pool from which the 
storage will be created. 

A list of ViPR virtual pools becomes available, as shown in Figure 56. 
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 Cloud administrator: Provision Storage Level–Select source storage tier Figure 56.

6. Enter account credentials, as shown in Figure 57, before submitting the 
request. 

 

 Cloud administrator: Provision Storage Level–Confirm user credentials Figure 57.

This initiates a vCO workflow that integrates with EMC ViPR, VMware vCenter, and 
VMware vCAC to provision the required storage to the business group, as defined 
in the service request. 

Summary 

This solution provides multiple services to a variety of private cloud users through 
a self-service portal. 

A service catalog of customized and approved storage and data protection 
services, and systems and applications is presented to users where all the 
policies controlling service specifications, provisioning, approval, management, 
and disposal are already in place. 

The vCAC self-service portal offers cloud users a range of cloud operations, 
including: 

 A catalog of storage and data protection services 

 A catalog of systems and applications 

 Streamlined deployment of systems and applications 

 Automatic protection of business and mission-critical machines 

 On-demand backup, restore, and billing operations 

Users can avail of a simple and efficient process that satisfies their requirements, 
removed from the complexities of the underlying technologies that support and 
enable the services within the private cloud. 
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Chapter 5 Software Defined Storage 
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Overview 

The block storage provisioned to business groups in the enterprise private cloud 
is based on EMC ViPR software-defined storage, using FAST VP-backed storage 
pools on EMC VNX and VMAX storage arrays that are configured to provide 
specific levels of service. 

EMC ViPR 

EMC ViPR software-defined storage is a platform for virtualizing the physical 
storage infrastructure of a data center by providing a single storage control point 
within the datacenter. This single storage control point abstracts the control path 
and adds services such as HDFS and object store, as demanded by next 
generation applications. It allows developers and storage and cloud 
administrators to access all of the heterogeneous storage resources within a 
datacenter and manage them as if they were a single large storage array. 

ViPR software-defined storage enables policy-based management of virtual 
storage pools (referred to as virtual pools), allowing you to automate and use the 
capabilities of the existing underlying arrays without any disruption. Shared 
virtual pools enable the delivery of innovative block, file, and object store data 
services across heterogeneous arrays with self-service provisioning. 

ViPR software-defined storage separates the control path from the data path. It 
uniquely manages both block and file storage infrastructure (in the control path) 
and the object data stored within the ViPR data store (in the data path). The ViPR 
platform does this through its two major software components: the ViPR Controller 
and the ViPR storage services (block control service, file control service, and 
Object Data Service). 

The storage services and Controller layers of the ViPR software platform are shown 
in Figure 58. ViPR discovers underlying EMC VPLEX®, EMC VMAX, EMC VNX, EMC 
Isilon®, and NetApp arrays and understands their unique attributes. 

 

 EMC ViPR software-defined storage: Controller and storage services Figure 58.

All ViPR APIs are open and extendable to facilitate the addition of new arrays and 
new storage services. The open APIs can be used to support additional storage 
platforms and integrate with the VMware cloud stack. 
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ViPR software-defined storage delivers value to enterprise IT departments and 
service providers by virtualizing the physical storage infrastructure of a datacenter 
into shared pools of storage. By separating storage from the underlying hardware 
arrays, access and management of heterogeneous storage infrastructures can be 
centrally executed in the software. 

The key ViPR features for storage and cloud administrators are: 

 Self-service catalog for storage deployments 

 Standardized virtual pools for different applications 

 Cloud scale design 

 Advanced data path capabilities of heterogeneous storage platforms 

 Control of user access to each virtual pool 

 Constrained self-service activity using policy 

 Control of tenant and project activity and usage metering 

The key ViPR features for developers are: 

 Self-managed block, file, and object data services through the REST API 

 Predefined storage virtual pool offerings based on needs 

With ViPR software-defined storage, the storage layer can be another 
programmatic virtual resource in the software-defined datacenter. The ViPR 
platform enables you to manage storage resources at the virtual level with the rest 
of the virtual compute and network resources in the software-defined datacenter. 

The ViPR platform architecture is based on resources. These resources include 
physical resources, such as a storage array or storage pool, or virtual resources, 
such as a virtual array or virtual pool. 

Some of the primary resources used in this solution are: 

 Virtual datacenter: The virtual datacenter represents the ViPR storage 
control point in a physical datacenter. One ViPR instance controls all the 
storage resources within the virtual datacenter. Typically one ViPR vApp is 
deployed for each physical datacenter. 

 Virtual array: A virtual array is an abstract array that is created by a system 
administrator to partition a virtual datacenter into a group of connected 
compute, network, and storage resources. ViPR software aggregates and 
pools physical storage arrays into virtual arrays. 

 Virtual pool: Virtual pools are sets of storage capabilities that are created to 
meet various storage performance, availability, and cost needs. Rather than 
provisioning capacity on storage arrays, the system administrator can give 
users the ability to use block and file virtual pools that meet their unique 
requirements. In this solution, for example: 

 The Tier 1 virtual pools are backed by VMAX FAST VP storage pools. 

 The Tier 2 virtual pools are backed by VNX FAST VP storage pools. 

 The Tier 3 virtual pools are backed by VNX all SAS storage pools. 

 The Tier 4 virtual pools are backed by VNX all NL-SAS storage pools. 

ViPR resources 
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 Tenant: A tenant represents an organization or company operating within 
the ViPR virtual datacenter. Tenants are created in the ViPR virtual 
datacenter to isolate organizations from each other in a cloud service 
provider infrastructure. 

The virtual datacenter in this solution is the enterprise private cloud environment 
and the virtual array consists of virtual pools of storage presented from EMC VNX 
and VMAX. The virtual pools available within the ViPR virtual array map directly to 
storage pools of a specific service level. 

Two production levels of storage are configured, with the top tier on VMAX storage 
with FAST VP and the second tier on VNX storage with FAST VP. A third tier, to 
serve TestDev-level storage, is on all-SAS disks on VNX, while an Archive tier of 
storage, on NL-SAS disks on VNX, is also configured and available to all business 
groups. The enterprise customer is the single tenant in this solution, within which 
multiple organizations operate, as shown in Figure 59. 

 

 EMC ViPR resources for private cloud solution Figure 59.

 

ViPR software-defined storage provides a native GUI and catalog called the ViPR 
Admin and Self-Service UI. The ViPR UI simplifies configuring the ViPR virtual 
datacenter and managing the diverse underlying physical storage infrastructure. 
The ViPR platform hides the underlying physical storage infrastructure, enabling 
storage to be selected by the level of service it provides, instead of the physical 
array characteristics. 

The ViPR UI presents the most common storage use cases as services through the 
service catalog, as shown in Figure 60. The system administrator can configure 
the service catalog to customize the services offered and to control access to the 
services. 

Self service 
provisioning 
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 EMC ViPR Admin and Self-Service UI Figure 60.

From this ViPR UI, users can perform self-service provisioning by selecting the 
appropriate storage service from the service catalog and selecting the virtual pool 
and array that meets their storage needs. However, in this solution the ViPR UI is 
used for administrative purposes only and all private cloud storage services are 
requested through the vCAC portal. This solution uses the existing ViPR catalog 
items displayed in Figure 60 and presents these items and more for self-service 
storage provisioning from the VMware vCAC portal, as shown in Figure 61. 

 

 EMC ViPR storage services simplified in the VMware vCAC user portal Figure 61.

ViPR storage services, requested from the VMware vCAC self-service portal, 
simplify the provisioning of block and file storage. When provisioning storage in 
this private cloud solution, a user (business group administrators) only needs to 
know the tier of storage required, and does not have to specify detailed storage 
parameters. Infrastructure and cloud administrators are familiar with this 
information and can present it, as shown in Figure 61, in a simplified manner 
which allows cloud users to perform self-service provisioning using ViPR services. 

This solution offers different functionality to different vCAC users, depending on 
their role. Through the vCAC portal: 

 Cloud administrators can manage the creation of new tiers of storage 

 Business group administrators can provision new storage for their group 
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The business group administrators can provision storage from virtual pools of 
storage made available to them by a cloud or system administrator. Properties of 
the storage provisioned from the vCAC catalog, such as LUN name, size, and RAID 
type, are standardized and hidden from the user in this solution. The user need 
only select which tier of storage is required and it is automatically configured and 
provisioned to the appropriate vSphere cluster in line with the configuration 
standards used in this solution. Post deployment operations are also executed 
which enables vCAC to discover and allocate the new storage resources to the 
relevant business group. 

The self-service end-to-end provisioning offered by this solution is a result of 
VMware vCAC and EMC ViPR application programming interfaces integrated with 
VMware vCenter Orchestrator workflows. 

For detailed information refer to the ViPR Concepts Guide. 

Storage service levels 

While most operating systems and applications have well-defined minimum 
requirements for storage capacity, CPU, and memory resources, quantifying the 
performance requirements of storage in cloud environments is more difficult. 
Performance profiles and requirements vary among applications, so accurately 
capturing the performance requirements across all applications can be a 
challenge. To address this challenge, storage service levels using EMC FAST can 
be pre-configured and then used by the EMC ViPR platform for the private cloud. 

With ViPR software-defined storage, the system administrator sets up virtual 
pools that contain one or more underlying physical storage pools and a set of 
defined storage capabilities that describe the quality of storage, such as 
allowable bandwidth (number of storage ports on the arrays) and protection 
features such as snapshots, replication, and high availability. The system 
administrator sets parameters to define the storage quality of the virtual pool; the 
system administrator is also responsible for grouping, or associating, the 
underlying physical storage pools to virtual pools, although this selection can 
also be made automatically by the system. The virtual storage pools for this 
private cloud solution are based on predefined storage pools reflecting individual 
service levels. 

Service levels of storage across EMC VNX and VMAX storage arrays can be built on 
storage with varying availability, capacity, and performance capabilities. Each 
service level can be individually weighted for the application and operational 
requirements of each line of business. Some service levels can be weighted in 
favor of capacity, while other service levels can be weighted for performance, as 
shown in Figure 62. The performance capabilities decrease as the service levels 
move toward serving less performance-intensive workloads, where reduction in 
cost per capacity is of more importance. 

http://www.emc.com/collateral/TechnicalDocument/docu49574.pdf
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 Storage service-level positioning for enterprise private cloud Figure 62.

This solution combines FAST-enabled storage service level offerings across the 
EMC VNX and VMAX storage arrays with VMware vSphere Storage DRS, to simplify 
storage operations for enterprise private cloud consumers. Within each storage 
service level, FAST VP technology manages sub-LUN optimization of data while 
Storage DRS optimizes the capacity utilization of storage resources in aggregated 
pools, referred to as datastore clusters. 

Overview 

Storage tiering is the assignment of data to different types, or tiers, of storage 
media to reduce total storage cost and optimize resources. Automatic storage 
tiering is possible on VNX and VMAX storage arrays through FAST VP which 
operates by periodically relocating the most active data up to the highest 
performance storage tier. Less active data is relocated to the lower performing 
storage tiers as appropriate, when new data needs to be promoted. 

FAST VP 

FAST VP technology provides support for sub-LUN data movement in thin 
provisioned environments. It combines the advantages of Virtual Provisioning 
with automatic storage tiering at the sub-LUN level to optimize performance and 
cost while simplifying storage management and increasing storage efficiency. 

FAST VP technology uses intelligent algorithms to continuously analyze devices at 
the sub-LUN level. This enables it to identify and relocate the specific parts of a 
LUN that are most active and would benefit from being moved to higher-
performing storage such as flash. It also identifies the least active parts of a LUN 
and relocates that data to higher-capacity, more cost-effective storage, such as 
SATA, without altering performance. 

Data movement between tiers is based on performance measurement and user-
defined policies and is run automatically and nondisruptively by the FAST VP 
product. As shown in Figure 63, with storage tiering, a single LUN can take 
advantage of three different disk types, each providing a different tier of 
performance and capacity. 

Storage tiering 
and FAST VP 
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 EMC VMAX sub-LUN tiering of data across disk types Figure 63.

The mechanics of FAST VP operations on VMAX are different from those on VNX, 
but the end result is consistent across both platforms. For example: 

 The granularity of sub-LUN blocks on VNX is 256 MB, while the granularity 
for VMAX systems is 7.6 MB. Each block of data is referred to as a “slice”.  

 VMAX moves slices of data across pools of different disk types, while VNX 
moves the slices of data between different disk types within the same pool. 

 FAST VP data relocation operations automatically run every 10 minutes on 
VMAX, while VNX systems allow for manual relocation and scheduled daily 
operations. 

Different levels of performance can be achieved across VNX and VMAX storage 
arrays. To most effectively align resources with performance requirements, 
multiple storage service levels can be defined across both VNX and VMAX arrays. 

This solution organized the service level offerings for storage in this enterprise 
private cloud into four separate offerings that map directly to separate ViPR virtual 
pools. We tailored these offerings to suit suggested organizations within the 
enterprise, such as finance, manufacturing, and test and development, as 
summarized in Figure 64. 

Storage service-
level offerings 



 Chapter 5: Software Defined Storage 

 

85 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 

Solution Guide  

 

 Storage service levels for enterprise private cloud Figure 64.

The storage service-levels are allocated as follows: 

 VMAXFAST VP and VNXFAST VP are configured for production systems within 
the Finance and Manufacturing organizations, and provide individual LUNs 
of 200 GB 

 VNX SAS is configured for test and development systems, and provides 
individual LUNs of 500 GB each 

 VNX NL-SAS is configured for archived systems, and provides individual 
LUNs of 1 TB 

Table 6 shows the storage service levels. 

Note: The number of physical disks in Table 6 does not consider hot spares. 

Table 6. Storage service levels 

Service level Storage 
platform 

Available 
IOPS 

Capacity FAST VP Flash disks SAS/FC NL-SAS/ 
SATA 

VMAX 
FASTVP 

VMAX 24,800 17 TB Yes 8 x 400 GB 32 x 600 GB 
FC 

8 x 2 TB 
SATA 

VNX FASTVP VNX 14,600 22.4 TB Yes 5 x 200 GB 18 x 600 GB 
SAS 

8 x 2 TB 
NL-SAS 

VNX SAS VNX 3,750 9.5 TB No n/a 27 x 600 GB 
SAS 

n/a 

VNX NL-SAS VNX 9,600 28 TB No n/a n/a 16 x 2 
TB NL-
SAS 

 
The IOPS calculations for the suggested storage service levels are conservative 
and based on sustained IOPS of a small-block random 70:30 read/write workload 
with a good response time. 

Each storage service level can be supported or backed by multiple storage pools 
of identical performance and capacity on the storage back end. These storage 
service-level offerings are suggested only to highlight what is possible in an 
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enterprise private cloud environment. Many other storage service-level offerings 
can be configured to suit business and application needs. Refer to Chapter 11 for 
details on calculating and sizing storage pools. 

These storage service levels are made available to the appropriate lines of 
business within the enterprise using vCAC. Initially, the storage pools are made 
available to the EMC ViPR virtual array where they are configured into their 
respective virtual pools. At provisioning time, LUNs are configured from these 
virtual pools and presented to the vSphere environment where they are then 
configured into their respective datastore clusters. These devices are then 
imported into vCAC as resources available to be assigned to the various 
organizations within the enterprise. 

Figure 65 is an example of how storage resources can be mapped for a 
manufacturing organization, from the virtual machines deployed in vCAC 
blueprints back to the pools of physical disk on the storage arrays. 

 

 Mapping storage service-levels from applications to storage array Figure 65.

The manufacturing organization in this example has access to three different 
storage service levels: VMAX_FASTVP, VNX_FASTVP, and VNX NL-SAS. The 
business group administrator for manufacturing can configure blueprints to 
deploy virtual machines onto any of these storage service levels. In the example 
in Figure 66, an application that requires a SQL Server database, considered to fit 
tier-2 performance requirements, can be deployed with a single machine 
blueprint using VNX FAST enabled storage. 
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 Blueprint storage configuration in vCAC Figure 66.

The various devices for this SQL Server database machine have different 
performance requirements, but rather than assigning different disk types to each 
individual drive, you can configure each drive on the Prod-2 storage service level, 
as set by the storage reservation policy in vCAC. Based on observed performance, 
the FAST VP technology supporting the Prod-2 storage automatically locates the 
blocks of data within each drive on the appropriate storage tier. 

This solution enables you to lock down all storage for a blueprint to a single tier of 
storage and to manually place virtual disks on individual storage tiers if required. 

Consumption of storage resources 

The storage service levels available to vCAC can be used in a number of ways. For 
each datastore assigned as a resource in vCAC, EMC recommends assigning all 
available storage resources (the entire LUN) to a single business group for a single 
organization. vCAC enables fabric administrators to sub-allocate storage 
resources; for example with a 500 GB datastore, two different organizations or 
business groups can be assigned 200 GB and 300 GB of space respectively on 
that same device. This solution dedicates the entire LUN to whichever 
organization or business group it is assigned. For storage service levels based on 
a VNX array, this may mean sharing the overall storage pool with another 
organization, but at the LUN level each organization is completely separate. 

The LUN sizes specified in this solution are suggested sizes only and can be 
tailored to more effectively meet different business requirements. The sharing of 
pool resources between organizations, as shown in Figure 67, means that the 
organizations that have LUNs configured in the same storage pool share the 
overall capacity and performance capabilities of the storage pool. 
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 Sharing storage resources across enterprise organizations Figure 67.

For those environments that may require it, further isolation of storage resources 
between organizations is possible when an entire virtual pool on the virtual array 
can be created separately and dedicated to a single organization. 

VMware integration  

This solution uses multiple points of integration for ViPR managed storage with 
VMware applications, as shown in Table 7, so that storage can be seamlessly 
provisioned, managed, and monitored within these applications. 

Table 7. ViPR integration points in this solution 

ViPR component Integrates with 

EMC ViPR Storage Provider for VMware 
vCenter (service built into the ViPR vApp) 

VMware vSphere/vCenter Server 

EMC ViPR plug-in for VMware vCenter 
Orchestrator 

 VMware vCenter Orchestrator client or 
REST API 

 VMware vSphere/vCenter Server 

 VMware vCloud Automation Center 

EMC ViPR Analytics Pack for VMware 
vCenter Operations Management Suite 

VMware vCenter Operations Management 
Suite 

 
ViPR integration with VMware applications provides the following benefits: 

 Streamlines the interaction between storage administrators and server and 
virtual infrastructure administrators to increase operational efficiency 

 Allows the storage administrators to define the storage policies and 
boundaries and then delegate authority to the server and virtual 
infrastructure administrators to manage their storage 

 Enables the server and virtual infrastructure administrators to manage from 
their native tools (VMware vCenter Server) 

EMC ViPR 
integration 
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These integration points are shown in Figure 68. 

 

 EMC ViPR integration points Figure 68.

More detailed information about the ViPR integration components is contained in 
other sections of this guide: 

 EMC ViPR Analytics Pack for VMware vCenter Operations Management Suite: 
Chapter 9 – Service Assurance and Metering 

 EMC ViPR Plug-in for VMware vCenter Orchestrator: Chapter 10 – 
Extensibility and Customization 

 EMC ViPR Storage Provider for VMware vCenter: Appendix B 
 

The storage supporting the cloud management in this private cloud solution is 
provisioned using EMC VSI for VMware vSphere, which is a free vSphere Client 
plug-in that enables enterprise cloud administrators to provision, monitor, and 
manage vSphere Virtual Machine File System (VMFS) datastores on EMC storage 
arrays. VSI simplifies storage provisioning and management and gives the 
enterprise cloud administrator greater visibility into the existing storage 
environment. 

EMC VSI is installed and available on the vSphere Client used to manage the 
vCenter Server located in the infrastructure cluster, as shown in Figure 69. 

EMC VSI for 
VMware 
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 EMC VSI plug-in for vSphere Client Figure 69.

VSI is modular in design, enabling administrators to add, remove, and update 
features independently. Features available for VSI include Storage Viewer, Path 
Management, Symmetrix SRA Utilities, Unified Storage Management, AppSync™ 
Management, and EMC RecoverPoint® Management. 

The VSI features used in this solution are: 

 Storage Viewer: Extends vSphere Client to facilitate the discovery and 
identification of the following EMC storage devices that have been 
provisioned to ESXi hosts and virtual machines: VMAX, CLARiiON®, Celerra®, 
VPLEX®, VNX, and VNXe®.  

 Path Management: For VMware Native Multipathing and EMC PowerPath/VE 
provides a mechanism for changing the multipath policy for groups of LUNs 
based on storage class and virtualization objects. 

 Unified Storage Management: Provides array-based storage management 
and provisioning for VMAX, VNX, VNXe, CLARiiON, Celerra, and VPLEX 
arrays. This feature also allows for virtual machine decompression, 
compression, cloning, and extension datastore capacity.  

Note: EMC VSI is only used to provision storage for the cloud management platform. 
Before using the capabilities of VSI Unified Storage Management, the storage arrays 
must meet the requirements listed in Appendix D. 

This solution uses EMC VSI to provision VNX based storage to support the cloud 
management platform, but other supported EMC arrays include VNXe, VMAX, 
CLARiiON, Celerra, and VPLEX systems. 
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VMAX and VNX both support VMware vSphere Storage API for Array Integration 
(VAAI), which offloads virtual machine operation to the array to optimize server 
performance. In the VMware environments, the following VAAI components are 
supported: 

 Thin Provisioning—Dead space reclamation (or UNMAP) and out-of-space: 
Enables more efficient space usage for virtual machines by reclaiming 
unused space on datastores and returning it to the thin provisioned pool 
from which it was originally drawn. Rather than causing a virtual machine to 
fail when its disk space is exhausted, the out-of-space condition 
temporarily pauses a virtual machine, until additional space can be 
assigned to the underlying LUN, or the machine is migrated. 

 Hardware Accelerated Copy (or Full Copy): Offloads virtual machine 
replication or migration to VNX or VMAX through the use of the XCOPY SCSI 
command set. This can enable up to 10 times faster virtual machine 
deployments, clones, and VMware Storage vMotion, while simultaneously 
reducing the workloads on the ESXi host that are typically introduced during 
these types of operations.  

 Hardware Accelerated Zero (or Block Zero): Initializes file system block and 
virtual disk space more rapidly, with as much as 10 times less I/O for virtual 
disk creation by offloading the zero-writing required to initialize space for 
new virtual disks. 

 Hardware Assisted Locking (or Atomic Test and Set): Enables more efficient 
metadata updates and assists virtual desktop deployments, allowing up to 
10 times more virtual machines per data store. 

In the Storage Devices view, the Hardware Acceleration column, as highlighted in 
Figure 70, indicates the support status for the device or datastore. Possible values 
for this column are: Supported, Not Supported, or Unknown. 

Note: Navigate to the Storage Devices view from Hosts and Clusters, Manage > Storage. 

 

 Viewing VAAI support in the vSphere Client for VNX and VMAX storage Figure 70.

For more information on VAAI with Symmetrix VMAX and VNX arrays, refer to the 
following EMC white papers: 

 Using VMware vSphere Storage APIs for Array Integration with EMC 
Symmetrix 

 VMware vStorage APIs for Array Integration with EMC VNX series for SAN 

VMware vSphere 
Storage API for 
Array Integration 



Chapter 5: Software Defined Storage  

 

92 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 
Solution Guide 

 

VMware vSphere Storage API for Storage Awareness (VASA) enables VMware 
administrators to view and classify, from a single location, EMC ViPR drive types 
using the storage vendor’s VASA provider to interrogate the storage and classify it 
in terms of its attributes and underlying technology. This can range from the basic 
disk type to the RAID level, automated tiering capabilities, and replication status, 
as shown in Figure 71. 

 

 VASA exposing details of storage configuration and capabilities Figure 71.

VASA is commonly used to enable profile-driven storage where a virtual machine 
is attached to a storage capability and is then matched and placed on a suitable 
datastore of the same capability profile. 

VMware vCAC 6.0 does not support profile-driven storage; therefore this solution 
cannot use that functionality. This solution uses VASA functionality to organize 
datastores of identical attributes and capabilities, and place them in datastore 
clusters, configured for each business organization, where they can use vSphere 
Storage DRS to maximize capacity utilization. 

For more information on configuring the VASA Provider for EMC ViPR storage, refer 
to Appendix B.  

 

To prevent hot spots and overutilized or underutilized datastores, VMware 
vSphere Storage DRS, a feature introduced in vSphere 5.0, provides smart virtual 
machine placement and load-balancing mechanisms based on I/O and space 
capacity. Datastore clusters form the basis of vSphere Storage DRS. As with a 
cluster of ESXi hosts, a datastore cluster is used to aggregate storage resources, 
enabling smart and rapid placement of the virtual disk files of a virtual machine 
and the load balancing of existing workloads. 

This solution for the enterprise private cloud aligns storage service levels with 
datastore clusters, as shown in Figure 72. All storage devices within a datastore 
cluster must have consistent size and performance characteristics. These 
properties are fixed in the vCAC ViPR storage provisioning workflows. Each storage 
device from a common service level assigned to an organization in vCAC consists 
of devices that have been aggregated to a single unit of consumption, a single 
vSphere datastore cluster. All vSphere Storage DRS movements of virtual machine 
files are contained within a single datastore cluster, and all LUNS within each 
datastore cluster in this solution are available to only one tenant; therefore, the 
scope of virtual-machine file movement is contained within the tenant’s 
resources. 

VMware vSphere 
Storage API for 
Storage 
Awareness 

VMware vSphere 
Storage DRS 
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 Storage DRS: Aligning datastore clusters with storage service levels Figure 72.

In the example in Figure 73 for the Manufacturing organization, all of the storage 
devices from each storage service level are aggregated into a single datastore 
cluster. Depending on the choice of service level at the time of provisioning a 
blueprint in vCAC, each cluster presents a single target for the provisioning of 
virtual machines in vCAC blueprints. 

 

 Storage resource reservation for Manufacturing business group in vCAC Figure 73.

For this solution, vSphere Storage DRS manages the initial placement and load 
balancing of virtual machines based only on capacity and space utilization only. 
I/O metrics are excluded and not considered part of vSphere Storage DRS 
because FAST operations are present on the production storage being used. I/O 
metrics can be enabled, if required, for storage service levels containing a single 
device type without any FAST operations, such as TestDev or Archive in this 
solution. 
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This solution assigns all datastores within a cluster to the same organization’s 
business group in vCAC so that, regardless of vSphere Storage DRS operations, 
the organization’s virtual machines will always be located on the appropriate 
storage resources. 

With vSphere 5.5, a single datastore cluster can contain up to a maximum of 32 
datastores and a vCenter Server instance can support as many as 256 datastores. 

More advanced configuration of affinity rules in vSphere Storage DRS, which 
would help prevent placing virtual machines of similar tasks on the same 
datastore, can be applied if required but is outside the scope of detail for this 
solution. 

For vSphere Storage DRS to function correctly, the environment must include: 

 VMware vCenter Server 5.0 or later 

 VMware vSphere ESXi 5.0 or later 

 VMware vCenter cluster (recommended) 

 VMware vSphere Enterprise Plus Edition license 

 Shared VMware vSphere VMFS or NFS datastores 

 Datastores visible in only one vCenter datacenter object 

For more information on vSphere Storage DRS, refer to Understanding VMware 
vSphere 5.1 Storage DRS. 

  

http://www.vmware.com/files/pdf/vmw-vsphr-5-1-stor-drs-uslet-101-web.pdf
http://www.vmware.com/files/pdf/vmw-vsphr-5-1-stor-drs-uslet-101-web.pdf
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Use cases 

Chargeback 

This solution uses VMware IT Business Management Suite (ITBM) to provide 
chargeback information on resources supporting the private cloud. EMC ViPR 
software-defined storage automates the storage provisioning process of multiple 
tiers or service levels of storage for the private cloud. Through its integration with 
VMware vCenter and vCloud Automation Center, ITBM allows the cloud 
administrator to automatically track utilization of EMC ViPR storage resources. 

The EMC ViPR VASA provider in vCenter automatically captures the underlying 
storage capabilities of LUNs provisioned from virtual pools on the EMC ViPR 
virtual array. Storage profiles are created based on these storage capabilities, 
which are aligned with the storage service levels. This integration enables ITBM to 
automatically discover and group datastores based on predefined service levels 
of storage. 

Table 8 provides a summary of storage service levels and associated storage 
capabilities. In this solution, we created a separate virtual-machine storage 
profile for each of the storage service levels offered. Figure 74 shows the creation 
of a storage profile. 

Table 8. Storage service levels and storage capabilities 

Sample 
datastore/LUN 

ViPR 
virtual 
pool 

Storage 
service level 

Storage  

capabilities 

Virtual 
machine 
storage 
profile 

Mfg-tier1-ds01 Tier1 VMAX FAST VP Auto tier storage; thin Tier-1 

Mfg-tier2-ds05 Tier2 VNX FAST VP Auto tier storage; FAST 
Cache; thin 

Tier-2 

Mfg-tier3-ds02 Tier3 VNX SAS SAS storage; thin Tier-3 

Mfg-tier4-ds03 Tier4 VNX NL-SAS NL-SAS storage; thin Tier-4 

 

 

 Create new virtual machine storage profile Figure 74.
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The storage capabilities are discovered automatically in vSphere, as shown in 
Figure 75, where a datastore is supported by tier 2 EMC ViPR storage. 

 

 Automatic discovery of storage capabilities using EMC ViPR storage provider Figure 75.

Note: Storage capabilities are visible only in the traditional vSphere Client and not in the 
web client. Also the web client uses virtual machine storage policies instead of virtual 
machine storage profiles. 

After the datastores have been automatically configured with the appropriate 
storage profiles by the EMC ViPR storage provider, the data stores can be grouped 
and managed in ITBM in line with their storage profile. Figure 76 shows that the 
cost profiles created in vCenter are discovered by ITBM. This allows the business 
management administrator to group tiered datastores provisioned with ViPR and 
set the monthly cost per GB as needed. 

 

 VMware ITBM chargeback based on storage profile of datastore Figure 76.

The following use cases provide an overview of some of the more common 
storage-related tasks involved in supporting the storage infrastructure of this 
Enterprise Private Cloud solution: 

 Use case 1: Configure EMC ViPR virtual array 

 Use case 2: Provision storage for private cloud 

 Use case 3: Configure EMC VSI for VMware vSphere 
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This section outlines the steps for the configuration of EMC VNX and VMAX 
storage in preparation for the EMC ViPR platform, before demonstrating how to 
configure the ViPR virtual array and virtual pools. 

ViPR physical assets 

After the ViPR storage-defined software is configured with the physical assets 
(storage arrays and fabric managers), virtual arrays and virtual pools can be 
created. These virtual arrays can span multiple physical storage arrays and 
physical storage pools within those arrays. 

To configure a virtual array though ViPR software, the storage administrator must 
perform several steps before the successful discovery of the physical assets can 
take place. Arrays such as VMAX and VNX, which are used in this solution, must 
first be discovered and configured by an SMI-S provider. The arrays must also be 
physically connected SAN fabrics and be logically configured on the fabrics on 
which ViPR provisioning will occur. The hosts to which the ViPR storage volumes 
will be provisioned must also reside on the same fabrics (in data path) that the 
storage arrays are configured. 

For more details on configuration of physical assets for EMC ViPR, refer to 
Appendix A. 

Preparing VNX storage for ViPR platform 

VNX storage pools are configured and available so that ViPR software-defined 
storage can allocate them to support virtual pools for the ViPR virtual array. 

1. In the Unisphere GUI, as shown in Figure 77, select VNX > Storage > 
Storage Configuration, and then select Storage Pools. 

 

 Select storage pools Figure 77.

2. From Storage Pools, select Create, to open the Create Storage Pool 
window, as shown in Figure 78.  

Use case 1: 
Configure EMC 
ViPR virtual array 
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 EMC Unisphere: Create storage pool for VNX_FASTVP Figure 78.

3. Configure the storage pool with the required number and type of disks, 
and RAID types. 

In this example, we configured storage service level VNX FASTVP. This pool 
provides approximately 25 TB of fully automated tiered storage across flash, SAS, 
and NL-SAS disks. As shown in Figure 78, Unisphere shows the distribution or 
weighting, of disk type for the overall storage pool. You can set the schedule for 
FAST VP relocation of data from here. If the schedule is not set, then run the FAST 
VP relocation operations for this storage pool manually. 

This solution suggests three different tiers of storage that can be configured on 
the VNX array, as shown in Figure 79. 

 

 VNX based storage pools for EMC ViPR use Figure 79.

The storage pools on the EMC VNX storage array are now ready to be configured in 
EMC ViPR. 
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Preparing VMAX storage for ViPR platform 

Before configuring FAST VP the storage administrator must create thin pools and 
TDAT devices. These thin pools are associated with FAST VP storage tiers. The 
TDAT devices back the thin pool where thin device data is stored. Storage groups 
are also created for association with FAST VP policies.  

This section outlines the steps for configuring FAST VP on a VMAX array: 

 Creating thin pools and TDAT devices 

 Enabling the FAST controller and setting the control parameters 

 Creating storage tiers 

 Creating FAST policies 

 Associating storage groups with FAST policies 

 Configuring FAST VP monitoring and moving windows 

To complete these steps, you can use the Unisphere FAST Configuration wizard, 
the Unisphere menu commands, or the Symmetrix Command Line Interface 
(SYMCLI). 

Note: EMC ViPR software manages the steps required for creating storage groups and 
assigning FAST policies. 

Creating thin pools and TDAT devices 
To create both thin pool and TDAT devices from the Unisphere for VMAX GUI: 

1. Select Storage > Thin Pool > Create. 

2. In the Create Thin Pool window type or select the following attributes: 

 Thin pool name, which uniquely identifies the thin pool 

 Disk technology on which the pool is created 

 RAID protection type 

 Number of volumes to be created 

 Capacity of the TDAT devices (MB/GB/Cyl) 

Figure 80 shows 64 TDAT devices to be created for thin pool EPC_EFD_TP01 that is 
built on flash technology and is RAID 5 protected. 
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 Create thin pool: EPC_EFD_TP01 Figure 80.

3. Select Advanced to select the disk group on which the TDAT devices will 
be created and provide the required information. 

You are prompted to add the action to a job list to be run at a later time, as 
shown in Figure 81. Alternatively, you can select Run Now from the menu 
to run the script immediately. 

 

 Create VMAX thin pool for flash storage Figure 81.

In this solution, we created three thin pools, one each for flash, FC, and SATA disk 
types, as shown in Figure 82. Each pool is associated with a single storage tier. 

 

 EMC Unisphere for VMAX summary of thin pools Figure 82.
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The following sections outline the steps for configuring FAST VP on a Symmetrix 
VMAX array: 

1. Enabling the FAST controller and set the control parameters. 

2. Creating the storage tiers. 

3. Creating FAST policies. 

4. Associating storage groups with FAST policies 

5. Configuring FAST VP monitoring and moving windows. 

Enabling the FAST controller and setting the control parameters 
To enable the FAST VP controller and set the control parameters: 

1. From the Unisphere status bar select Storage > FAST, and then select Edit 
from the FAST Status Report. 

2. In the FAST VP Settings window, as shown in Figure 83: 

a. At Set State select Enable. 

b. At Data Movement Mode select Automatic. 

c. Select Allocate by FAST Policy, which ensures that FAST VP uses all 
tiers for new allocations based on performance and capacity 
restrictions. 

 

 FAST VP settings Figure 83.

For more information on control parameters used by FAST VP, refer to 
Implementing Fully Automated Storage Tiering for Virtual Pools (FAST VP) for EMC 
Symmetrix VMAX Family Arrays Technical Note.  

Creating storage tiers 
Specify the following attributes when creating a storage tier: 

 The tier name, which uniquely identifies the storage tier 

 The disk technology on which the tier will reside 

 The RAID protection type for the tier 

 The names of the virtual pools that belong to the tier 

1. From the Unisphere for VMAX GUI, select Storage > Storage Tiers > Create 
to launch the Create Tier wizard. 
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2. In the Create Tier window, as shown in Figure 84, name the tier and then 
select the Tier Type, Emulation, Disk Technology, and Protection Level 
from the list boxes. 

All available thin pools with the selected attributes are listed at the 
bottom of the window. 

 

 EMC VMAX: Create Tier window Figure 84.

3. Select the required thin pool and click OK. 

Note: EMC recommends that you configure each FAST VP tier with a single virtual pool, 
when possible, to ensure that all pools within a tier have the same overall performance 
capabilities. For example, in a tier that contains one pool spread over 128 drives and 
another pool spread over 16 drives, the number of spindles making up the underlying 
storage will be different for each pool. This could result in unbalanced use of each pool’s 
performance capabilities. 

In this solution, we created three storage tiers, as shown in Figure 85. 

 

 VMAX: Defined storage tiers Figure 85.

Creating FAST policies 
To create a FAST policy, specify the following attributes: 

 The policy name, which uniquely identifies the policy 

 The name of each tier to be added to the policy 

 The upper limit (percent) of each tier that an associated storage group can 
occupy under the specified policy 
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Follow these steps to create a FAST policy: 

1. Launch the Create FAST Policy wizard by selecting Storage > FAST > 
Manage Policies > Create. 

2. Name the FAST policy, and then select the required tiers from the list box. 

3. Enter a percentage for each storage tier to which a thin device can be 
assigned. 

Note: The total percentage has to be 100 or greater. 

Figure 86 shows how to create the FAST policy for this solution, using the FAST 
Configuration wizard. 

 

 VMAX: Create FAST Policy Figure 86.

Associating storage groups with FAST policies 
Follow these steps to associate storage groups with FAST policies: 

1. From the Manage Policies menu in Unisphere, highlight the policy and 
click Associate Storage Group, as shown in Figure 87. 

The Associate Storage Group window appears with all available storage 
groups that do not have associated FAST policies.  

 

 VMAX: Associate a FAST policy with a storage group Figure 87.

2. Select the required storage group and click OK. 

Configuring FAST VP monitoring and moving windows 
Time windows are used by FAST VP to specify when data can be collected for 
performance analysis and when data movements can be run. FAST VP shares 
monitoring windows with FAST and Symmetrix Optimizer. However, FAST VP 
requires a separate data movement window.  
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Performance time windows define the days and times when FAST VP performs 
analysis. Data movement windows define the days and times when FAST VP 
moves data between tiers.  

EMC recommends that you configure both the monitoring and data movement 
windows to always be open so that FAST VP can use the most recent analysis and 
metrics to optimize data placement. Figure 88 shows the configuration of a FAST 
VP monitoring window for this solution. 

 

 Create and manage time windows Figure 88.

The storage pools on the EMC VMAX storage array are now ready to be configured 
to support virtual pools in EMC ViPR. 

Configuring EMC ViPR virtual array 

Follow these steps to configure the ViPR virtual array: 

1. At the Create Virtual Array screen in the ViPR UI, create a new virtual array, 
as shown in Figure 89. 

 

 ViPR: Create Virtual Array screen Figure 89.

2. Configure networks that will be used for FC connectivity between the ESXi 
hosts and the EMC storage arrays. 
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Figure 90 shows how available networks are presented for selection in the 
ViPR UI. 

 

 ViPR: Select from available networks for virtual array Figure 90.

Configuring virtual pools for ViPR virtual array 

Configure a virtual pool on the new virtual array, as shown in Figure 91. 

 

 ViPR: Create virtual pool for VNX FASTVP storage Figure 91.

You can select various storage criteria and properties to filter options for the 
required storage. This virtual pool looks for thin provisioned, block storage with 
FC attachment. We also specified that this virtual pool has four paths through the 
SAN to the storage array. VMAX_FASTVP has eight available paths, and the SAS 
and NL-SAS storage tiers have two paths. 

If SAN zoning is already in place, then EMC ViPR software can use the existing 
paths; otherwise new paths are created. A drive type of SSD, a system type of EMC 
VNX Block, and an auto-tiering policy of Default AutoTier are also selected as 
criteria for this virtual pool. 

EMC ViPR software can automatically choose which VNX storage pool meets the 
criteria specified, or you can choose to manually select the appropriate VNX 
storage pool, as shown in Figure 92. 
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 ViPR: Manual VNX storage pool selection for ViPR virtual pool Figure 92.

You can expand this ViPR virtual pool and configure it with multiple VNX storage 
pools of the same type as required. This applies to all EMC ViPR virtual pools in 
this solution. 

Configuring a ViPR virtual pool to use VMAX FAST VP technology 

The architecture of FAST VP storage differs across VNX and VMAX arrays. Although 
the VNX array runs FAST VP within a single storage pool, the VMAX array applies a 
FAST VP policy across multiple storage pools. Creating a ViPR virtual pool based 
on VMAX FAST VP storage is slightly different from that on VNX. 

The process of creating a virtual pool that is based on VMAX FAST VP storage is 
identical to that on VNX up to the point where the auto-tiering policy is selected, 
as shown in Figure 93. 

 

 ViPR: Create virtual pool using VMAX_FASTVP Figure 93.

After you select the appropriate FAST VP policy from the available policies 
displayed in the ViPR UI, the suitable storage pools are listed and can be selected 
for the ViPR virtual pool. 

The same ViPR virtual pool creation procedure is required for all other storage 
pools on VNX and VMAX that represent the various storage service levels that are 
to be imported into the ViPR virtual array. 
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This section demonstrates how ViPR software-defined storage is provisioned for 
private cloud natively from the EMC ViPR UI and from the VMware vCAC catalog. 

Provisioning storage using the ViPR UI 

When all of the pre-requisites for ViPR storage have been met and the software is 
configured correctly, the user (storage or vSphere administrator) can choose from 
the service catalog of services provided in the ViPR UI. Block and File services for 
physical and virtual hosts are offered to the user. This solution uses only the 
Block services for VMware vCenter, as highlighted in Figure 94. 

 

 ViPR Service Catalog: Block Services for VMware vCenter Figure 94.

Using its integration with VMware vCenter, ViPR software can discover child 
objects of vCenter such as ESXi clusters and hosts. These objects are used to 
define where storage is provisioned to and how it is to be presented. 

The primary objects discovered from vCenter and used in the storage provisioning 
process are: 

 vCenter Server name 

 Datacenter name 

 ESX host/cluster 

Click Block Services for VMware vCenter to view the VMware catalog items, as 
shown in Figure 95. 

Use case 2: 
Provision storage 
for private cloud 
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 ViPR: Block Services for VMware vCenter Figure 95.

Click the Create Volume and Datastore catalog item to open an order form, as 
shown in Figure 96. The VMware objects are highlighted to display the integration 
points. 

 

 ViPR Service Catalog: Select vCenter objects and targets Figure 96.

Note: Select an ESXi, which is part of a cluster, to automatically assign the storage to all 
other nodes in that ESXi cluster. 

Enter LUN size and datastore name details and select from predefined values for 
vCenter target objects and ViPR virtual array and pool sources. These values are 
pulled dynamically from both vCenter and ViPR at the time of the request. When 
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all details in the form have been completed, click Order to initiate the storage 
provisioning process. 

The general flow of this provisioning process is: 

1. Create the LUN. 

2. Create the SAN zoning (if required). 

3. Mask the LUN to the appropriate ESXi cluster. 

4. Rescan disks on the ESXi servers. 

5. Format the volume as VMFS-5 datastore. 

6. Mount the datastore to the ESXi servers in the cluster. 

The status of the storage provisioning request and affected resources, logs, pre-
check steps, and execution steps can be viewed on the Orders screen in the ViPR 
UI. The execution steps are shown in Figure 97. 

 

 EMC ViPR storage provisioning process: Execution Steps Figure 97.

After the volume is provisioned successfully as a datastore to the ESXi cluster, the 
datastore is available for use and can be added to the relevant datastore cluster. 

In this solution, the datastore has to be discovered by VMware vCAC and added 
as a resource for a business group. In this example, this is a manual process 
involving multiple actions in vCAC. 

The next example in this use case automates all of these steps and simplifies the 
ordering of ViPR storage from the service catalog in the vCAC user portal. 

Provisioning storage through the VMware vCAC user portal 

VMware vCAC fabric group administrators can provision storage through the vCAC 
user portal, where they can select the storage provisioning option from the vCAC 
service catalog, as shown in Figure 98. 
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 vCAC Service Catalog for fabric group administrator: Provision storage Figure 98.

Storage provisioned by a vCAC fabric group administrator supports the storage 
resources available to their business groups. The storage resources are provided 
by the ViPR platform, with the prebuilt ViPR provisioning workflows used as the 
basis for this operation. 

This storage provisioning request requires little input from the vCAC fabric group 
administrator. The main inputs required are: 

 Choose Business Group 

 Choose vCenter Cluster 

 Choose Storage Tier 

These inputs are selected from pre-determined lists with items that are 
determined by the role or area of responsibility of the fabric group administrator. 
For example, the fabric group administrator for Manufacturing can select only from 
the resources available to the Manufacturing organization. 

Business group 
For a new request, the fabric group administrator must provide a short description 
of the request and then confirm which business group the new storage will be 
provisioned to, as shown in Figure 99. This is a required step because a fabric 
group administrator may have responsibility for more than one business group. 

If only a single entry or option is available in a list, then select it for confirmation 
only before moving to the next required input item. 
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 vCAC storage provisioning request: Choose Business Group screen Figure 99.

vCenter cluster 
In this example, the Manufacturing business group is managed entirely under a 
single vCenter Server; therefore when that vCenter instance is confirmed the 
fabric group administrator must select which tier of storage should be 
provisioned. 

Storage tier 
The list of available tiers is based on what storage is available to that business 
group. In this example, the manufacturing business group has access to Tier-
1(VMAX_FASTVP) and Tier-2(VNX_FASTVP) storage, as shown in Figure 100. 

 

 vCAC storage provisioning request: Choose Storage Tier screen Figure 100.

These storage tiers have been configured in the ViPR virtual array in their 
respective virtual pools and map directly to storage reservation policies in vCAC 
using individual datastore clusters in vSphere. 

User credentials 
The fabric group administrator must enter user credentials before receiving 
confirmation of the request. 

In this example, a number of required input variables, such as LUN name and 
size, have been masked from the user during the storage provisioning request 
process. Some of these values are locked and managed by the orchestration 
process and logic. This locking of values ensures consistency in naming 
conventions, LUN sizes, and datastore sizes, to avoid variations that could impact 
performance and capacity management. 
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Table 9 summarizes the differences between the native ViPR UI and the vCAC user 
portal. The table lists how to enter the required input variables for a storage 
provisioning request. 

Table 9. Input variables for storage provisioning 

Variable ViPR UI vCAC user portal Notes 

Datastore name Manual – Free Text Locked Standardized 

Protocol Manual – Controlled  Locked Controlled by ViPR 

vCenter name Manual – Controlled Manual – Controlled vCAC role-based 

Datacenter Manual – Controlled Locked Controlled by ViPR 

ESXi host/cluster Manual – Controlled Manual – Controlled vCAC role-based 

Virtual array Manual – Controlled Locked Controlled by ViPR 

Virtual pool Manual – Controlled Manual – Controlled vCAC role-based 

Project Manual – Controlled Locked Controlled by ViPR 

Name/description Manual – Free Text Manual – Free Text  

LUN size Manual – Free Numeric Locked Standardized 

 
Beyond the initial provisioning of storage to the vSphere layer, this solution 
requires end-to-end automation and integration of the new storage up into the 
vCAC layer. The remaining steps automated in this solution are: 

1. Placement of the new datastore in the vSphere datastore cluster. 

2. vCAC rediscovery of resources from the vCenter endpoint. 

3. Assignment of new datastore as a compute resource. 

The ViPR storage provider automatically tags the storage device with the 
appropriate storage profile based on its storage capabilities. 

The remaining manual step is for the new storage to be reserved by the fabric 
group administrator for use by the business group administrator. An email 
notification is sent to the fabric group administrator, stating that the storage is 
ready and available in vCAC to be reserved for use by the business group. 

 

This solution uses EMC VSI for automated provisioning of VNX storage for the 
private cloud management platform. This section outlines the following steps 
required for configuring EMC VSI for VMware vSphere: 

1. Verify VSI components 

2. Configure EMC Solutions Enabler 

3. Discover VNX array 

4. Provision storage to cloud management pod with EMC VSI 

 

  

Use case 3: 
Configure EMC VSI 
for VMware 
vSphere 
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Verify VSI components 

EMC VSI must be installed on a machine using the vSphere Client to connect to 
vCenter Server in the cloud management platform. Prerequisites for successful 
installation are EMC Navisphere CLI and Solutions Enabler. As part of the VSI 
installation, if it is not already installed, EMC Solutions Enabler 7.6.1.0 is 
installed. 

When VSI is installed on the client machine, the VSI icon is displayed in the 
vSphere Client, under Solutions and Applications, as shown in Figure 101. 

 

 VSI installed and available under Solutions and Applications Figure 101.

Verify that newly installed VSI features were installed and enabled by checking 
VSI Feature Manager. In this solution, we installed Unified Storage Management, 
Path Management, and Storage Viewer, as shown in Figure 102. 
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 EMC VSI Feature Manager Figure 102.

For VSI to obtain and present PowerPath/VE multipath details for the underlying 
storage, the PowerPath Remote Tools for Windows package must be installed.  

The PowerPath/VE Appliance bundle, accessible from EMC Online Support, 
contains the necessary support components for PowerPath/VE 5.8, including the 
required RTOOLS package. 

Configure EMC Solutions Enabler 

Configure Solutions Enabler by adding the hostname or IP address of the 
Solutions Enabler API server. For this component of the solution, the local 
instance of Solutions Enabler on the client machine is used, as shown in Figure 
103. 

Note: If you do not specify a remote API server, the default to localhost value is used. 

 

 EMC Solutions Enabler configuration in EMC VSI Figure 103.

  

https://support.emc.com/
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Discover VNX arrays 

To discover the VNX arrays: 

1. Enter the IP address of each storage processor. 

2. Enter the login credentials. 

3. Click Discover New VNX System, as shown in Figure 104. 

 

 EMC VSI: VNX array discovery Figure 104.

Provision storage to cloud management pod with EMC VSI 

To provision storage to the cloud management platform, right-click the cluster and 
select EMC > Storage Manager > Provision Storage, as shown in Figure 105. 

 

 Launch VSI storage provisioning wizard from vSphere Client Figure 105.
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From this point, the vSphere administrator is guided through a process that 
results in a newly created VMFS datastore being mounted on all ESXi hosts in the 
vSphere cluster. 

1. Select Disk/LUN, as shown in Figure 106, to provision block-based 
storage from the EMC VNX array. 

 

 Select the storage type: Disk/LUN Figure 106.

2. Select the VNX storage array to host this new LUN. 

For this solution we used VNX5700-A, as shown in Figure 107. 

 

 Select the appropriate VNX storage array Figure 107.

VSI queries the VNX storage array and displays the available storage pools 
on which the LUN can be created, as shown in Figure 108.  

Note: VSI provides provisioning capabilities only from a single storage pool on 
the VNX array (refer to Appendix D for details). 



 Chapter 5: Software Defined Storage 

 

117 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 

Solution Guide  

 

 Select a storage pool for new LUN Figure 108.

3. Select a storage pool and click Next. 

4. Select a VMFS version. 

The options for formatting this new LUN are VMFS-3 or VMFS-5. Select 
VMFS-3 only if legacy hosts are accessing this datastore. This solution is 
entirely vSphere 5.5 based, therefore we selected VMFS-5 for the version 
of the file system. 

5. Input the datastore name and size and specify a VMFS datastore to be thin 
provisioned. 

The LUN ID defaults to the lowest number available, but can be changed. 

6. Click Advanced and set the tiering policy for this LUN. 

The default setting is Start High Then Auto-Tier. 

For this storage device, we configured a 700 GB VMFS datastore named 
EPCMP_FASTVP_DS01 that is thin provisioned and uses the default FAST 
VP policy, as shown in Figure 109. 

 

 Complete LUN details Figure 109.

7. Click Finish. 
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The VSI wizard automatically: 

 Configures the LUN 

 Masks the LUN to the vSphere cluster on the array 

 Rescans the ESXi server HBAs 

 Formats and mounts the datastore to the ESXi servers in vSphere 

As a result, the new 700 GB VMFS datastore is mounted and immediately 
available for use across all ESXi members of the cloud management 
platform. 

The vSphere administrator can obtain a detailed view of all datastores by 
selecting a host, opening EMC VSI, and then highlighting the required datastore, 
as shown in Figure 110. 

 

 EMC VSI storage details and properties Figure 110.

This solution uses PowerPath/VE on all ESXi servers for multipathing for all SAN 
storage. PowerPath/VE claims the new device after it is mounted to the ESXi 
server; therefore, no user interaction is required. 

Path management details for a storage device can be accessed by right-clicking a 
datastore, selecting Properties, and then selecting Manage Paths. 

Note: Alternatively, in the Device List under Storage Adapters, where the device owner is 
displayed as PowerPath, right-click and select Manage Paths, as shown in Figure 111. 

All of the available paths for the PowerPath/VE-managed storage device are 
Active, as shown in Figure 111. This device has eight active paths. These paths 
are a result of each of the two HBAs on this ESXi server being zoned to two VNX 
array ports each on SPA and SPB. PowerPath/VE optimizes load balancing of I/O 
across these paths, nondisruptively manages any path failures, and automatically 
restores any failed paths when made available again. 
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 Path management details for the newly created 700 GB LUN/datastore Figure 111.

This process for storage provisioning with VSI should be repeated for each LUN. 
For this solution, we created five 700 GB datastores for the cloud management 
platform. 

Further sizing details are available in Chapter 11. 

Summary 

VMware vCAC can provide a storefront for storage services to be used by cloud 
users. These service catalog items use EMC ViPR software-defined storage 
services based on multiple service levels of storage across EMC VNX and VMAX 
storage arrays, each offering varying levels of availability, capacity, and 
performance to satisfy the operational requirements of different lines of business. 

This solution combines EMC ViPR software-defined storage with EMC array-based 
FAST-enabled storage service level offerings across the EMC storage arrays with 
VMware vSphere Storage DRS, to simplify storage operations for enterprise 
private cloud consumers. EMC FAST VP technology manages sub-LUN 
optimization of data while vSphere Storage DRS optimizes the capacity utilization 
of storage resources in aggregated pools. 

VSI simplifies provisioning, visibility, and management for initial deployment of 
storage to support the cloud core, automation, and NEI pods. Thus allowing 
storage and enterprise cloud administrators to provision, monitor, and manage 
vSphere VMFS datastores on EMC storage arrays. 
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Chapter 6 Networking and Security 

This chapter presents the following topics: 

Overview ................................................................................................................ 121 
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Deployment option: vCloud Networking and Security ............................................ 133 

Deployment option: NSX for vSphere ..................................................................... 134 

Provisioning three-tiered virtual applications ........................................................ 136 
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vCNS use case 1: Three-tiered application with pre-created networks ................... 148 

vCNS use case 2: Three-tiered application with dynamic networks ........................ 153 
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NSX use case 2: Three-tiered application with dynamic networks .......................... 164 

Summary ................................................................................................................ 170 
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Overview 

This chapter introduces the design considerations that influenced the network 
and security architecture of the Enterprise Private Cloud solution. In addition, it 
discusses the physical and logical topology, multitenancy, network, and security. 

The solution topics discussed are represented in Figure 112 and outlined in red. 

 

 Network and security topics outlined in red Figure 112.

 

This chapter is for technical architects and cloud solution engineers with a 
background in networking and security. Readers should have an understanding of 
EMC, VMware vCloud, and VMware vSphere solutions. 

To understand the context of the processes implemented in this chapter, readers 
also should have read the following chapters and have a clear understanding of 
the infrastructure provisioning and lifecycle management elements: 

 Chapter 2: Private Cloud Overview 

 Chapter 3: Technology Overview 

 Chapter 4: Cloud Self-Service and Administration 

Following this preparation ensures a more relevant connection between this 
solution’s capabilities and the operational requirements of your organization that 
will ultimately bring additional business value. 

  

Target audience 
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This chapter provides an introduction to VMware vCloud networking and security 
and VMware NSX for vSphere deployment, and demonstrates network and 
security integration in an Enterprise Private Cloud solution. Use this chapter as a 
reference to begin the networking and security planning and design process for 
your enterprise private cloud and to set the stage for successful implementation 
efforts. 

Focusing on the network infrastructure and deployment options, this chapter 
details the key elements of creating a secure service offering and the processes 
required to implement and secure the network infrastructure. In addition, it 
includes common use cases for providing connectivity and security to dynamically 
provisioned application workloads.  

Solution architecture 

The solution requires an architecture that: 

 Is resilient to failure 

 Provides for optimal throughput for workloads 

 Ensures multitenancy and secure separation 

Throughout this chapter we reference network segments created in the physical 
and virtual layers including overlay networks. Table 10 lists the networks used to 
validate this solution. 

Table 10. Complete list of networks used in the EPC solution 

Name Configured Purpose VLAN or 

segment ID 

IP subnet 

vMotion Physical 

ESXi host 

Migration of workloads  2080 172.28.246.0/23 

ESXi 
Management 

Physical 

ESXi host 

Management of ESXi hosts 246 10.103.246.0/23 

EPC Automation  Physical 

Management 
VDS 

Network hosting EPC Automation 
and Core Pod virtual machines 

3842 10.103.203.192/26 

Backup 
infrastructure 

Physical 

Management 
/Production 
VDS 

Connectivity between Avamar 
server and proxy appliances 

2050 172.25.246.0/23 

Transport VLAN Physical 

Production 
VDS 

vCNS/NSX 

Underlay VLAN for VXLAN 
segments 

3843 192.168.246.0/23 

Enterprise-
uplink 

vCNS/NSX Transit uplink network segment 
connecting business group Edge 
routers to enterprise Edge router 
(or core if enterprise Edge not 
implemented) 

 192.168.254.0/24 

Purpose of this 
chapter 



 Chapter 6: Networking and Security 

 

123 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 

Solution Guide  

Name Configured Purpose VLAN or 

segment ID 

IP subnet 

finance-transit NSX VXLAN segment connecting 
dynamically provisioned Edge 
appliances to finance business 
group Edge router 

5009 10.103.203.48/28 

finance-web-
preprov-routed 

NSX VXLAN segment connecting 
provisioned web-tier virtual 
machines to NSX distributed 
logical router (DLR) 

5010 10.103.203.56/28 

finance-app-
preprov-private 

NSX VXLAN segment connecting 
provisioned application-tier 
virtual machines to NSX DLR 

5011 192.168.103.0/24 

finance-db-
preprov-private 

NSX VXLAN segment connecting 
provisioned db-tier virtual 
machines to NSX DLR 

5012 192.168.104.0/24 

finance-web-
on_demand-NAT 

vCAC Defined on finance-web 
blueprint network adapter for 
dynamic network provisioning 

Dynamic 192.168.241.0/24 

finance-app-
on_demand-PVT 

vCAC Defined on finance-app blueprint 
network adapter for dynamic 
network provisioning 

Dynamic 192.168.242.0/24 

finance-db-
on_demand-PVT 

vCAC Defined on finance-db blueprint 
network adapter for dynamic 
network provisioning 

Dynamic 192.168.243.0/24 

engineering-
transit 

vCNS VXLAN segment connecting 
dynamically provisioned Edge 
appliances to finance business 
group Edge router 

5007 10.103.203.48/28 

engineering-web vCNS VXLAN segment connecting 
provisioned web-tier virtual 
machines to NSX DLR 

5006 192.168.241.0/24 

engineering-app vCNS VXLAN segment connecting 
provisioned application-tier 
virtual machines to NSX DLR 

5004 192.168.242.0/24 

engineering-db vCNS VXLAN segment connecting 
provisioned db-tier virtual 
machines to NSX DLR 

5002 192.168.243.0/24 

engineering- 
on_demand- 
web-NAT 

vCAC Defined on finance-web 
blueprint network adapter for 
dynamic network provisioning 

Dynamic 192.168.241.0/24 

engineering- 
on_demand- 
app-PVT 

vCAC Defined on finance-app blueprint 
network adapter for dynamic 
network provisioning 

Dynamic 192.168.242.0/24 

engineering- 
on_demand-db-
PVT 

vCAC Defined on finance-db blueprint 
network adapter for dynamic 
network provisioning 

Dynamic 192.168.243.0/24 
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Figure 113 shows a logical representation of the enterprise private cloud 
environment and highlights the management, tenant compute pods, and clusters. 

 

 Enterprise private cloud environment Figure 113.

 

In designing the physical architecture, our main considerations were high 
availability, performance, and scalability. As shown in Figure 114, each layer is 
fault tolerant with physically redundant connectivity throughout. The loss of any 
one infrastructure component or link does not result in loss of service to the 
tenant; if the architecture is scaled appropriately, the loss of a component or link 
does not impact service performance. 

Figure 114 also shows the connectivity between the physical storage, network, 
and converged fabric components deployed in the Enterprise Private Cloud 
solution. 

Physical 
connectivity 
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 Physical topology of the network Figure 114.
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The network design uses IEEE 802.1AX virtual link aggregation (vLAG) trunks to 
provide seamless operation in the event of a hardware or link failure by enabling 
fault tolerance and high speed links between distribution, access, and converged 
layers. 

Note: Link aggregation (LAG) is variously known across vendors’ implementations as 
virtual port channels, split multi-link trunks, multi-chassis trunking, or multi-switch link 
aggregation. 

vLAG trunks bundle multiple physical Ethernet links between two or more devices 
into a single logical link. If a physical link or switch fails, the traffic is 
automatically redistributed over the remaining physical links. Because multiple 
physical links are considered a single logical link in a vLAG trunk, we did not 
introduce a loop in this solution. If a member link status changes, vLAG prevents a 
service-interrupting spanning-tree recalculation and resulting convergence. 

vLAG trunks also have the added benefit of load balancing traffic across all 
available links by using a load balancing algorithm to determine the physical port 
used. This has the effect of making available an aggregate bandwidth that is the 
sum of the bandwidth for all the physical links. 

To make vLAG trunks function, you need one or more physical links between the 
two distribution switches and the two access switches, as shown in Figure 114. 
This vLAG trunk is dedicated to carrying the VLANs and corresponding data that 
are being carried over the trunks. Typically, you should ensure that the 10 GbE 
ports used for this purpose are in dedicated mode, to avoid oversubscription 
issues and potential packet loss. 

Depending on the vendor, a separate link that is not a member of the LAG trunk 
might be required between each switch-pair to synchronize state and prevent any 
packet duplication. This can be a Layer 2 or Layer 3 link between the switches, 
and while it typically does not carry regular network traffic it is critical to the fault 
tolerant operation of the design. The control link does not have to be configured 
as a LAG, having it configured as such provides fault tolerance. You can optionally 
configure the control link to sit in its own virtual routing and forwarding (VRF) 
table, which enables the reuse of the same control-link IP addresses on every pair 
of devices. 

In this environment, physical network connectivity to the compute layer is 
provided over a converged network and FC fabric to the fabric extenders on the 
compute blade chassis. Each link is capable of 10 Gbps, which enables four 10 
GbE network interfaces to be presented to each ESXi host. 

 

The logical topology is designed to address the requirements of enabling 
multitenancy and securing separation of the tenant resources. The topology is 
also designed to align with security best practices, from vendors such as VMware, 
of segmenting networks according to the purpose or traffic type. For example, 
configuring an isolated network segment for vMotion traffic between VMware 
vSphere ESXi hosts helps prevent attacks where the unencrypted data transfer 
can be intercepted by an attacker and reconstructed to gain access to sensitive 
data. 

We configured the trunks on the physical network infrastructure to allow only the 
VLANs and private VLANs (PVLANs) required for operations within the enterprise 
private cloud environment. As well as being a security best practice, this helps to 

Logical network 
topology 
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conserve valuable resources such as Spanning Tree Protocol (STP) logical 
interfaces. Each switch supports a limited number of STP logical interfaces, which 
can be used up before the VLAN limit is reached—especially in a multitenant 
environment. Therefore, pruning and carrying only the necessary VLANs can be of 
critical importance. 

Figure 115 shows the logical topology of the physical and virtual networks defined 
in the Enterprise Private Cloud solution. We used VLANs to provide segmentation 
of the networks at Layer 2 in the cloud management pod, as that environment is 
likely to be static and an extension of existing management networks. 

 

 Logical topology with the cluster pod and functional networks Figure 115.
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We connected the physical server on which each ESXi host was deployed to the 
network using six 10 GbE network interfaces, which are represented in the ESXi 
hypervisor as vmnic0 to vmnic5. For ESXi hypervisor management and vMotion, 
we created a virtual switch with vmnic0 and vmnic1 configured as uplinks to the 
physical switches. This vSwitch was configured with the necessary VMkernel 
ports, as shown in Figure 116. 

 

 ESXi host networking vSwitch configuration Figure 116.

We then created a vDistributed Switch (VDS) for the cloud automation pod and 
another for the production pods. In doing so, we created a logical and physical 
boundary segmenting the management and tenant production traffic flows and 
enabling a more focused approach to performance and security monitoring. 

By implementing a separate VDS for tenants, we can limit administrative access to 
the management VDS that will have comparatively few networks compared with 
possibly thousands of dynamic tenant networks. This also makes it easier to 
establish a baseline for management traffic and identify flows that fall outside 
expected characteristics. 

We configured the uplinks with only the VLANs that each VDS needed to trunk 
from the physical networks to service connected resources. This enabled 
connectivity between the virtualized resources and the physical environment, 
shown in the examples in Figure 117 and Figure 118. 

vSphere 
networking 
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 VLAN configuration of the cloud management VDS uplinks on the vCenter Figure 117.
server 

 

 VLAN configuration of the production VDS uplinks on the vCenter servers Figure 118.

We configured the cloud management pod VDS with a number of port groups, as 
shown in Figure 119, to provide Edge connectivity with resources in the physical 
network such as backup infrastructure and other services such as the enterprise 
Active Directory infrastructure. 



Chapter 6: Networking and Security  

 

130 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 
Solution Guide 

 

 Port group and VLAN configuration of the cloud management VDS on the Figure 119.
vCenter server 

We configured the production VDS with a single port group for Edge connectivity, 
that is, dvPortGroup_Uplink. The remaining port groups on this VDS, as shown in 
Figure 120, were created by vCloud Networking and Security (vCNS) when the 
hosts were prepared for network virtualization and VXLAN networks or wires were 
configured by the administrator through the vCNS administrative portal. 

 

VXLAN enables technology for network virtualization, providing network 
abstraction, elasticity, and scale across the datacenter. VXLAN provides 
architecture for scaling your applications across clusters and pods without any 
physical network reconfiguration. With VXLAN, physical switches do not need to 
be reconfigured when a new VXLAN network is created. Instead, VXLAN virtual 
wires or networks can be deployed over a single or multiple transit VLANs. The 
decoupling of virtual networks from physical networks provides great flexibility 
and agility without requiring changes to or impacting the physical network. This 
enables rapid and dynamic provisioning of new networks at a theoretical scale of 
millions of VXLAN networks. At a more practical level, each VDS can support up to 
6,500 VXLAN networks to a maximum of 10,000 per vCenter Server. 

As shown in Figure 120, the VXLAN port groups all share the same VLAN. This is 
one of the key benefits of implementing VXLAN. You can use one VLAN to be the 
physical transport for VXLAN overlay networks. This reduces the required 
configuration of the ESXi host and top of rack (TOR) physical switches to a single 
VLAN and enables the virtual VXLAN networks to scale to 6,500 (assuming static 
port groups) per VDS. 

Overlay networks 
with VXLAN 



 Chapter 6: Networking and Security 

 

131 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 

Solution Guide  

 

 Production VDS port groups showing Edge connectivity and VXLAN port Figure 120.
groups 

 

To support infrastructure operations, we configured networking on each ESXi host 
throughout the environment to enable connectivity to the backup, NFS, and 
vMotion networks. To enable this, we configured a VMkernel for NFS and vMotion 
on each ESXi host and created a port group for the Avamar proxy virtual machines 
on the cloud management VDS to complete the network connectivity. 

 

Valid concerns exist around information leakage and unauthorized access on a 
shared network infrastructure. Consumers of the provisioned resources need to 
operate in a dedicated environment and benefit from infrastructure 
standardization. To address these concerns, the Enterprise Private Cloud solution 
was designed with multitenancy in mind. We approached this from a defense-in-
depth perspective, which is demonstrated through: 

 Implementation of VLANs to enable isolation at Layer 2 in the cloud 
management pod and where the solution intersects with the physical 
network 

 Use of VXLAN overlay networks to segment tenant and business group 
traffic flows 

 Integration with firewalls functioning at the hypervisor level to protect 
virtualized applications and enable security policy enforcement in a 
consistent fashion throughout the solution 

Supporting 
infrastructure 
services 

Enabling secure 
multitenancy 
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 Deployment of provider and business group Edge firewalls to protect the 
business group and tenant perimeters 

The vCloud Networking and Security and NSX for vSphere deployment choices not 
only add network virtualization capabilities through the implementation of VXLAN, 
but also add rich security feature sets. Both solutions offer a single interface for 
managing the virtual network and protecting business group assets.  

To validate our solution we built two enterprise private cloud environments to 
implement network and security virtualization using vCNS and NSX for vSphere in 
each environment. 

Note: The architecture can be supplemented at the physical switch layer with PVLANs 
and VRF tables to provide segmentation at Layers 2 and 3, although doing so is outside 
the scope of this guide. 

 

With improvements in server virtualization, the network has become the 
chokepoint of the provisioning process when new applications are being 
deployed. VXLAN overlay networks are used to greatly simplify the configuration 
of physical networking equipment, while increasing the scale and speed of 
deploying new networks and logical switches. With the integration of VXLAN, 
physical switches do not need to be reconfigured when new virtual networks are 
created. Instead, VXLAN virtual wires or logical switches can be deployed over a 
single transit VLAN. This enables dynamic provisioning of new networks at a 
potential scale of millions of VXLAN logical switches. 

Deploying a virtual application can take minutes. However, planning, designing, 
and configuring the network and security elements to support it can often take 
days or weeks. Using the automation capabilities of vCAC, NSX can significantly 
reduce the amount of time required for the provision, update, and removal 
processes. Networks, router, firewall, and load balancers can be deployed 
dynamically with the virtual machine components of a blueprint. This enables an 
application stack and supporting services to be delivered to production users in 
minutes with all the necessary network and security services. 

  

Automation and 
provisioning 
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Deployment option: vCloud Networking and Security 
 

The vCNS solution is a complementary suite of network virtualization and security 
products designed to secure virtualized datacenters. As implemented in the 
Enterprise Private Cloud solution, it includes vCNS Manager (previously known as 
vShield Manager), vCNS Edge, and vCNS App. This section provides an overview 
of vCNS features, solution integration, and considerations for enterprise private 
cloud environments. 

 

vCNS Manager is a single management and control appliance for vCNS operations 
and provides the interface to manage network virtualization in the solution. This 
enables the cloud administrator to prepare the vSphere ESXi hosts, configure 
VXLAN, and create VXLAN networks.  

Note: The term “prepare” in this context is used to denote the installation of the 
necessary kernel modules on each ESXi host to enable VXLAN. While initiated by the 
administrator, the installation is executed directly by vCNS Manager. 

In addition, vCNS Manager is the point from which vCNS App and vCNS Edge 
appliances are deployed and security policies managed. Integration with vCAC is 
achieved through the vCAC endpoint where the vCNS Manager URL and enterprise 
administrator credentials are specified when configuring the endpoint for vCenter. 
This enables vCAC to make calls to vCNS Manager to retrieve inventory, create 
VXLAN networks, and provision vCNS Edge routers. 

vCNS Manager enables the use of security groups to provide logical containers 
that can be populated with related objects to streamline security policies. As an 
example, if you create a security group for web servers you can then apply a 
security policy to that security group to permit access over port 80 and block all 
other access. Security policies can be configured on vCNS Edge appliances to 
protect perimeters and vCNS App Firewall at the datacenter and cluster levels in 
the vCenter hierarchy, enabling consistent protection to be applied across the 
datacenter. 

 

vCNS App Firewall provides virtual networking security for virtual machines 
through segmentation and zoning down to the vNIC level. vCNS App Firewall is a 
hypervisor-based application firewall that:  

 Interrogates all the traffic flows between the virtual machines on a vSphere 
ESXi host 

 Provides deep visibility into network flows and communications 

 Enforces granular policies with security at the virtual network interface card 
(vNIC) level by using a loadable kernel module to inspect and monitor traffic 
and enforce the security policy 

Adaptive trust zones with Layer 2 firewalling protect against password sniffing, 
DHCP snooping, or poisoning attacks, and Address Resolution Protocol (ARP) 
spoofing. Application-aware firewalling improves security by opening sessions 
(ports) only when needed for common applications, such as Oracle Database, 
Microsoft Exchange, and Microsoft RPC. 

Implementing vCNS App Firewall provides further granularity by enabling policies 
to be applied to individual virtual machines, vApps, or logical groups of resources 

Introduction to 
vCNS components 

vCNS Manager 

vCNS App Firewall 
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called security groups. Security groups enable enterprise administrators to 
logically group various resources such as IP addresses, MAC addresses, resource 
pools, virtual machines, and vNICs in their datacenter when creating firewall 
rules, thus simplifying administration and reducing complexity. The architecture 
enables a single management point for networking and security to protect a 
relatively large number of resources. This advances the flexibility of security 
beyond the traditional, physical gateway model to a model that protects from the 
perimeter right down to the vNIC level. 

vCNS App Firewall is an important tool for implementing security policies to 
protect virtualized applications across the datacenter and monitoring inter-virtual 
machine traffic to demonstrate compliance when customers are trying to meet 
regulatory requirements. All virtual machine traffic flows can be easily monitored, 
rules can be defined and enforced regardless of virtual machine location, and 
rules can be set to log to a centralized log repository. 

 

The vCNS Edge appliances provide a rich set of integrated gateway services for 
protecting virtual datacenters and optimizing resource utilization. This virtual 
appliance includes services such as stateful firewall, network address translation 
(NAT), load balancing, DHCP, and VPN. Edge High Availability protects against 
network, host, and software failures to deliver reliable network communications 
and connectivity within each business group’s networks. In addition, vCNS Edge 
acts as a fully fledged Layer 3/Layer 4 stateful firewall, enabling security at the 
business group edge and between internal networks. 

Deployment option: NSX for vSphere 
 

VMware NSX is the next generation of network virtualization and offers additional 
functionality and improved performance over vCNS and traditional network and 
security devices. This additional functionality includes distributed logical routing, 
distributed virtual firewalling, logical load balancing, and support for routing 
protocols such as Border Gateway Protocol (BGP), Intermediate System to 
Intermediate System (IS-IS), and Open Shortest Path First (OSPF). NSX also 
provides substantial performance improvements in throughput, with logical 
routing and firewalling providing line-rate performance distributed across many 
hosts instead of being limited to a single virtual machine or physical host. 

 

The distributed logical router (DLR) performs all east-west workload traffic routing 
at the hypervisor level. This ensures that as long as the workloads are on the 
same host, even if they are on different subnets, the traffic does not leave that 
host. Distributed logical routing offers an advantage over vCNS Edge and physical 
routing in that workload traffic does suffer from the “trombone effect” when 
workloads on different networks on the same host must route through an external 
Edge gateway. If the workloads are on separate hosts, the traffic takes the optimal 
path directly from one host to the other, again without having to take a hairpin 
route through a vCNS Edge or physical router in the datacenter core. This offers 
optimal traffic flows and significant performance gains. 

 

Another key feature is the NSX distributed firewall, which is implemented in the 
hypervisor kernel and eliminates the need to route traffic through vCNS Edge or 
physical firewalls for inspection. Traffic is analyzed by the hypervisor when it 
leaves the source virtual machine vNIC and before it enters the vNIC of the 

vCNS Edge 
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destination virtual machine. Because the NSX is integrated with vCenter Server, it 
can use the vCenter inventory and filter on more than just source and destination 
IPs or ports. Rules can be applied to virtual machines, security groups, clusters, 
and datacenters. Security groups can also have dynamic membership, which can 
apply rules based on virtual machine attributes such as guest operating system, 
virtual machine name, or security tags. Because this inspection is performed at 
the hypervisor level, traffic does not have to be steered through and analyzed by 
another device or virtual machine on the network. 

Flow monitoring can also be used to see historical and real-time traffic flows. 
These flows can be shown in aggregate, by service, or by virtual machine. The 
data can be used for troubleshooting performance issues, firewall 
misconfigurations, or rogue traffic on the network. 

NSX for vSphere also introduces the Service Composer, which integrates with 
third-party security services. These services can identify virtual machines on the 
network infected with malware, or with known vulnerabilities, and place them into 
a quarantine security group that restricts the virtual machines until the issue is 
resolved. 

 

It is important to highlight differences between the NSX Edge that is deployed by 
vCAC as part of a blueprint and what can be deployed directly from the 
Networking & Security web client. 

Through the Networking & Security web client, an NSX Edge is deployed as either 
an Edge gateway or a DLR. This appears in the Networking & Security web client as 
an NSX Edge 6.0. However, when vCAC provisions an on-demand Edge, a vCNS 
5.5 Edge which does not have as rich a feature set as the NSX Edge 6.0, is 
deployed. This vCNS Edge appears in the Networking & Security web client as an 
NSX Edge 5.5. 

A comparison of the Edge features when deployed by vCAC is shown in Table 11. 

Table 11. Comparison of the NSX Edge features supported by vCAC based on the 
blueprint deployment model 

Feature Pre-created On-demand 

Logical switch Y Y 

Provider Edge (distributed logical router) Y N 

App Edge (NSX Edge 5.5) Y Y 

Load balancer Y Y 

Firewall security groups Y N 

Firewall Edge gateway Y Y 

Logical DHCP Y Y 

 

 

The NSX logical load balancer allows load sharing across a pool of virtual 
machines. It enables intelligent application monitoring, so that if a virtual 
machine in the pool stops responding, it is automatically taken out of the pool 
and no traffic is sent to it until it becomes responsive again. The load balancer 
can also be deployed in HA mode making it highly available. The load balancer 
can either be deployed as a service on an Edge appliance that acts as the network 

NSX Edge 
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gateway, or it can be deployed in “one-arm” mode, where it has a single interface 
on the network, and is not the gateway. The load balancer can support throughput 
of up to 9 Gbps and 130 k connections per second. 

Provisioning three-tiered virtual applications 

Three-tier applications are the most commonly deployed model in enterprises 
with each tier requiring specific configuration and changes that can use the NSX 
capability with vCAC. A three-tier application can be used to demonstrate the 
network and security provisioning capabilities of vCNS and NSX when integrated 
with vCAC. The web-tier is external facing and is load balanced, serving web pages 
to users. Each web server needs to communicate with the application server and 
the application server in turn writes to and retrieves data from the database 
server.  

vCAC enables two deployment models, pre-provisioned and on-demand. Within 
the context of networking and security, the key difference between them is that 
with a pre-provisioned deployment the networks and router must have been 
created before vCAC can provision the virtual machines. With the on-demand 
deployment model the web, application, and database virtual machines are all 
deployed in conjunction with the network infrastructure they require. Virtual 
networks and routers are created dynamically when a multimachine blueprint is 
executed using the on-demand deployment model. For more details refer to 
Virtual machine blueprints. 

In either deployment scenario, the network adapters of the deployed virtual 
machines are connected to their respective virtual network and an IP address 
assigned either using DHCP, or as in our implementation, a static IP address.  

The virtual machines are also assigned to their respective security groups by the 
vCAC blueprint. These security groups are associated with security policies 
(firewall rules) enforced by the vCNS or NSX firewalls. The deployed virtual 
machines in each tier inherit their specific security policy because of their security 
group membership, thus ensuring that applications are protected from the 
moment of deployment. 

The example topology for a three-tiered application is shown in Figure 121. 

 

 Three-tiered application Figure 121.
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In a pre-provisioned deployment model, virtual machines are created by vCAC and 
attached to pre-existing network segments and routers. Because dynamic network 
segments are not created in this model, a repeatedly triggered blueprint deploys 
virtual machines that share the same networks. These shared networks are 
typically larger than those used with the on-demand model, because many 
concurrent virtual machine instances are likely to exist. 

Note: In an NSX integrated environment, the Distributed Logical Firewall can be used to 
segment these shared IP subnets to ensure applications are protected.  

Future versions of vCAC will allow a load balancing configuration to be specified in 
the blueprint, however, the load-balancer can be configured manually or 
automated using vCO. The blueprint will assign the virtual machines to a security 
group enabling a predefined security policy to be applied and effective at the 
point of deployment. The pre-provisioned architecture is shown in Figure 122. 

 

 Pre-provisioned three-tier application deployment model Figure 122.
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In the on-demand deployment model, Edge routers and VXLAN networks are 
deployed in conjunction with the virtual machines. This provisioning process is 
triggered when the business group user requests the blueprint. After vCAC 
deploys the Edge router, the virtual networks are connected to its interfaces. If 
specified in the blueprint, load balancing is also configured on the Edge router. 
The virtual machines are then provisioned and connected to the newly created 
virtual networks. The virtual application’s Edge router is used to connect the 
application to the business group’s transit network. 

Note: In an NSX integrated environment, static routes are injected into the business 
group’s Edge perimeter router. If a dynamic route distribution protocol, such as OSPF, is 
configured between the business group Edge perimeter router and the upstream 
enterprise Edge router, the newly created routed networks will be reachable with no 
manual intervention from the network team. This enables the solution to provide an 
automatic Layer 3 path between the application and the finance business users. Future 
versions of vCAC will enable NSX DLRs to be deployed in addition to Edge routers, which 
will enable all of the performance and functionality benefits that an NSX DLR provides. 

An overview of the on-demand architecture is shown in Figure 123. 

 

 On-demand three-tier application deployment model Figure 123.
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Staging the environment 

The physical network infrastructure and ESXi hosts must be configured with one or 
more VLANs to act as a transport for the VXLAN networks. This section discusses 
the additional steps required to integrate vCNS or NSX in the enterprise private 
cloud and to provision network and security services. 

 

An Edge cluster is created through the vSphere Web Client. This cluster hosts all 
Edge network appliances, making it the sole ingress and egress point for all traffic 
into and out of the enterprise private cloud. Dedicating a cluster to vCNS or NSX 
Edges also limits the number of physical hosts that external VLANs must be 
trunked to members of this cluster, thus simplifying configuration. The cluster 
also has the advantages of guaranteeing resources to the virtual network and 
security infrastructure. 

 

The appliance is deployed from an OVA file to the EPC core pod. This ensures that 
circular dependency is not introduced that would isolate vCNS Manager because 
of a misconfiguration on the cloud management pod. To integrate vCNS Manager 
with the solution, register with the CMP vCenter Server and the SSO Lookup 
Service through the vCNS Manager administrative web interface, as shown in 
Figure 124. 

 

 vCNS registration configuration with vCenter Server and vCenter SSO Figure 124.

VXLAN networks 

With the vCNS implementation of VXLAN, enable multicast (and multicast routing 
if the VTEPs exist on multiple Layer 3 subnets) on your physical infrastructure. 
Using the vCNS Manager UI, we prepared the compute and Edge clusters to 
enable VXLAN, and created a network scope containing both clusters. A network 
scope corresponds to the transport zone in NSX and controls which clusters are 
presented with which VXLANs. A cluster can be a member of multiple network 
scopes; however, a VXLAN network can be a member of only one. 

vCNS business group and enterprise Edge routers 

To enable connectivity between the physical network core and the engineering 
business group resources, we deployed an enterprise vCNS Edge router, and a 
business group vCNS Edge router in HA mode. We implemented an Edge 
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appliance as an enterprise to act as a perimeter gateway for the EPC tenant, on 
which we could apply a perimeter security policy. This enabled us to manage 
security policies for all the business groups and EPC tenant from a single 
interface. 

Note: An existing Layer 3 core could provide the function of the enterprise Edge router 
used in our example. The use of a vCNS Edge appliance for this function is not 
prescriptive. 

In the vCNS environment, we used the engineering business group as the 
reference group for our use case. 

In preparation for the router deployments, we created an uplink-network port 
group to provide connectivity between the enterprise Edge router and the 
engineering Edge router. This we labeled EPC_IP_Transit. We also created a transit 
VXLAN network to provide connectivity for the engineering business group 
resources and labeled it engineering-transit. 

Note: In an enterprise environment, additional Edge routers are typically created as Edge 
gateways for each business group.  

To provide connectivity to the enterprise Edge router and the core, we configured 
two interfaces, one of which was connected directly to the core network and the 
other connected to the DPG_EPC-NSC_CMP port group. 

We configured the engineering Edge router with an interface (engineering -uplink-
gw) on the enterprise uplink network (dvPortGroup_Uplink), providing 
connectivity to the upstream enterprise Edge router. In addition, we configured an 
interface (engineering-transit) on the engineering transit network (engineering-
transit), as shown in Figure 125. 

 

 Interface connectivity and configuration of the engineering vCNS Edge router Figure 125.

After we configured the business group Edge router, enterprise Edge router, and 
associated networks, we performed a data collection on the vCenter endpoint in 
vCAC. We did this to ensure that vCAC is aware of the new inventory objects, so it 
can configure the Edge routers it provisions on the engineering-transit network. 

vCNS Manager: Security groups and security policies 

We configured security groups in the Grouping section of vCNS Manager, as 
shown in Figure 126. Three security groups were created, one for each 
application-tier, but were not assigned members. vCAC automatically assigns 
provisioned virtual machines to security groups specified in the blueprint. 
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 vCNS Manager security groups Figure 126.

We created a security policy for the virtual application by configuring vCNS App 
firewall rules for each application-tier, as shown in Figure 127. The security policy 
allows external connectivity on port 80 and 443 to the eng-vm-www security 
group. It allows connectivity from the eng-vm-www security group to the 
application virtual machines in the eng-vm-app security group and from the 
application to the database virtual machines in the in the eng-vm-db security 
group. 

 

 Three-tiered virtual application security policy Figure 127.

Note: You can also create vCNS Edge firewall rules, but those rules are only effective for 
virtual machines protected by that single vCNS Edge. vCNS App provides a single point 
of management for security policies across all virtual machines in the datacenter. 

The completed firewall rules allow access to virtual machines in the web-tier 
security group over the HTTP and HTTPS protocols, and allow the web-tier virtual 
machines to communicate with the application-tier virtual machines, which can in 
turn access their databases. 

The vCNS firewall is a stateful firewall, so when a connection is allowed and a 
communication session established, the response communication path is 
implicitly allowed. All other inbound and outbound traffic is denied by the block 
rules at the end. Like a traditional firewall, rules are applied in chronological 
order. 

 

The NSX Manager OVA is deployed and registered with the vCenter Server, 
enabling the rest of the configuration to be performed through the vSphere Web 
Client using the NSX-installed Networking and Security plug-in. Using the web 
client, the administrator prepares compute and Edge clusters for network 
virtualization by installing the NSX software (NSX vSwitch kernel modules) on 
each cluster in turn. For detailed instructions refer to the NSX Installation and 
Upgrade Guide.  

NSX deployment 
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VXLAN networks 

We configured the clusters to enable VXLAN, and we created a transport zone and 
populated it with both clusters. A transport zone corresponds to the network 
scope in vCNS and controls which clusters are presented with which VXLANs. A 
cluster can be a member of multiple transport zones, but a VXLAN network can 
only be a member of a single transport zone. 

With the NSX, you do not need to configure multicasting on the physical 
infrastructure if you implement unicast mode for VXLAN networks. You can also 
use either multicast or hybrid mode. In our implementation, we used unicast 
mode for ease of deployment, because configuring the physical network devices 
to support multicast is not required. 

Larger deployments may benefit from the NSX hybrid control plane mode. Hybrid 
mode requires some multicast configuration, but it offloads broadcast traffic 
replication to the first hop switch instead of the hypervisor, providing significant 
performance improvements in large-scale environments. Multicast mode requires 
that the physical network infrastructure be configured to support multicasting for 
VXLANs over Layer 2 and multicast routing for VXLANs traversing Layer 3 subnets. 

NSX business group and enterprise Edge routers 

To enable connectivity between the physical network core and the finance 
business group resources, we deployed an enterprise NSX Edge router, and a 
finance NSX Edge router in HA mode. 

Note: In the NSX environment we used the finance business group as the reference 
group for our use case. 

We implemented an Edge appliance as an enterprise to act as a perimeter 
gateway for the EPC tenant, on which we could apply a perimeter security policy. 
This enabled us to manage security policies for all the business groups and the 
tenant from a single interface. 

Note: An existing Layer 3 core could provide the function of the enterprise Edge router 
used in our example. The use of an NSX Edge appliance for this function is not 
prescriptive. 

In preparation for the router deployments, we created an uplink network port 
group to provide connectivity between the enterprise NSX Edge router and the 
finance NSX Edge router. This we labeled DPG_EPC-NSX_CMP. We also created a 
transit logical switch (VXLAN network), labeling it finance-transit, to provide 
connectivity for the finance business group resources. 

Note: In an enterprise environment, additional NSX Edge routers are typically created as 
Edge gateways for each business group. The function of the enterprise NSX Edge router 
used in our example is typically provided by an existing physical Layer 3 device. 

To provide connectivity to the enterprise Edge router and the core we configured 
two interfaces, one of which was connected directly to the core network and the 
other connected to the DPG_EPC-NSC_CMP port group. 

We configured the finance NSX Edge router with an interface (finance-uplink-gw) 
on the enterprise uplink network (DPG_EPC-NSC_CMP), providing connectivity to 



 Chapter 6: Networking and Security 

 

143 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 

Solution Guide  

the upstream enterprise NSX Edge router, and an interface (finance-transit-gw) on 
the finance transit network (finance-transit), as shown in Figure 128. 

 

 Interface connectivity and configuration of the finance NSX Edge router Figure 128.

After we configured the business group Edge router, enterprise Edge router, and 
associated networks, we performed a data collection on the vCenter endpoint in 
vCAC. We did this to ensure that vCAC is aware of the new inventory objects, so it 
can configure the Edge routers it provisions on the finance-transit network. 

NSX security groups and security policies 

We configured security groups in the Service Composer section of the Networking 
& Security web client, as shown in Figure 129. Three security groups were created, 
one for each application-tier, but were not assigned any members, and no 
dynamic criteria for assignment were configured. vCAC automatically assigns 
provisioned virtual machines to security groups that specified in the blueprint. 

 

 Networking & Security web client view of the security groups in the Service Figure 129.
Composer 

Security policies, traditionally known as firewall rules, were created for each 
security group. The web-tier policy allows external connectivity on port 80 and 
443 to the finance-web-preprov security group. The application-tier policy allows 
connectivity from the finance-web-preprov security group to the application 
virtual machines in the finance-app-preprov security group and from the 
application to the database virtual machines in the finance-db-preprov security 
group. The Finance_Web_Pre-Prov_Policy is shown in Figure 130. 
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 View of the web-tier security policy Figure 130.

The completed firewall rules allow access to virtual machines in the web-tier 
security group over the HTTP and HTTPS protocols and allow the web-tier virtual 
machines to communicate with the application-tier virtual machines. 

The NSX firewall is a stateful firewall, so when a connection is allowed and a 
communication session established, the response communication path is also 
allowed. All other inbound or outbound traffic is denied by the block rules at the 
end. Like a traditional firewall, rules are applied in chronological order. The 
security policy is then applied to the web-tier finance-web-preprov security group, 
as shown in Figure 131. 

 

 Security policy applied to security group Figure 131.

This same process is followed in defining the security policies for the application 
and database tiers. Figure 132 shows the application-tier firewall rules configured 
for this use case. 

 

 Application-tier security policy  Figure 132.
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Figure 133 shows the database security policy implemented to complete the 
configuration. 

 

 Database-tier security policy Figure 133.

 

At this stage all the VXLAN networks, security groups, and firewall rules were 
configured; therefore, we performed a data collection to update vCAC with the 
new objects created. Figure 134 shows the data collection location in vCAC. 

 

 Data collection location in vCAC Figure 134.

Note: You must perform a data collection in vCAC; otherwise the changes and new 
networks will not be effective in vCAC. 

After the data collection has completed you can configure the network profiles 
and reservations in the vCAC tenant portal. 

  

Updating vCAC 
with new network 
inventory 
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To create the three-tiered multimachine blueprint, use single machine blueprints 
that represent the workloads used in our example. We used single-machine 
blueprints for each of the following application-tiers in our example: 

 Web server virtual machine 

 Application server virtual machine 

 Database server virtual machine 

This chapter assumes that you have already created your application templates 
and configured single-machine blueprints for each. Figure 135 shows an example 
of a single-machine blueprint configuration using the Linked Clone method, which 
provides the fastest deployment. 

 

 vCAC single machine blueprint build configuration Figure 135.

Note: A customization specification, as shown in Figure 136, must be configured in 
vCenter and is required to enable a provisioned virtual machine to be configured with 
static IP addresses by vCAC. 

 

 vCenter customization specification for clone template virtual machine Figure 136.

After these single-machine blueprints are completed, they can be used in the 
three-tiered virtual application multimachine blueprint. The next step is to 
configure the connectivity to the enterprise network. 

  

vCAC single-
machine 
blueprints 
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The transit network we created for the finance business group is considered an 
external network in vCAC; therefore, we created a network profile of type External, 
as shown in Figure 137. 

 

 Network profile configuration for the engineering transit external network Figure 137.

As shown in Figure 138, specify the IP addresses on the transit network that you 
want to make available for use by vCAC. The IP addresses in this range will be 
used to configure the uplink interfaces on any virtual application Edge routers 
deployed by the business groups. They will also be used for configurations that 
require NAT or load balancing. 

 

 External engineering-transit network profile Figure 138.

  

vCAC network 
profiles 
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vCNS use case 1: Three-tiered application with pre-created networks 
 

When the environment is prepared, the process of configuring the virtualized 
network infrastructure necessary for a pre-provisioned deployment model can 
begin. This includes creating and configuring the following elements: 

 VXLAN virtual wires 

 vCNS Edge 

 Network profiles and reservations 

 Multimachine blueprint 

 

We created the VXLAN networks in vCNS Manager. In this case, the engineering-
web, engineering -app, and engineering -db, each corresponding to each 
application-tier in our virtual application were created in the Network 
Virtualization section of vCNS Manager, as shown in Figure 139. 

 

 vCNS VXLAN networks in vCNS Manager Figure 139.

 

When the VXLAN networks were created, we created the vCNS Edge that will 
provide the network and security service for the virtual application in the Edges 
section of vCNS Manager. We configured the transit and application-tier 
interfaces, as shown in Figure 140. 

 

 Interface connectivity and configuration of the engineering vCNS Edge Figure 140.

Introduction 

Create VXLAN 
virtual wires 

Pre-created vCNS 
Edge 
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In the vCAC tenant portal, we created network profiles for each of the VXLAN 
segments that were created in the Networking & Security web client. The network 
profiles were created as external type networks, with the configuration shown in 
Table 12. 

Table 12. Network profile configuration for three-tiered pre-provisioned blueprint 

Name Type Netmask Gateway Starting IP address Ending IP address 

engineering-
transit 

External 255.255.255.0 192.168.240.1 192.168.240.101 192.168.240.151 

engineering-
profile-web 

External 255.255.255.0 192.168.241.1 192.168.241.101 192.168.241.151 

engineering-
profile-app 

External 255.255.255.0 192.168.242.1 192.168.242.101 192.168.242.151 

engineering-
profile-db 

External 255.255.255.0 192.168.243.1 192.168.242.101 192.168.242.151 

 
We also added external network profiles for the application and database tiers. 
After the network profiles were configured, they were mapped to the appropriate 
VXLAN segment thus creating network paths. The network path was configured by 
editing the reservation for the finance business group, enabling each VXLAN 
segment, and specifying the corresponding network profiles on Network, as 
shown in Figure 141. 

 

 Network path configuration engineering reservation Figure 141.

As shown in Figure 142, the transport zone is set to the engineering business 
group transport zone that was created when the compute cluster for VXLAN 
networks was prepared (refer to VXLAN networks). By default, no security groups 
were selected, and in our example should not be. We specify in the blueprint 
which virtual machines are assigned to which security group. However, in your 
implementation you can apply a wider-ranging security group that applies to all 
blueprints using this reservation. 

Create network 
profiles and 
reservations 
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 Advanced configuration view with transport zone Figure 142.

The routed gateway must also be configured for the business group, specifying 
the business group Edge router, and the corresponding network path and network 
profile, as shown in Figure 143. Select the engineering Edge router and for the 
network path, select the router’s internal engineering-transit interface. The 
network profile for the engineering-transit network is automatically populated. 

 

 Routed gateways configuration for finance reservation Figure 143.

 

The final process is the configuration of the multimachine blueprint. A 
multimachine blueprint was created with the name Engineering-Pre-Provisioned. 
In Build Information, the three single-machine blueprints created in vCAC single-
machine blueprints are added, as shown in Figure 144. 

 

 Pre-provisioned blueprint showing the Build Information configuration Figure 144.

Each component blueprint is then edited, in Build Information. A New Network 
Adapter is created which then must be mapped to the corresponding network 
profiles that were previously created in vCAC network profiles and the previously 
created security groups in NSX security groups and security policies, as shown in 
Figure 145. 

Configure pre-
provisioned 
multimachine 
blueprint 
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 Component blueprint network and security group configuration Figure 145.

We pre-created the networks to which this blueprint will connect virtual machines, 
therefore we did not add any new network profiles (on Network on the main 
blueprint properties screen), which would create dynamic networks. In this use 
case, the blueprint connects only the virtual machines to the VXLAN segments we 
created when preparing the environment in VXLAN networks. 

Note: Both the multimachine blueprint and the component blueprints have a Network 
page, which might cause some confusion. The multimachine blueprint has a Network 
page on its main properties screen where the transport zone and network profiles (to 
trigger dynamic networks) are specified. The component blueprint’s Network page is 
displayed when you edit the component blueprint on the Build Information page. The 
configurable options on the Build Information page are Network Adaptors and Security 
Groups.  

The blueprint is published and added to the catalog, where it can be requested by 
the business group users. Based on the blueprint, vCAC clones the virtual 
machines and attaches them to their respective VXLAN networks. vCAC also 
configures the provisioned virtual machines with static IP addresses from the IP 
ranges already configured in the corresponding network profiles and adds them to 
the appropriate security groups. 
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Figure 146 shows an example of the vCAC machine properties for a provisioned 
database virtual machine. The virtual machine is connected to the vxw-dvs-148-
virtual-wire-44-sid-5006-engineering-web VXLAN network and configured with a 
static IP address of 192.168.241.102. 

 

 Virtual machine properties Figure 146.

The properties in the web client for the same virtual machine are highlighted in 
Figure 147. 

 

 Virtual machine web client properties Figure 147.

Verify that the web-tier virtual machine was placed in the correct security group by 
checking the security group membership in the Grouping section of vCNS 
Manager. As shown in Figure 148, the web-tier virtual machine was added to the 
eng-vm-www security group and has inherited the firewall rules configured for the 
web-tier security policy. 

Verify pre-
provisioned 
deployment 
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 vCNS security groups membership view for the epc-eng-061 web-tier virtual Figure 148.
machine 

vCNS use case 2: Three-tiered application with dynamic networks 
 

Each time a blueprint is requested, an instance of the vCNS Edge routers and 
logical switches associated with that blueprint are automatically deployed with 
the relevant virtual machines. These instances of Edge routers and logical 
switches persist until the entire deployed instance is reclaimed or destroyed.  

The move from pre-provisioned to on-demand blueprint is incremental, provided 
you have completed the earlier preparatory work in Staging the environment and 
vCNS use case 1: Three-tiered application with pre-created networks. The 
elements that require additional configuration to enable on-demand provisioning 
are: 

 Network profiles 

 Blueprints 

We reused the security groups and policies from vCNS use case 1: Three-tiered 
application with pre-created networks because the workloads perform the same 
function in our examples.  

Note: This demonstrates the ease with which security can be enforced across the 
business group’s resources and across all business groups. However, tailor the security 
policy to your environment and your requirements. 

 

Create network profiles for the new NAT and private networks. When configuring 
the NAT type on the network profile you can select One-to-Many or One-to-One; in 
this example, as shown in Figure 149, we selected One-to-Many to load balance 
between the web servers. 

Introduction 

Create network 
profiles 
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 NAT network profile configuration Figure 149.

In addition to the NAT network profile for the web-tier network, we created 
network profiles of type Private, for the application-tier and database-tier 
networks. When the three network profiles are created, their configuration should 
correspond to the information in Table 13. 

Table 13. Network profile configuration for three-tier on-demand blueprint 

Name Type Netmask Gateway Starting IP address Ending IP address 

engweb NAT 255.255.255.0 192.168.244.1 192.168.244.101 192.168.244.150 

engapp Private 255.255.255.0 192.168.245.1 192.168.245.101 192.168.245.150 

engdb Private 255.255.255.0 192.168.246.1 192.168.246.101 192.168.246.150 

 

 

We created a multimachine blueprint (engineering-ondemand) that used these 
network profiles and security groups. On Network we added the NAT network 
profile by clicking New Network Profile > NAT and selecting from the Copy from 
existing network profile list the network profile created previously, as shown in 
Figure 150. 

 

 Copy an existing network profile to a blueprint Figure 150.

We repeated the process for the private networks, as shown in Figure 151, and 
then configured the build information. 

Create on-demand 
multimachine 
blueprints 
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 Multimachine network properties Figure 151.

We added single-machine blueprints. Because load balancing will be configured, 
there can be multiple instances of a particular workload, as the maximum value 
for the web blueprint shows in Figure 152. 

 

 Multimachine build configuration for load balanced blueprints Figure 152.

We edited each single-machine blueprint to add a new network adapter. The web-
tier blueprint, shown in Figure 153, is configured to use the engweb network 
profile and the eng-vm-www security group. When provisioned from this blueprint, 
all virtual machines are added to the eng-vm-www security group.  

Note: We did not configure IP addresses on these adapters, because vCAC automatically 
configures the network adapters from the ranges specified in the network profiles. 
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 Web-tier blueprint Figure 153.

We configured the blueprint to deploy three web-tier virtual machines; therefore 
we also configured load balancing. When configuring the load balancer, it is 
important that you specify the web server ports to be load balanced, as shown in 
Figure 154. 

Also, specify the network profile from which the virtual IP addresses are allocated 
to provide NAT to the private IP addresses of the web-tier virtual machines. 

 

 Multimachine web-tier load balancer configuration Figure 154.

Assign the network profiles and security groups to their corresponding application 
and database-tier network adapters. 
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After these steps, publish the blueprint and add it to the catalog so that it is 
available to the engineering business group users. When a user requests this 
catalog item, the multimachine blueprint is executed and the logical switches are 
created. vCAC then deploys the NSX Edge 5.5 router with an interface on each 
logical switch and the engineering transit network. Then the virtual machines are 
deployed and configured with IP addresses from the network profile ranges. 

 

Figure 155 shows an example of the machine properties for a provisioned web-tier 
virtual machine. The virtual machine’s network path shows that it is Managed 
Externally, which means the path is determined by the vCNS Edge router 
provisioned by vCAC as the gateway, and configured with a private static IP 
address of 192.168.101.2. 

 

 Machine properties for an on-demand provisioned virtual machine Figure 155.

To verify on-demand deployment: 

1. Verify that the VXLAN segments are created by checking the Networks 
section in vCNS Manager. 

Figure 156 shows an example of the provisioned on-demand networks. 

 

 Logical switches view Figure 156.

2. Verify that vCAC has configured the vCNS Edge by checking its interface 
properties in vCNS Manager. 

Figure 157 shows the configured IP addresses, the connected networks, 
and the routable IP addresses used for the gateway NAT and load 
balancer. 

Verify on-demand 
deployment 
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 Interface configuration for an engineering on-demand provisioned NSX Edge Figure 157.
5.5 

3. After verifying the VXLAN and vCNS Edge router, verify that the load 
balancer configuration in vCNS Manager was enabled and configured as 
intended, as shown in Figure 158. 

 

 Load balancing configuration of the engineering on-demand provisioned Figure 158.
vCNS Edge 

4. Open the NAT view of the NSX Edge 5.5 gateway in vCNS Manager to view 
the NAT configuration. 

As shown in Figure 159, a static NAT rule was configured for the internal 
private 192.168.101.0/29 network with a routable IP address on the 
engineering-transit network. 
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 NAT configured on the engineering on-demand vCNS Edge Figure 159.

NSX use case 1: Three-tiered application with pre-created networks 
 

When the environment is prepared, the process of configuring the virtualized 
network infrastructure necessary for a pre-provisioned deployment model can 
begin. This includes creating and configuring the following elements: 

 Logical switches 

 Distributed logical router 

 Security groups and security policies 

 Network profiles and reservations 
 

We created the logical switches, in this case, finance-web, finance-app, and 
finance-db, each corresponding to each application-tier in the virtual application 
were created in the Logical Switches section of the Networking & Security web 
client, as shown in Figure 160. 

 

 vSphere Web Client: NSX logical switches in Networking & Security Figure 160.

  

Introduction 

Create logical 
switches 



Chapter 6: Networking and Security  

 

160 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 
Solution Guide 

 

After the logical switches were created, we created the DLR. The transit and 
application-tier interfaces were configured, as shown in Figure 161. 

 

 DLR interface connectivity and configuration Figure 161.

Note: A management interface must also be configured for the DLR and a network 
segment selected to connect to it. 

 

In the vCAC tenant portal, we created network profiles for each of the logical 
switches that were created in the Networking & Security web client. The network 
profiles are created as external type networks with the configuration shown in 
Table 14. 

Table 14. Network profile configuration for three-tiered pre-provisioned blueprint 

Name Type Netmask Gateway 
Starting IP 
address 

Ending IP address 

finance-app-
preprov-private 

External 255.255.255.0 192.168.103.1 192.168.103.2 192.168.103.253 

finance-db- 
preprov -private 

External 255.255.255.0 192.168.104.1 192.168.104.2 192.168.104.253 

finance-transit External 255.255.255.248 10.103.203.49 10.103.203.52 10.103.203.54 

finance-web- 
preprov-routed 

External 255.255.255.248 10.103.203.57 10.103.203.58 10.103.203.62 

 
We also added external network profiles for the application and database tiers. 
After the network profiles were configured, they were mapped to the appropriate 
logical switch, thus creating network paths. This is configured by editing the 
reservation for the finance business group, enabling the VXLAN logical switches, 
and specifying the corresponding network profiles on Network, as shown in Figure 
162. 

 

 Network paths configuration Figure 162.

Create distributed 
logical router 

Create network 
profiles and 
reservations 
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The transport zone is set to the finance business group transport zone created 
when the compute cluster for VXLAN networks was prepared. By default, no 
security groups are selected and in our example should not be. We specify in the 
blueprint which virtual machines are assigned to which security group. However, 
in your implementation you can apply a wider-ranging security group that applies 
to all blueprints using this reservation. 

The routed gateway must also be configured for the business group, specifying 
business group Edge router and the corresponding network path and network 
profile. Check the finance NSX Edge router, and for the network path select the 
internal finance-transit-gw. The network profile for the finance-transit network is 
automatically populated, as shown in Figure 163. 

 

 Routed gateways configuration for the finance reservation Figure 163.

 

The final process is the configuration of the multimachine blueprint. A 
multimachine blueprint was created with the name Finance-Pre-Provisioned. In 
Build Information, the three single-machine blueprints we previously created in 
the vCAC single-machine blueprints section are added, as shown in Figure 164. 

 

 Pre-provisioned blueprint with build information configuration Figure 164.

In Build Information each component blueprint is then edited, and a new network 
adapter is created. The network adapter is then mapped to the corresponding 
network profiles, created in vCAC network profiles and the security groups in NSX 
security groups and security policies, as shown in Figure 165. 

Configure pre-
provisioned 
multimachine 
blueprint 
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 Blueprint network and security group configuration Figure 165.

We pre-created the networks to which this blueprint will connect virtual machines; 
therefore, we did not add any new network profiles (on Network on the main 
blueprint properties screen), would create dynamic networks. In this use case, the 
blueprint connects only the virtual machines to the VXLAN networks we created 
when preparing the environment in VXLAN networks. 

Note: Both the multimachine blueprint and the component blueprints have a Network 
page, which may cause some confusion. The multimachine blueprint has a Network 
page on its main properties screen where the transport zone and network profiles (to 
trigger dynamic networks) are specified. The component blueprint’s Network page is 
displayed when you edit the component blueprint in Build Information. The configurable 
options on this screen are Network Adaptors and Security Groups.  

The blueprint is published and added to the catalog where it is made available to 
the finance business group users. Based on the blueprint, vCAC clones the virtual 
machines and attaches them to their respective logical switch networks. It also 
configures the provisioned virtual machines with static IP addresses from the IP 
ranges that we already configured in the corresponding network profiles and adds 
them to the appropriate security groups. 

  



 Chapter 6: Networking and Security 

 

163 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 

Solution Guide  

 

Figure 166 shows an example of the vCAC machine properties for a provisioned 
database virtual machine. The virtual machine is connected to the vxw-dvs-59-
virtual-wire-11-sid-5006-finance-db logical switch, or VXLAN network, and 
configured with a static IP address of 192.168.104.3. 

 

 Virtual machine properties: EPC-75 database-tier Figure 166.

The same virtual machine properties in the web client are shown in Figure 167. 

 

 Virtual machine web client properties: EPC-75 database-tier Figure 167.

Verify that the database-tier virtual machine was placed in the correct security 
group by checking the security group membership in the Service Composer 
interface of the Networking & Security web client. As shown in Figure 168, the 
database virtual machine was added to the finance-db-preprov security group and 
has therefore inherited the firewall rules configured for the database-tier security 
policy. 

Verify pre-
provisioned 
deployment 
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 NSX service composer security groups membership view for the database-tier Figure 168.

NSX use case 2: Three-tiered application with dynamic networks 
 

Each time a blueprint is requested, an instance of the NSX Edge router and VXLAN 
virtual wires associated with that blueprint are automatically deployed with the 
relevant virtual machines. These instances of Edge routers and logical switches 
persist until the entire deployed instance is reclaimed or destroyed.  

The move from a pre-provisioned to an on-demand blueprint is incremental, if you 
have completed the earlier preparatory work in Staging the environment and NSX 
use case 1: Three-tiered application with pre-created networks. The elements that 
require additional configuration to enable on-demand provisioning are: 

 Network profiles 

 Blueprints 

We reused the security groups and policies from NSX use case 1: Three-tiered 
application with pre-created networks because the workloads perform the same 
function, and have the same classification and risk profile in our examples.  

Note: This demonstrates the ease with which security can be enforced across the 
business group’s resources and across all business groups. However, tailor the security 
policy to your environment and your requirements. 

  

Introduction 
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Create network profiles for the new NAT and private networks. When configuring 
the NAT type on the network profile, you can select One-to-Many or One-to-One. In 
this example, as shown in Figure 169, we selected One-to-Many to load balance 
between the web servers. 

 

 NAT network profile configuration Figure 169.

In addition to the NAT network profile for the web-tier network, we created 
network profiles of the type Private, for the application-tier and database-tier 
networks. When the three network profiles are created, their configuration should 
correspond to the information in Table 15. 

Table 15. Network profile configuration for three-tier on-demand blueprint 

Name Type Netmask Gateway Starting IP address Ending IP address 

finance-web-
ondemand-nat 

NAT 255.255.255.248 192.168.101.1 192.168.101.2 192.168.101.6 

finance-app-
ondemand-private 

Private 255.255.255.248 192.168.101.9 192.168.101.10 192.168.101.14 

finance-db-
ondemand-private 

Private 255.255.255.248 192.168.101.17 192.168.101.18 192.168.101.22 

 

 

We created a multimachine blueprint (Finance-On-Demand) that used these 
network profiles and security groups. On Network we added the NAT network 
profile by clicking New Network Profile > NAT and selecting from the Copy from 
existing network profile list the network profile we created previously, as shown in 
Figure 170. 

 

 Copying an existing network profile to a blueprint Figure 170.

Create network 
profiles 

Create on-demand 
multimachine 
blueprints 
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We repeated the process for the private networks, as shown in Figure 171, and 
then configured the build information. 

 

 Multimachine network properties showing network profiles and types Figure 171.

We added single-machine blueprints. Because load balancing will be configured, 
there can be multiple instances of a particular workload, as the maximum value 
for the web blueprint shows in Figure 172. 

 

 Multimachine build configuration for load balanced blueprints Figure 172.

We edited each single-machine blueprint to add a new network adapter. The web-
tier blueprint, shown in Figure 173, is configured to use the finance-web-
ondemand-nat network profile and the finance-web-ondemand security group. 
When provisioned from this blueprint, all virtual machines are added to the 
finance-web-ondemand security group. 

Note: We did not configure IP addresses on these adapters, because vCAC automatically 
configures the network adapters from the ranges specified in the network profiles. 
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 Web-tier blueprint with network profile and security group configuration Figure 173.

We configured the blueprint to deploy three web-tier virtual machines, and we 
also configured load balancing. When configuring the load balancer, it is 
important that you specify the web server ports to be load balanced, as shown in 
Figure 174. 

Also, specify the network profile from which the virtual IP addresses are allocated 
to provide NAT to the private IP addresses of the web-tier virtual machines. 
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 Multimachine web-tier load balancer configuration Figure 174.

Assign the network profiles and security groups to their corresponding application 
and database-tier network adapters. 

After these steps, publish the blueprint and add it to the catalog so that it is 
available to the finance business group users. When a user requests this catalog 
item, the multimachine blueprint is executed and the logical switches are created. 
vCAC then deploys the NSX Edge 5.5 router with an interface on each logical 
switch and the finance transit network. Then the virtual machines are deployed 
and configured with IP addresses from the network profile ranges. 

 

Figure 175 shows an example of the machine properties for a provisioned web-tier 
virtual machine. The virtual machine’s network path shows that it is Managed 
Externally, which means the path is determined by the NSX Edge 5.5 router 
provisioned by vCAC as the gateway, and configured with a private static IP 
address of 192.168.101.2. 

 

 Machine properties for an on-demand provisioned virtual machine Figure 175.

Verify on-demand 
deployment 
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Verify that the logical switches are created by viewing the list of logical switches 
in the Networking & Security web client. Figure 176 shows an example of the 
provisioned on-demand networks. 

 

 Logical switches view Figure 176.

Verify that vCAC has configured the NSX Edge 5.5 by viewing its interface 
properties in the Networking & Security web client. Figure 177 shows the 
configured IP addresses, the connected networks, and the routable IP addresses 
used for the gateway NAT and load balancer. 

 

 Interface configuration for an engineering on-demand provisioned NSX Edge Figure 177.
5.5 

After verifying the logical switches and NSX Edge 5.5 router, verify that the load 
balancer configuration in the Networking & Security web client is enabled and 
configured as intended, as shown in Figure 178. 
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 Load balancing configuration of the engineering on-demand provisioned NSX Figure 178.
Edge 5.5 

Open the NAT view of the NSX Edge 5.5 gateway in the Networking & Security web 
client to view the NAT configuration. As shown in Figure 179, a static NAT rule is 
configured for the internal private 192.168.101.0/29 network with a routable IP 
address on the finance-transit network. 

 

 NAT configured on the engineering on-demand NSX Edge 5.5 Figure 179.

Summary 

This chapter outlined the network architecture of the Enterprise Private Cloud 
solution, the design considerations involved, and integration points to enable 
secure multitenancy. 

This chapter also detailed how the network and security architecture was 
implemented using two deployment options, VMware vCloud Networking and 
Security and NSX for vSphere. 

The three-tier application use cases showcased both pre-provisioned and on-
demand deployment models, while explaining the differences and benefits of 
each. VMware NSX and vCAC offer flexible creation and deployment of workload 
resources, while providing richer functionality and improved performance over the 
vCNS solution. 
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Chapter 7 Data Protection 

This chapter presents the following topics: 

Overview ................................................................................................................ 172 

Avamar integration with vCenter and image-level backup and restore ................... 174 

Network environment ............................................................................................. 177 

Automated backup and recovery ............................................................................ 178 

Component integration .......................................................................................... 184 

Use cases ............................................................................................................... 186 

Summary ................................................................................................................ 208 
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Overview 

Restoring data from backup as soon as possible is crucial to the business. The 
EMC Avamar system is integrated with the VMware vSphere Storage API for Data 
Protection (VADP) to enable seamless integration into cloud environments and to 
provide backup capabilities using the Changed Block Tracking (CBT) feature in the 
API. The VM Instant Access capability in Avamar 7.0 enables customers to use the 
flexibility of EMC Data Domain systems, where a customer can boot and run a 
virtual machine from a backup image in seconds. Combining these features with 
the Avamar proven deduplication process results in much less data traversing the 
virtual and physical network and greatly reduces the amount of data being 
physically stored. 

Figure 180 illustrates the data protection for this Enterprise Private Cloud 
solution. This solution uses the functionality of Avamar and Data Domain systems 
to provide agent-free backup protection for VMware vCAC provisioned virtual 
machines. The vCAC user portal is customized to present several service levels of 
backup to the cloud user, offering both Avamar and Data Domain systems as 
backup targets. 

 

 High-level overview of the backup protection for enterprise private cloud Figure 180.

The higher service levels are enabled by more frequent backups and longer-term 
retention policies compared to the lower-level service tiers. During the 
provisioning process for virtual machines in the vCAC user portal, the cloud user 
is presented with a list of these backup service levels, from which one must be 
selected. All virtual machines are automatically backed up in accordance with 
that backup service level.  

On-demand backup and on-demand restore operations can also be run on a 
virtual machine from either of the vCAC user portals by a cloud user or 
administrator or by the backup administrator using the Avamar Admin console. 
Virtual machines using the Data Domain system as their backup target 
(DataDomain-Daily:3years Service Level) can use the Instant Access feature that 
enables virtual machine restore in seconds in a production environment. 
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The virtual machines residing in the cloud management platform for this solution 
are outside the scope of the automated protection process in vCAC and instead 
are protected manually using the vSphere Client plug-in for Avamar or the Avamar 
Admin console. 

For usage and billing information, the vCAC user portal is further customized to 
provide a cloud user or cloud administrator with the ability to gather virtual 
machine backup details using integration with EMC Data Protection Advisor (DPA). 

VMware vCenter Orchestrator (vCO), which is central to all of the customizations 
and operations used in this solution, manages operations across several EMC and 
VMware products, including: 

 VMware vCAC 

 VMware vCenter 

 EMC Avamar 

 EMC DPA 

Backup and recovery of a multitenant private cloud is a complicated endeavor in 
which many factors must be considered, including: 

 Backup type and frequency 

 Impact and interaction with replication 

 Recoverability methods and requirements 

 Retention periods 

 Implementation in an HA/DR-enabled environment 

 Automation workflows 

 Interface methods (workflows, APIs, GUI, CLI, scripts, and so on) 

This solution focuses on the management and automation aspects of an 
enterprise private cloud; the data protection implementation that is described 
represents one possible way of many for meeting the requirements. This solution 
uses a subset of Avamar’s powerful, advanced capabilities. We strongly 
recommend that you engage an Avamar product specialist to design, size, and 
implement a solution specific to your environment and business needs. 
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Avamar integration with vCenter and image-level backup and restore 

The underlying technology and efficiencies supporting and enabling the backup 
and restore operations in this solution are completely hidden from the cloud 
users. 

The Avamar solution fully integrates with the vCenter management utility to gain 
information that simplifies the management of backup and recovery activities. 
Integration through the vCenter API enables the Avamar administrator console to 
routinely query a vCenter server, which was imported into the Avamar 
environment, to provide key data protection information on its virtual machines. 

The information gathered by Avamar from vCenter, as shown in Figure 181, 
includes details such as the current protection status of each virtual machine in 
the vCenter inventory. 

 

 Avamar view of virtual machine inventory and protection status Figure 181.

In providing image-based backup functionality, the Avamar product integrates 
with VMware VADP, a feature set within the vSphere server to offload the backup 
processing overhead from the client to a backup proxy server running as a virtual 
machine. To perform an image-level backup, the proxy server communicates with 
the vCenter server to mount a snapshot of a virtual machine’s VMDK files. This 
method provides deduplication at the file level and on the VMDK level. 

To maximize efficiencies in the backup process, Avamar uses the power of the 
VADP CBT feature. CBT enables the virtual machine image proxy to query the 
vSphere environment and obtain an intelligent list of which blocks have changed 
on a specific virtual machine since its last backup, as shown in Figure 182. This 
means that Avamar will only scan and process blocks included in the changed-
block list obtained from the CBT mechanism in vSphere. 
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 Avamar virtual machine image-level backup using CBT Figure 182.

The restoration of virtual machines uses the same CBT functionality to enable 
more efficient restores, as shown in Figure 183. When a virtual machine recovery 
is run, the Avamar system queries the vCenter server using VADP to determine 
which blocks have changed on the VMDK files of the virtual machine since the 
backup was taken, and then only replaces those particular blocks within the 
VMDK files. In situations where a large amount of block changes have taken place 
since the backup, Avamar automatically evaluates the projected workload 
between a full image restore and a CBT-based restore, and uses the method that 
provides the fastest restore time. 

 

 Avamar virtual machine image-level restore using CBT Figure 183.

Avamar integration with the vCenter database structure provides the flexibility for 
different virtual machine recovery options. Using the image-level backup of the 
VMDK file, the Avamar system provides the ability to run a bare metal restore to 
replace a virtual machine instance, or to create a new, separate instance of the 
virtual machine within vCenter if required. The recovery process manages all of 
the required operations in vCenter. The user only needs to turn on the virtual 
machine again. 

The flexibility of recovery is further extended with Data Domain systems, shown in 
Figure 184, where a virtual machine can be mounted and run directly from the 
backup image, which allows for critical time access where required. 
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 Run a virtual machine from Data Domain backup with Instant Access Figure 184.

The sequence of events that occurs during the Instant Access restore operation is 
as follows: 

1. The Avamar system manages the creation of an NFS datastore using an 
NFS export of the virtual machine backup image stored on the Data 
Domain system. 

2. The Avamar system interfaces with vCenter to create a new virtual 
machine entry in the vCenter virtual machine database, along with the 
relevant virtual machine state and configuration files being recovered. 

3. The virtual machine is ready to turn on. 

While the virtual machine is running from the backup target, all new I/O is written 
to a separately tracked virtual machine snapshot file. To complete the recovery of 
the virtual machine from the temporary NFS datastore export to a production 
VMFS datastore, use a standard Storage vMotion operation. 

This backup solution: 

 Abstracts and simplifies backup and restore operations for cloud users 

 Uses CBT for faster backup and restore operations 

 Provides full image backups for running virtual machines 

 Eliminates the need to manage backup agents for each virtual machine 

 Minimizes network traffic by deduplicating and compressing data 
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Network environment 

The high levels of deduplication and compression provided by the Avamar 
solution contribute to minimal data being sent across the LAN. However, in the 
interest of best practice design for performance, availability, and security, this 
environment contains a dedicated network, separate from production networks, 
within which the Avamar server nodes and proxy virtual servers reside. 

All Avamar proxy servers are configured with an isolated PVLAN ID, with the result 
that they can only communicate with the Avamar server nodes and no other 
system on the backup network. The backup infrastructure resources are further 
protected by the isolation of the network from other Layer 3 networks. Where 
communications must be allowed to enable the solution to function correctly, for 
example, in the management of the Avamar system by backup administrators and 
control communications with DPA, vCAC, vCO, and vCenter servers, a firewall 
mediates the access attempt and permits the connection if authorized, as shown 
in Figure 185. This means that, by separating production and backup data on the 
networks, an attacker who gains control of a virtual machine would not be able to 
compromise additional systems by using the backup network. 

 

 Backup network architecture for enterprise private cloud Figure 185.

In this solution, access between the production network and the backup network 
is permitted only through a firewall policy restricting access to the Avamar 
management and control planes by authorized administrators and orchestration 
processes. 
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Automated backup and recovery 
 

Both Avamar and Data Domain systems are used as targets for regular backups of 
virtual machines. The option to configure backup protection is presented through 
the vCAC user portal at provisioning time for virtual machines. The cloud user 
must select a backup service level in Request Information during the Request New 
Machine process, as shown in Figure 186. 

 

 Select backup service level for new virtual machine Figure 186.

The deployment of the virtual machine is based on a vCAC blueprint, and its 
compute resources are controlled by the scope of the resource limitations 
specified in the blueprint. The selection of a backup service level has no bearing 
on the configuration of the virtual machine, nor is it influenced by the size or 
capability of the virtual machine.  

After a backup service level is selected and the virtual machine is provisioned, 
backups automatically run in accordance with the schedule defined by the service 
level. 

A virtual machine can still be backed up on demand if required, outside the 
rotation of its scheduled backups. The on-demand backup can be run through the 
vCAC user portal, as highlighted in Figure 187, or from the Avamar management 
console, as shown in Figure 188. 

Virtual machine 
backup 
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 Run on-demand backup of virtual machine using vCAC user portal Figure 187.

In the More Options window, shown in Figure 188, which is launched from the On 
Demand Backup Options window, CBT can be enabled and disabled; as can the 
Data Domain system, which is used as a backup target if required. All of these 
options are configured as appropriate during the creation of each backup service 
level. 

 

 Run on-demand backup of virtual machine using Avamar console Figure 188.

Virtual machine backup operations, using image-level backup, involve the Avamar 
proxy server communicating with the vCenter server to create and mount a 
snapshot of virtual machine VMDK files from which the Avamar system can then 
back up the files. Figure 189 shows the active tasks in the vSphere Web Client for 
vCenter during such an operation. 
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 Co-ordinated Avamar and vCenter backup tasks Figure 189.

Each individual backup of a virtual machine is retained for the duration of time 
specified by the service level. You can change the backup service level after the 
virtual machine is provisioned, in which case the virtual machine follows the 
backup schedule of the new backup service level. The previously accumulated 
backups are retained according to the retention policy applied at the time of the 
first backup of the virtual machine. 

For multimachine blueprints deployed with VMware vCAC, the same backup 
service level is applied to each virtual machine within a single blueprint at the 
time of deployment. 

 

On-demand restore is possible for a virtual machine from the Avamar 
management console and from within the vCAC user portals. The Avamar 
management console allows backup administrators to select the backup from 
which they want to restore to, while cloud users in the vCAC user portal can only 
restore to the latest backup available from their login session. The vCAC user 
portal is customized to provide the cloud user with on-demand restore operation 
for a particular virtual machine, as shown in Figure 190. 

 

 On-demand restore functionality in vCAC user portal Figure 190.

Additionally, using the Avamar management console the backup administrator 
can define whether a selected restore operation should be restored to the original 
virtual machine or to a new virtual machine, as shown in Figure 191. 

Virtual machine 
restore 
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 Avamar Admin console view when selecting virtual machine restore Figure 191.

Restoring to a new virtual machine should only be done in situations where it is 
absolutely necessary, because the new virtual machine, which is not deployed or 
created by vCAC, will be outside of the control and knowledge of vCAC. Restoring 
to a new virtual machine, while fully supported by the Avamar system, is outside 
the scope of this vCAC solution and should only be used in exceptional 
circumstances by an Avamar or backup administrator. 

Each virtual machine deployed as a member of a multimachine blueprint can be 
restored individually. To restore to a particular point in time other than the most 
recent backup, a cloud user requests details of available backups and then sends 
an email to the administrator with the particular backup number to be restored. 
An email is automatically sent when the backup or restore job is completed. 

Retired virtual machines can also be restored if required. When a virtual machine 
is retired in vCAC, a final backup is taken with a long-term retention policy and 
then the virtual machine is retired. This final backup enables a future restore of 
the virtual machine, as a new virtual machine. 
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The backup service levels in this solution are used to differentiate between the 
level of protection required by different virtual machines and applications. The 
backup service levels are only relevant to backup protection and are not related to 
or influenced by the storage service levels used by the virtual machines.  

Based on the higher-level service tiers having more frequent backups and longer 
term retention policies compared to the lower-level service tiers, the main 
properties that define these backup service levels are: 

 Backup target 

 Backup schedule  

 Retention period for the backup 

The backup service levels defined for this Enterprise Private Cloud solution, 
shown in Table 16, are suggestions only and can be tailored to the specific 
requirements of a particular customer environment. 

Table 16. Suggested backup schedule and retention policies for backup service levels 

Backup service level 
Backup 
target 

Schedule Retention 
Virtual machine 
backup retention 
after retiring 

DataDomain-
Daily:3years 

Data 
Domain 

Daily 3 years 5 years 

Avamar-Daily:1year Avamar Daily 1 year 3 years 

Avamar-
Weekly:6months 

Avamar Weekly 6 months 1 year 

 
For this environment, the Data Domain system was chosen as the backup target 
for the premium level of backup because of its ability to restore production virtual 
machines quickly with its Instant Access functionality. Because both Avamar and 
Data Domain backup operations are managed through Avamar, either target can 
be selected to support a backup service level where appropriate. 

Note: While all standard restore operations from both Avamar and Data Domain targets 
can be initiated from the user portal, Instant Access restore operations are manual 
processes that must be managed by an Avamar or backup administrator. 

Each service level represents a virtual machine folder in vCenter, as shown in 
Figure 192, which can be viewed in the Virtual Machines window of the vSphere 
Client. These folders, or service levels, are added as Avamar clients that are 
protected with backup schedules and retention policies. Virtual machines 
provisioned into these service level folders are automatically backed up according 
to the schedule defined at the folder level and are retained as defined in the 
retention policy of the service level. 

Backup service 
levels 
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 vSphere Client views of backup service level folders in vCenter Figure 192.

The creation of the service levels for backup is a one-time task per service level 
and is only available to the cloud administrator. This functionality is made 
available to the cloud administrator in the vCAC service catalog, as shown in 
Figure 193. 

 

 Data Protection Services for cloud administrator Figure 193.

The Create Service Level operation is executed using vCO, which automates all of 
the required tasks across vCAC, vSphere, and the Avamar system using the 
service level name, schedule, and retention policy information provided by the 
user. The cloud administrator can also display and delete existing backup service 
levels from the service catalog. 

 

At least one Avamar proxy server must be available to each vSphere cluster 
managed by vCenter. In this solution, an Avamar proxy server is created and 
placed on each ESXi server in each vSphere cluster, using vSphere DRS anti-
affinity rules to ensure availability across all ESXi servers. 

Avamar proxy 
server 
configuration 
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If required, Avamar proxy servers can be configured by the backup or Avamar 
administrator to be dedicated to specific backup service levels. By default, the 
Avamar proxy servers are available to service operations of all backup service 
levels and are automatically selected at the time of backup. 

When new or additional storage devices have been created and assigned to a 
vSphere cluster, the Avamar or backup administrator must manually add them to 
the list of datastores protected by the Avamar proxy servers. 

In this solution, at least one Avamar proxy server must be created and placed in 
the management cluster to protect the systems in that cluster. 

 

Long-term retention applies only to the last backup of a virtual machine that is 
taken when the user chooses to destroy a virtual machine. The cloud 
administrator defines a long-term retention policy in association with each service 
level, and the policy is created as part of the orchestrated setup process for a 
backup service level. 

When a user destroys a virtual machine, the virtual machine is moved to a 
temporary folder in the vCenter inventory, where it is added as a new Avamar 
client and a backup is taken with a long-term retention policy. After that new 
backup is complete, the client is retired from Avamar, which means no further 
backups are performed for this virtual machine. The virtual machine is then 
moved back to the vCenter folder corresponding to its original service level folder, 
and vCAC deletes that virtual machine as a part of the decommissioning or 
destruction operation. 

Backups of the retired virtual machine remain in Avamar and follow the service 
level retention policy, but the last backup taken with the long-term retention 
policy will remain for the designated time period. For example, if a virtual machine 
protected by the Platinum backup service level is destroyed, all of its regular 
backups will remain for three years, but the last backup that is taken at the time 
of retirement remains for seven years from the retirement time. 

Component integration 

VMware vCO is central to this backup and recovery solution for the enterprise 
private cloud, where vCO communicates with and manages operations across a 
range of EMC and VMware components. 

As shown in Figure 194, some of the primary component communications and 
interactions involved in this backup solution are as follows: 

 vCAC is configured with vCenter as its vSphere endpoint using Lightweight 
Directory Access Protocol (LDAP) authentication. 

 vCO uses an SSH plug-in to run Avamar commands in a particular sequence 
for all Avamar tasks, such as adding new Avamar clients (service levels in 
this case), checking the backup/restore task, performing on-demand 
backup and restores, and so on. 

 vCO uses a vCenter plug-in to create or delete the vCenter virtual machine 
folders (service levels in this case). The vCenter that is used for all the 
service levels is added to the Avamar system as a vCenter client. 

Long-term 
retention of virtual 
machines 
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 The Avamar system is configured as the backup endpoint in DPA, which 
enables vCO to gather virtual machine billing and usage information from 
DPA using RESTAPI. 

 

 Connection among backup components Figure 194.

vCO uses the vCloud API to create the required service level folder on the vCenter, 
and runs several Avamar MCCLI commands using the SSH plug-in to create 
Avamar components for the schedule and retention policy of the new service 
level. 

Custom automations can be designed based on vCO default workflows and run 
from the workflow engine. Many third-party plug-ins, or plug-ins for standard 
protocols such as RESTful API, SQL, SSH, and many more, are also available. 
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Use cases 

The following use cases provide an overview of some of the infrastructure and 
user tasks involved in the protection of virtual machines in this Enterprise Private 
Cloud solution. 

 

The cloud administrator, not necessarily the vCAC cloud administrator, can create 
a backup service level when needed to match business requirements. The 
creation of a backup service level is a one-time task, run from the cloud 
administrator’s vCAC catalog. In this solution, the catalog item Create Service 
Level takes the name of the service level, target device, schedule, and retention 
policy. 

The cloud administrator follows these steps to create a backup service level: 

1. Login as a cloud administrator, click Catalog, and then click Request on 
Create Service Level, as shown in Figure 195. 

 

 Create Service level from vCAC cloud administrator catalog Figure 195.

2. Enter a description of the service level on Request Information, as shown 
in Figure 196. 

 

 Create Service Level: Service level description Figure 196.

3. On Backup Service Level, enter a name for the new backup service level 
and select the backup target from the list of available targets, as shown in 

Use case 1: Cloud 
administrator—
Create backup 
service level 
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Figure 197. EMC Avamar and Data Domain systems are presented as 
possible targets. 

 

 Create Service Level: Name and backup target Figure 197.

4. Enter the schedule, which determines how often the backup is taken. 

A schedule of Daily, Weekly, or Monthly can be selected for backups. 
Where a daily schedule is selected, as shown in Figure 198, single or 
multiple time intervals are acceptable, but not within the same hour 
schedules (for example, 03:00, 03:30). 

 

 Create Service Level: Daily backup schedule Figure 198.

If necessary, specify a weekly or monthly backup schedule for the service level. 
For monthly schedules, specify the week in which the backup will take place, as 
shown in Figure 199. The backup time follows the default backup window. 
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 Create Service Level: Monthly backup schedule Figure 199.

5. Create a retention policy appropriate for this backup service level. 

Several types of retention policies can be created: 

 Retain the backups forever 

 Retain the backups for a certain number of days/weeks/months/years  

 Retain the backups until certain date  

 Define a custom retention 

To keep the backups for a certain number of days, weeks, months, or 
years, select the for option, enter a number, and select days or weeks or 
months or years from the menu, as shown in Figure 200. 

 

 Create Service Level: Specify retention period Figure 200.

To define a backup retention period of forever, select forever from the list. 

To keep the backup until a certain date, select the Until option which 
allows you to choose any future date. 
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You can define a custom retention schedule based on each of the backup types 
by making selections from all of the possible parameters available, as shown in 
Figure 201. For example: 

 Retain daily backups of 60 days/4 weeks/2 months/1 year 

 Weekly backups for 180 days/16 weeks/5 months/2 years 

 Monthly backups for 365 days/36 weeks/20 months/5 years 

 Yearly backups for 365 days/200 weeks/50 months/10 years 

 

 Create Service Level: Define a custom retention period Figure 201.

6. Click Submit. 

The workflow, as shown in Figure 202, runs several VMware vCenter and 
Avamar tasks in sequence to create the service level. The workflow also 
creates or updates the service-level property for the cloud users. 
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 Create Service Level workflow: vCO workflow detail Figure 202.

The vCO workflow to create a backup service level describes the creation of a new 
folder in vCenter, which is treated as a new service level, as shown in Figure 203. 

 

 New backup service level (virtual machine folder) Figure 203.

The new service level virtual machine folder created in the vCenter server is added 
as a new Avamar client in the Avamar administration console, as shown in Figure 
204. The new client is added with Dynamic Virtual Machine Container Inclusion 
and Enable changed block tracking options. All operations are completed with the 
required Avamar MCCLI commands. 
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 Add a new client in Avamar system Figure 204.

The following Avamar objects are created as part of the new service-level process: 

 Avamar dataset 

 Avamar schedule 

 Avamar retention policy 

The new Avamar dataset defines what to back up and where to back up to. In this 
example, a new dataset is created for image-level backup of a Windows and Linux 
virtual machine, using the Data Domain system as the backup target, using CBT. 

Figure 205 displays the options added to enable this dataset to protect the 
Windows and Linux virtual machines at image level. Use the first Data Domain 
server as the backup target, and enable changed block tracking. 

 

 Add a new Avamar dataset that defines what to backup Figure 205.

The new Avamar schedule is created with the inputs required for scheduling a 
daily backup, as shown in Figure 206. 
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 Create new Avamar schedule for the new backup service level Figure 206.

A new Avamar retention policy is created with the user inputs, as shown in Figure 
207. 

 

 Create new Avamar retention policy for the new backup service level Figure 207.

A new group is created as a placeholder for all these Avamar objects (dataset, 
schedule, retention policy, and client). The Avamar Daily:3year backup service 
level is selected here. Disabled groups do not perform a backup; this group must 
be activated. To perform the image backup of a virtual machine, an Avamar proxy 
server is required; therefore, this group is also configured with a list of the Avamar 
proxies available for it to use. 

Figure 208 shows the name of the group that matches the service level and status 
of the group. 
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 Avamar group created and enabled Figure 208.

The dataset details are shown in Figure 209. 

 

 Dataset showing the data type to backup: Virtual disks Figure 209.

Schedule, as highlighted in Figure 210, shows the backup interval and time. 
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 Schedule showing the repeat interval and time Figure 210.

Retention Policy, as highlighted in Figure 211, shows how long the backups need 
to be retained. 

 

 Retention policy showing the retention period Figure 211.
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Proxies, as highlighted in Figure 212, indicates the proxies that are used by the 
client in this group. 

 

 List of proxies for the group Figure 212.

On successful creation of the required Avamar objects, the vCO workflows create 
or update the service-level property in the vCAC custom dictionary with the new 
backup service-level name, as shown in Figure 213. 

 

 Cloud user view of available backup service levels Figure 213.

The CreateServiceLevel vCO workflow also creates a build profile and a backup 
property in the property dictionary. If a CreateServiceLevel workflow is 
unsuccessful for any reason, then the user sees this immediately in vCO and can 
run the DeleteServiceLevel workflow to clean up the environment in advance of 
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resolving the issues and attempting the CreateServiceLevel operation again. The 
vCO logs provide visibility into any issues encountered during the workflow. 

 

This use case requires that all added backup service levels are visible to the cloud 
users. 

During this use case, the virtual machine is added to the correct backup service-
level virtual machine folder in vCenter, and the virtual machine inherits the 
backup schedule of the backup service-level folder automatically. 

To deploy a virtual machine with automatic data protection: 

1. From the vCAC user portal, select a blueprint from which to deploy a 
virtual machine and then select the required backup service level from a 
list of those already created by the cloud administrator. 

2. Log in to your account on the self-service portal, click Catalog, as 
highlighted in Figure 214, and select from the list of available blueprints. 

 

 Create new request in vCAC self-service portal Figure 214.

3. Select the number of virtual machines to deploy, using this blueprint, as 
shown in Figure 215. 

Although cloud users cannot specify the virtual machine name, they 
receive the name of the virtual machine in an email notification from the 
administrator after the provisioning process is successfully completed. 

 

 User selects the number of virtual machines to provision Figure 215.

Use case 2: Cloud 
user—Deploy 
virtual machine 
with automatic 
data protection 
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4. At Select Backup Service Level select the required backup service level. In 
this example, Level1, which equates to the DataDomain-Daily:3years 
Service Level, is selected, as highlighted in Figure 216. 

 

 User selects a backup service level for the virtual machine Figure 216.

5. Review and edit the storage options for the virtual machine and view Cost 
Summary, and then click Submit. 

The virtual machine is provisioned into the service level and inherits the 
backup schedules defined by the service level. 

When the virtual machine is provisioned, you receive an email 
notification, as shown in Figure 217, that advises to wait a period of time 
before attempting to access the newly deployed virtual machine. The 
customization operations, which are required to automatically protect the 
virtual machine, are run during that time. 

 

 Email confirmation of virtual machine deployment Figure 217.
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This use case describes how a cloud user can request an on-demand backup of a 
virtual machine, whenever required, from the vCAC self-service portal. The user 
does not have to wait for the completion of the backup task, but an email 
notification of the backup status is automatically generated upon completion of 
the task, whether the task succeeded or failed. 

After logging in to the vCAC self-service portal, a cloud user can select On-Demand 
Backup from the Actions menu for a virtual machine, as highlighted in Figure 218. 

 

 Select on-demand backup for multiple virtual machines Figure 218.

When the on-demand backup request is submitted, a vCO workflow is initiated. 
The vCO workflow, shown in Figure 219, performs the on-demand backup using 
the dataset and retention policy that the backup service level uses. The email 
status workflow runs asynchronously; therefore, the user does not need to wait 
for the completion status of the backup. 

 

 On-demand backup workflow in vCenter Orchestrator Figure 219.

On completion of the task, the user receives an automated email notification with 
the status of the task. 

The email workflow in vCO is explained in more detail in Figure 220, showing 
where the workflow takes the task ID of the backup task and loops through until it 
succeeds or fails. 

Use case 3: Cloud 
user—Request on-
demand backup 
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 Email script logic in vCO workflow SendTaskStatusEmail Figure 220.

The cloud user receives an email notification similar to the example in Figure 221. 

 

 Email notification with on-demand backup status Figure 221.

 

A cloud user, operating within the vCAC self-service portal, can run an on-demand 
restore of a virtual machine only to the point in time of the virtual machine’s most 
recent backup. This use case requires that the cloud user be able to obtain the list 
of backups available for a particular virtual machine. 

After logging in to the vCAC self-service portal, the cloud user can request the 
available backups by clicking Get Backup Status under Actions, as shown in 
Figure 222. 

 

 Requesting list of all available backups of a virtual machine Figure 222.

Behind the scenes, an Avamar MCCLI command is run within a vCO workflow, 
ListBackupsOfVM, requesting all of the available backups for a virtual machine to 
be emailed to the cloud user, as shown in Figure 223. 

Use case 4: Cloud 
user—Request list 
of backups 
available for a 
virtual machine 
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 Workflow detail for ListBackupsOfVM workflow in vCO Figure 223.

On workflow completion, the cloud user receives an email notification that lists all 
of the backups available for the virtual machine, as shown in Figure 224. 

 

 List of available backups for virtual machine MFG163 Figure 224.

From this list of available backups, the cloud user can request that the backup 
administrator restore the virtual machine to a more appropriate point in time. 

 

This use case describes how the cloud user requests an on-demand restore of a 
single virtual machine or multiple virtual machines from the vCAC self-service 
portal. The user does not need to wait for the completion of the restore task, and 
an email notification of the backup status is automatically generated on 
completion of the task. 

For this use case, the cloud user can request the restore of a virtual machine 
directly from their vCAC self-service portal session. The virtual machine should not 
be running and must be powered off to restore to the latest backup available. 

Note: To restore to any point-in-time backup other than the most recent backup, the 
cloud user has to make the restore request outside the portal, as explained in Use case 
4: Cloud user—Request list of backups available for a virtual machine. 

Use case 5: Cloud 
user—Request an 
on-demand restore 
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Restore to latest available backup 

Follow these steps to restore the virtual machine to the latest available backup. 

1. Log in to the vCAC self-service user portal and browse to Item. 

2. Select the virtual machines to restore and click RestoreOnDemand under 
Actions, as shown in Figure 225. 

3. Confirm that the virtual machine shown is correct and click Submit. 

 

 On-demand restore of multiple virtual machines using the self-service portal Figure 225.

After requesting the on-demand restore, the cloud user receives an email 
notification that indicates the success or failure status of the job and how long it 
took to restore the backup, as shown in Figure 226. 

 

 On-demand restore status email notification to cloud user: Success Figure 226.

If, for example, a virtual machine is powered on, causing the restore operation to 
fail, the cloud user receives the status email notification showing not just the 
failure, but also the reason for the failure, as shown in Figure 227. 

 

 On-demand restore status email notification to cloud user: Failure Figure 227.
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This use case describes how a cloud user or cloud administrator can request the 
decommissioning of a virtual machine that is no longer required. The cloud user 
can use the vCAC self-service portal to request a virtual machine be retired or 
destroyed, as shown in Figure 228. 

 

 Destroy a virtual machine Figure 228.

When the request is made, a number of tasks are performed. Based on the service 
level of the virtual machine, a final backup is taken and the virtual machine is 
retired in the Avamar system, meaning that the virtual machine is permanently 
deleted from the service level folder. A retired virtual machine can be restored as 
a new virtual machine if required at a later stage before expiration. Retired virtual 
machine backups expire according to the retention policy of the service level, but 
the last backup expires according to the long-term retention policy applied at the 
time of retirement. Retired virtual machines do not participate in any further 
backup schedules after they have been retired. 

During the retirement process, the virtual machine is moved from its service-level 
folder to a temporary folder where the virtual machine is backed up with a long-
term retention policy. When backup is complete, the virtual machine is retired in 
the Avamar system and the virtual machine is moved back to its original service-
level folder. VMware vCAC deletes this virtual machine permanently and reclaims 
the resources that it previously used. Although the virtual machine is retired, all of 
its backups expire according to the retention policy of the service level, except the 
last backup taken at the time of retiring the virtual machine which expires 
according to the long-term retention policy. 

Figure 229 shows the vCO workflow that orchestrates the various tasks required 
to decommission a virtual machine. 

Use case 6: Cloud 
user—
Decommission 
virtual machine 
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 vCO workflow RetireVM used to decommission a virtual machine Figure 229.

The vCO workflow, RetireVM, is as follows: 

1. Create Retire VM folder: A temporary virtual machine folder is created with 
a unique string. The name of the folder also contains the long retention 
name and the virtual machine name. This is achieved using a VMware 
vCenter API call. 

2. Move VM to Retire folder: The virtual machine is moved to the Retire folder 
from its service-level folder. 

3. Perform on-demand backup: Because this virtual machine will be retired 
permanently and no further backups of this virtual machine are possible, 
a final backup is taken with a long-term retention policy based on the 
service level. 

4. Retire Client: After the backup finishes, the client is retired in the Avamar 
system. This de-lists the virtual machine from the regular Avamar backups 
and no further backups are performed on this virtual machine. The virtual 
machine is also removed from the active view of the Avamar client folder. 

5. Move VM back to Service Level folder: The virtual machine is moved to its 
original service level and the vCAC destroy process deletes it permanently 
from vCenter.  

6. Delete the temporary SL folder: As a clean-up process, the temporary 
virtual machine folder is deleted from vCenter. 
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Cloud user can request cost and usage information of any of their virtual 
machines from the vCAC user self-service portal by selecting the virtual machine 
and clicking Get Machine Backup Summary, as highlighted in Figure 230. 

 

 Request virtual machine cost details from the self-service portal Figure 230.

The cloud user receives an email notification containing the relevant cost and 
backup usage information, as shown in Figure 231. 

 

 Email report to cloud user with virtual machine cost summary Figure 231.

  

Use case 7: Cloud 
user—Request cost 
and usage reports 
for a virtual 
machine 
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Cloud users can request a report containing comprehensive backup details 
specific to any of their virtual machines. Run this operation from the self-service 
user portal by selecting the virtual machine and clicking Get Machine Backup 
Detailed Report, as highlighted in Figure 232. 

 

 Request virtual machine backup status from the self-service portal Figure 232.

The cloud user receives an email message containing a report with backup 
information specific to the virtual machine, as shown in Figure 233. 

Use case 8: Cloud 
user—Request 
backup report for a 
virtual machine 
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 Backup status report emailed to cloud user on request Figure 233.

This backup report contains information on the following: 

 Job Summary 

 Failed Jobs 

 Backup Jobs with Last Resolution 

 Estimated Protected Backup Capacity Details 

 Backup Client De-Dupe Ratios 

 Chargeback Summary 

 Client Configuration 
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The cloud administrator can delete an existing backup service level, by selecting 
the option from the vCAC service catalog, as shown in Figure 234. 

 

 vCAC Service Catalog: Delete Service Level Figure 234.

The cloud administrator is required to enter a brief description of the request 
before being presented with a list of the existing service levels, as shown in Figure 
235. 

 

 Select the service level to be deleted Figure 235.

The cloud administrator selects the service level to be deleted, as shown in Figure 
236, where the DataDomain-Daily-3Years service level of backup is selected. 

Note: This operation deletes all of the backups and all vCenter and Avamar objects for 
that service level. 

The cloud administrator is then asked to confirm the operation, as shown in 
Figure 236, before the system deletes the service level. 

Use case 9: Cloud 
administrator—
Delete a service 
level 
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 Cloud administrator confirms deletion Figure 236.

Summary 

The data protection in this Enterprise Private Cloud solution provides automated 
image-level backup services for applications and file systems within a single 
organization or multi-organization enterprise private cloud environment. 

The vCAC user portal is customized to present several service levels of backup to 
the cloud user, offering both Avamar and Data Domain backup targets. 

This solution offers data protection of cloud resources, using the cloud 
infrastructure to automatically back up data to a shared, rather than dedicated, 
backup infrastructure. Cloud administrators can offer BaaS to end users who want 
a flexible, on-demand, and automated backup infrastructure without having to 
purchase, configure, or maintain it themselves. 

 



 Chapter 8: Security Hardening 

 

209 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 

Solution Guide  

Chapter 8 Security Hardening 

This chapter presents the following topics: 

Overview ................................................................................................................ 210 

Public key infrastructure X.509 integration ............................................................ 211 

Centralized authentication services ....................................................................... 218 

Summary ................................................................................................................ 229 
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Overview 

This chapter describes how we enhanced the security of the enterprise private 
cloud by integrating with a PKI to enable authenticity and strong encryption. In 
addition, we converged the many local user repositories across the solution’s 
hardware and software components into a single directory. This chapter includes 
the following sections: 

 PKI X.509 integration 

 Centralized authentication services 

For more information about integrating PKI and centralized authentication in a 
cloud environment, complete with configuration procedures, refer to EMC 
Integration of PKI and Authentication Services for Securing VMware vCloud Suite 
5.1 Environments Proven Solution Guide. 

The topics discussed are represented by the solution segments highlighted in 
Figure 237. 

 

 Security hardening topics outlined in red Figure 237.
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Public key infrastructure X.509 integration 

Integrating a PKI infrastructure in a multitenant enterprise private cloud 
environment ensures that all the components that use, or rely on, X.509 
certificates and technology are trusted. By default, components are installed or 
factory shipped with self-signed X.509 certificates that are untrusted, because 
you cannot verify the authenticity of who issued or signed them, and by extension 
the application or device is untrusted. In such an environment an attacker could 
impersonate a device or application to perform man-in-the-middle attacks or 
harvest administrative credentials for subsequent use in compromising other 
systems on the network. The impact of such an attack is more serious because of 
the privileges usually given to systems administrators to fulfill their duties. 

Integration with a trusted PKI addresses this problem by establishing a chain of 
trust from the trusted X.509 certificate installed on the device or application and 
through the issuing certificate authority (CA) to the root CA. In addition, it provides 
a means to validate this trust by publishing Authority Information Access (AIA) 
and certificate revocation lists (CRLs). 

This chapter provides an overview of integrating the Enterprise Private Cloud 
solution stack and supporting infrastructure into an enterprise PKI hierarchy. This 
does not cover PKI policies, registration authorities (RAs), validation authorities 
(VAs), or other components typically used in the PKI. Design considerations 
should be taken into account when implementing PKI with your organization and 
are outside the scope of this guide. 

Certain safeguards should be used to protect the private keys used by the CAs. By 
using network-based hardware security modules (HSMs), a virtualized 
environment can use these devices to store the CAs’ private keys in a secure 
manner with tamper protection. HSMs can also provide offloading of certain 
cryptographic processing for symmetric or asymmetric needs where performance 
and speed is a requirement. 

 

Figure 238 shows the hierarchal relationship of the PKI environment with the root 
self-signed certificate, the issuing CA certificate, and the end-entity-issued 
certificates. Figure 238 also shows the trust relationship between the end-entity 
certificates used in this solution and the end user. 

Enterprise PKI 
architecture 
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 PKI hierarchy for EMC Enterprise Private Cloud solution stack Figure 238.

All issuing CA and end-entity certificates have defined URLs for the AIA where the 
root and subordinate CA certificates are located, and the location for the CRL 
Distribution Point (CDP) that contains a list of revoked certificate serial numbers. 
The end-entity certificates were issued by the subordinate CA and requested with 
a Subject Alternative Name (SAN) that consists of a fully qualified domain name 
(FQDN), hostname, and IP address.  

Root certificate authority 

In this solution, we installed the root CA (ESG lab root certificate authority) on a 
dedicated Microsoft Windows 2012 Server standalone virtual machine. 

For this environment, the validity period for both the certificates and CRL issued 
by the root CA was set to five years. After the periods were set, we configured the 
location of the AIA and CDPs for the root CA. Because the root CA is typically 
offline, it is important that the AIAs and CRLs are available on systems other than 
the root CA, and the root CA is configured with the location of the AIA and CDPs. In 
this solution, these are published on the issuing CA that has a DNS canonical 
name (CNAME) alias of pki.lab.esg.local. After you have configured the root CA, 
back it up using the certificate services CA backup utility. This enables you to 
create a backup of the root CA’s private key, CA certificate, certificate database, 
and certificate database log.  
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Also, it is important that you install the root CA certificate on the system-wide 
certificate stores on all systems in this environment. 

Subordinate (or issuing) CA 

As a prerequisite to starting the subordinate CA configuration, the root CA 
certificate must be installed on the system-wide certificate store on the Microsoft 
Windows Server that is used as the subordinate CA. After the root CA certificate is 
installed, and after joining the domain, the necessary Active Directory Certificate 
Services (AD CS) and Internet Information Services (IIS) roles can be installed. 
Because we joined the server to the Active Directory domain, we can deploy this 
subordinate CA as an enterprise-type installation that enables integration with 
Active Directory and the auto-enrollment of clients. After the subordinate CA 
certificate signing request (CSR) is submitted to the root CA and issued, install it 
on the subordinate CA and start the CA service.  

The AIA and CRL for the root CA are published to Active Directory and to a folder on 
this server that is web accessible, where the FQDN (also known as the DNS name) 
is a CNAME alias of pki.lab.esg.local that points to the DNS A record for 
drmca01.drm.lab.esg.local. We configured the subordinate CA locations for AIA 
and CRLs to use the same locations. 

SAN attributes in certificates 

In production environments, it is common for systems to be managed and 
accessed using the system IP address, hostname, or FQDN. However, when PKI is 
introduced, this behavior can result in certificate validation errors that can cause 
integration to fail.  

You can issue a certificate that contains one or more Subject Alternative Name 
attributes (subjectAltName), in addition to the subject name (also known as the 
common name). However, this is not enabled by default in AD CS. 

Note: Consider the security implications of enabling this extension. The security best 
practices for enabling Subject Alternative Names in certificates can be reviewed in the 
Microsoft TechNet Library topic How to Request a Certificate With a Custom Subject 
Alternative Name. 

 

Part of hardening the infrastructure is to replace the self-signed X.509 certificates 
with valid signed certificates from a trusted CA. Some organizations may choose 
to use an external entity for this. 

In this solution, we configured an internal CA using a hierarchical structure, as 
shown in Figure 238. This shows the CA architecture with the root at the top level, 
which is either offline or air-gapped. Subordinate CAs are tiered in the Active 
Directory forest. 

The PKI used in this solution is based on the deployment of the AD CS. Follow best 
practices when designing your organization’s PKI infrastructure and take 
additional security measures to ensure protection of the private keys in use by the 
CAs. 

Note: HSMs can provide increased randomness and private key protection, but were not 
used in this solution. 

Enterprise PKI 
solution 
integration 

http://technet.microsoft.com/en-us/library/ff625722(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/ff625722(v=ws.10).aspx
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Microsoft Active Directory—LDAP over SSL certificates 

LDAP is the protocol by which many applications submit authentication or 
authorization requests. LDAP introduces a significant security risk because 
credentials (username and password) are passed over the network unencrypted. 
This can quickly lead to credentials becoming compromised. 

We can significantly strengthen the security of these authentication and 
authorization communications by encrypting the entire LDAP session with SSL, 
known as LDAP over SSL or LDAPS. By default, Active Directory is not configured to 
support LDAPS so certain steps must be taken to enable integrate Active Directory 
with a trusted PKI to enable LDAPS. 

The Active Directory LDAP over SSL (LDAPS) certificate is issued by the 
subordinate CA and requested on each participating domain controller using the 
certificate’s Microsoft Management Console (MMC). The certificate is installed in 
the domain controller certificate store and is used by Active Directory Domain 
Services (AD DS) to apply to the LDAP protocol to secure authentication and 
authorization communications. 

VMware vCenter Log Insight 

To update the trusted CA certificate stores for vCenter Log Insight, add the trusted 
CA chain to both the OpenSSL certificate store and Java cacerts keystore. 

When you have established trust with the root and issuing CAs, you can generate 
the private key and CSR using OpenSSL and install the resulting signed certificate 
is combined with the private key and converted to a PEM-formatted certificate that 
is then installed through the https://vcenter-log-insight_fqdn/admin/ssl/ web 
interface. 

VMware vCenter Orchestrator 

vCO has two elements that use self-signed certificates by default. Replace the 
self-signed certificates used for both the vCO server engine and the vCO 
management web server to protect both the applications communications with 
other components and the web management interface. 

vCO Server certificate 
In preparation, import the root and issuing CA certificates using the vCO 
Certificates Manager tool in the vCO client. The CSR can be generated using the 
Server Certificate UI of the vCO Configurator and submitted to the issuing CA. The 
resulting signed certificate is then imported using the Server Certificate UI. 

vCO web server certificate 
Replacing the vCO web server self-signed certificate protects the management 
interface. In preparation, import the root and issuing CA certificates to the 
jssecacerts keystore using the vCO-installed Java keytool utility. The Java keytool 
utility is then used to regenerate the “dunes” private key and CSR that can be 
submitted to the issuing CA. The resulting signed certificate is imported to the 
jssecacerts keystore. 
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VMware vCenter Operations Manager 

To establish the certificate validation chain, add the trusted CA chain to both the 
OpenSSL certificate store and Java cacerts keystore. Then generate a private key 
and CSR using OpenSSL that can be submitted to the issuing CA. The resulting 
signed certificate is combined with the private key and converted to a PEM-
formatted certificate that is then installed through the 
https://vcops_f.q.d.n/admin web interface. 

VMware vCenter Single Sign-On 

The certificate requirements of vSphere 5.1 differ significantly from vSphere 5.0 
because of the introduction of vCenter SSO as a mandatory component to support 
vSphere and vCloud Suite authentication and the security token exchange 
mechanism. vCenter SSO provides an authentication interface called Security 
Token Service (STS) that enables administrators or applications to authenticate 
with a defined security domain or identity source such as Active Directory or 
OpenLDAP. If successful, the credentials are exchanged for a token that is then 
used to interact with the various vSphere platform applications. During the 
interaction between components, the client verifies the authenticity of the 
certificate presented during the SSL handshake phase, before encryption, which 
protects against “man-in-the-middle” attacks. 

Each VMware SSO-enabled component registers with SSO using the client SSL 
certificate and requires a unique certificate, as detailed in Table 17. The 
exceptions are the vCloud Automation Center (vCAC) components and IT Business 
Management (ITBM) that register with, and use, the VMware Identity Appliance for 
SSO and is available to download with vCAC. 

Note: The requirement for vCAC and ITBM to use the Identity Appliance as an SSO source 
is no longer present if vCenter 5.5.0b is deployed. This version of vCenter SSO supports 
integration of vCAC and ITBM. 

Table 17. Certificates and keystore types for vCloud Suite 5.5 deployment 

Component Keystore Private key Full certificate chain 

vCenter Single Sign-On N/A Y Y 

vCenter Inventory Service N/A Y Y 

vCenter Server N/A Y Y 

vCenter Log Browser N/A Y Y 

vCenter Log Insight N/A Y N 

vCenter Operation Manager N/A Y N 

vCenter Orchestrator N/A Y Y 

vSphere Web Client N/A Y Y 

vSphere Update Manager N/A Y Y 

vSphere ESXi N/A Y Y 

vCloud Networking and Security N/A N/A Y 
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In this context, what distinguishes a vSphere component certificate is the subject 
Organizational Unit (OU) value. This is important because vCenter SSO looks 
exclusively at this attribute to determine if the vSphere service is already 
registered or not. The subject Distinguished Name (DN) value is stored in the SSO 
database as the primary key for each certificate, rather than the hash, thumbprint, 
or any other attribute. This is important where multiple vCenter services are 
deployed, as recommended, in a single virtual machine. In this case, the common 
name and other attributes will possibly be identical, leading to the possibility of 
the same subject DN being used across services. Ensure that the new SSL 
certificate for each vSphere component has a unique subject DN encoded within 
the certificate. You can achieve this by specifying an additional attribute such as a 
unique OU for each certificate request. 

Note: Having a unique OU is one way to achieve unique subject DN but other attributes 
can be used. A unique OU is not mandatory as it is only part of the subject DN. For more 
details on what the constituent components of a subject DN are, refer to RFC 5280 
Internet X.509 PKI Certificate and CRL Profile. 

To address some of these complexities, VMware released the vCenter Certificate 
Automation Tool 5.5. It can automatically generate the certificate-signing 
requests, update, or replace existing certificates, and establish trust between the 
VMware components, but it does not handle the replacement of ESXi certificates 
or have certificate requests signed or renewed by a trusted CA. 

VMware vCloud Automation Center 

Identity Appliance 
Ideally, the self-signed certificate should be replaced immediately after the 
appliance is deployed and before SSO is instantiated or solutions registered. SSO 
uses the configured SSL certificate to establish trust with the subsequent 
registration of solution components. Performing this as a first step avoids 
potential issues and re-registration. 

Generate the private key and CSR on a system with OpenSSL installed. Combine 
the resulting signed PEM-formatted certificate with the issuing and root CA 
certificates and import through the appliance web UI along with the PEM-
formatted private key. 

vCAC Appliance 
Generate the private key and CSR on a system with OpenSSL installed. Combine 
the resulting signed PEM-formatted certificate with the issuing and root CA 
certificates and import through the appliance web UI along with the PEM-
formatted private key. 

Infrastructure as a service (IaaS) 
VMware recommends using a domain certificate for vCAC that can be requested 
using the IIS management console, and the request is then submitted to the 
issuing CA. You can also generate a CSR from the IIS management console if you 
want to include SAN attributes. When the certificate is issued, use the IIS 
management console to install it and configure the binding on port 443 to use the 
trusted certificate. This is repeated on all vCAC components using IIS. When the 
certificate is replaced, re-register the IaaS endpoints to vCAC. 

http://tools.ietf.org/html/rfc5280#section-4.1.2.6
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VMware vCloud Networking and Security 

When deployed, vShield Manager is configured with a self-signed certificate. 
However, you can replace the self-signed certificate with a signed certificate from 
a trusted CA. Generate a CSR using the administrative web interface through 
which you install the issued certificate. To complete the CA chain, install the root 
and issuing CA certificates. 

VMware NSX for vSphere 

Generate a private key and CSR using OpenSSL that can be submitted to the 
issuing CA. The resulting signed certificate is combined with the private key and 
CA chain and converted to a PKCS#12 keystore. The keystore is then imported 
using the SSL Certificates configuration page through the Manage Appliance 
Settings UI in NSX Manager. 

VMware vSphere ESXi 

Generate a PEM-formatted private key and CSR for each ESXi host on a system 
with OpenSSL installed. Place the host in maintenance mode and transfer the 
private key and signed PEM-formatted certificate. Reboot the ESXi host for the 
new certificate to take effect. 

EMC Avamar 

The Avamar server provides a management web interface that uses a self-signed 
digital certificate for identification and encryption. To use a certificate that is 
signed by your own certificate authority, create a private key in addition to a 
certificate-signing request on a system with OpenSSL installed and submit it to 
the issuing CA. When issued, transfer the private key signed certificate to the 
Avamar server. Also, install the root and issuing chain certificates to the Apache 
ca.crt certificate store and restart the Apache daemon. 

Before you can create a certificate-signing request, delete the default tomcat alias 
from the keystore and generate a new key with the server-specific data. When this 
is done, and the CSR is created and submitted to the issuing CA, import the root 
CA, issuing CA, and trusted certificates into the keystore using the root, 
intermediate, and tomcat aliases respectively. Restart the ems and dtlt services 
for the changes to take effect. 

EMC Data Protection Advisor 

The DPA Application server provides a management web interface that uses a self-
signed digital certificate for identification and encryption. To use a certificate that 
is signed by your own CA, create a certificate-signing request using the DPA-
installed Java keytool utility and submit it to the issuing CA. You must also install 
the root and issuing chain certificates to the Java cacerts keystore. When it is 
issued, import the signed Base64-encoded X.509 certificate into the cacerts 
keystore and restart the application server. 

EMC Unisphere 

Unisphere for VMAX 
EMC Solutions Enabler must be deployed in your environment to manage an EMC 
VMAX array. In addition, to encrypt the management traffic replace the default SSL 
certificate that is installed when Solutions Enabler is deployed. 

For this solution, we installed Unisphere for VMAX on the same system on which 
Solutions Enabler was installed. This can be installed on a separate system and 
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connected to the SYMAPI interface of Solutions Enabler over the network using 
SSL connections. 

Note: As detailed in the EMC Solutions Enabler Version 7.5 Security Configuration Guide, 
the common name must contain storsrvd, followed by a space and the FQDN. We have 
also supplemented this with Subject Alternative Name values for the FQDN, short name, 
and IP address. 

Note: Additional security features can be set based on your governing rules or 
regulations for security compliance. For more information, refer to the Client/Server 
security settings section in the EMC Solutions Enabler Version 7.5 Installation Guide.  

VNX Unisphere—Storage processor 
The configuration must meet a number of conditions for this process to work 
correctly: 

 Common name (domain name) must be the storage processor hostname, 
not FQDN. 

 Common name (alias) must be blank. 

 Both the common name (domain name) and common name (IPv4) must be 
populated. 

 The pre-populated organization unit name must be ou=CLARiiON. 

 Email address must be blank. 

If you do not adhere to these conditions, either a failure will occur during SSL 
certificate installation or you will encounter certificate errors. 

EMC ViPR 

Replacing the self-signed SSL certificate on ViPR requires that you create a new 
keypair and CSR. After you have retrieved the issued certificate from the CA, 
concatenate the private key, issued certificate, and CA chain certificates into a 
single PEM-formatted file. This is imported to ViPR using the ViPR CLI and the 
nginx service is restarted. 

Centralized authentication services 

This section introduces integration of authentication mechanisms with a 
centralized directory and includes the following sections: 

 Microsoft Active Directory—LDAP over SSL 

 Windows authentication and service accounts 

 ESXi host integration with Active Directory 

 EMC Unisphere authentication 

 Terminal Access Controller Access Control System Plus (TACACS+) 
authentication integration 

 

A significant challenge in securing any environment is securing how credentials 
are used to access the solution’s resources. This is addressed in part by PKI 
integration by implementing trusted certificates that enable authenticity of 
applications and devices to be verified, and that encrypt administrator access to 
the management interfaces. 

Security and 
authentication 
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Another challenge is the disparate authentication containers across hardware and 
software components with differing account and password policies. To address 
this challenge, this solution covers the integration of the authentication 
mechanisms found in VMware, EMC, and Cisco components, convergence with 
Kerberos, LDAPS, and TACACS+ authentication services by using Active Directory 
as a centralized directory. 

In this solution, Active Directory provides a single point of control for account 
management and policy enforcement. In addition, it is used to provide Kerberos 
and LDAPS authentication, and authorization services. To address devices that do 
not integrate with Active Directory we used TACACS+ and configured it to use 
Active Directory as the authentication source. 

Figure 239 shows the hierarchy of authentication communication paths used in 
this solution. 

 

 Authentication relationships between the solution components Figure 239.
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Encrypting the authentication session is a security best practice, because account 
credentials are exposed in clear text when an application or system authenticates 
users using a simple BIND request to the directory. 

To enable LDAPS, an authentication certificate must be installed that meets the 
following requirements: 

 The LDAPS certificate is located in the local computer's personal certificate 
store (programmatically known as the computer's MY certificate store), or 
the AD DS personal certificate store on every domain controller that will 
authenticate using LDAPS. 

 A private key that matches the certificate is present in the local computer's 
store and is correctly associated with the certificate. The private key must 
not have strong private key protection enabled. 

 The enhanced key usage extension includes the server authentication 
(1.3.6.1.5.5.7.3.1) object identifier (OID). 

 The Active Directory FQDN of the domain controller must appear in one of 
the following places: 

 Common Name (CN) in the Subject field 

 DNS entry in the Subject Alternative Name extension 

 The certificate is issued by a CA that the domain controller and the LDAPS 
clients trust. Trust is established by configuring the clients and the server to 
trust the root CA to which the issuing CA chains. 

 Use the Microsoft SSL provider (Schannel) cryptographic service provider 
(CSP) to generate the key. 

Active Directory Domain Services LDAPS certificate 

If the LDAPS-enabled domain controllers are configured with multiple server 
authentication certificates in the local computer certificate store, problems may 
arise with LDAPS authentication. This is because Schannel selects the first valid 
certificate that it finds in the local computer store and that may not be the correct 
certificate. 

To work around this issue, the LDAPS certificate can be placed in the AD DS 
personal certificate store in Windows Server 2008 R2. 

Active Directory exclusively uses a certificate placed in the AD DS personal 
certificate store for LDAPS connections; however, there are important 
considerations to be made before you implement this. According to Microsoft: 

 Automatic certificate enrollment (auto-enrollment) cannot be used with 
certificates in the AD DS personal certificate store. 

 Current command line tools do not allow certificate management of the AD 
DS personal certificate store. 

 Certificates should be imported into the store and not moved through the 
certificates console. 

This option is only required on a server that has multiple certificates for the 
purpose of server authentication in the local computer certificates store. If 
possible, the best solution is to have only one certificate in the local computer 
personal certificate store. 

Microsoft Active 
Directory—SSL 
certificates for 
LDAPS 
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In a production environment, using service accounts to track and control 
applications, and mitigate the impact of a potential systems compromise is a 
security best practice. 

The integrated Windows authentication feature in SQL Server provides better 
security than SQL Server authentication by taking advantage of Active Directory 
user security and account mechanisms.  

In the following sections, we detail the steps required to improve security by using 
integrated Windows authentication for the vCenter Server SQL Server database, 
and service accounts for both vCenter Server and vSphere Update Manager. 

Microsoft SQL Server security 

While SQL Server security is beyond the scope of this solution guide, we make 
recommendations that refer to it in subsequent sections. Specifically, we discuss 
why integrated Windows authentication is preferred over SQL Server 
authentication. We also discuss why SQL Server’s services should be run under 
an account other than the Local System account. 

Integrated Windows authentication 

When an application connects through an Active Directory user account, SQL 
Server validates the account name and password using the Active Directory 
principal token in the operating system. This means that Active Directory confirms 
the user identity.  

SQL Server does not ask for the password and does not perform the identity 
validation. 

Integrated Windows authentication uses the Kerberos security protocol, and 
provides a centralized mechanism to enforce the use of strong passwords, 
support for account lockout, and password expiration. Integrated Windows 
authentication offers additional password policies that are not available for SQL 
Server logins. 

Microsoft SQL Server service accounts 

Microsoft recommends isolating the SQL Server services under separate, low-
rights Active Directory or local user accounts for each SQL Server service to reduce 
the risk that one compromised service could be used to compromise other 
services. During the installation of SQL Server, you can specify an alternate 
account for the SQL Server services to use. 

Each service can be configured to use its own service account. SQL Server 
Configuration Manager should be used to manage or replace the accounts under 
which the services run. 

  

Windows 
authentication and 
service accounts 
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The hierarchy of accounts (from least privileged to most privileged) that can be 
used is as follows: 

1. Domain user (non-administrative) 

2. Local user (non-administrative) 

3. Network service account 

4. Local system account 

5. Local user (administrative) 

6. Domain user (administrative) 

Account types 1 and 2 are preferred as they best encompass the principle of least 
privilege. 

Local system is a very high-privileged built-in account. It has extensive privileges 
on the local system and acts as the computer on the network.  

Account types 5 and 6 are less secure, since they grant too many unneeded 
privileges. 

 

The following solution components can be directly integrated with Active 
Directory: 

 vCenter Log Insight 

 vCenter Operations Manager 

 vCloud Automation Center – Tenant identity stores 

 vSphere ESXi hypervisor 

 EMC Avamar 

 EMC Data Protection Advisor 

 EMC Unisphere 

 EMC ViPR 

VMware vCenter Log Insight 

Integrating Log Insight authentication with Active Directory 
vCenter Log Insight can integrate user authentication with Active Directory, as 
shown in Figure 240. If the Default Domain that you specify is trusted by other 
domains, Log Insight uses the default domain and the binding user to verify Active 
Directory users and groups in the trusting domains. 

Active Directory 
integration 
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 Log Insight authentication with Active Directory Figure 240.

vCenter Log Insight role-based access control with Active Directory groups 
You can assign roles to AD users and groups to access the current instance of Log 
Insight. As an example, we created two AD groups to map to the Log Insight Admin 
and User roles, PPOD_LogInsight_Admins and PPOD_LogInsight_Users 
respectively. When complete, the configuration should resemble that in Figure 
241. 

 

 Create a new group Figure 241.

Configure Log Insight to use LDAPS for Active Directory authentication 
By default, when Log Insight connects to Active Directory, it first tries non-SSL 
LDAP, and then SSL LDAP if necessary. 

To limit the Active Directory communication to one specific protocol, such as 
LDAPS, or to change the order of protocols that are tried, edit the 
/usr/lib/loginsight/application/etc/loginsight-config-base.xml file to configure 
the authentication protocol. By default, Log Insight attempts to use LDAP first, and 
then uses LDAP with SSL if unsuccessful. 

VMware vCenter Operations Manager and Active Directory users 

When you run the Import from LDAP tool it connects to Active Directory and 
displays a list of user accounts based on the filtering criteria you specify. Select 
the users or groups you want to import and the role you want to be assigned. You 
can also configure an auto-synchronization to occur on a scheduled basis, 
enabling you to map a vCenter Operations Manager role to corresponding Active 
Directory groups and manage membership though the Active Directory Users and 
Computers in MMC. 

Note: vCenter Operations Manager does not store the user accounts passwords locally. 
These only exist in Active Directory where account management is performed and 
password policy is enforced. 
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VMware Cloud Automation Center – Tenant identity stores 

In the EPC solution, we used the Active Directory type identity store to enable 
tenant authentication integration with Active Directory over LDAP. To enable LDAP 
authentication over SSL you must import the CA chain into the cacerts keystore on 
the vCAC virtual appliance. Then use the ldaps:// protocol designator when 
specifying the identity store Active Directory URL. 

Note: The protocol designator can only be specified when adding the identity store. If 
you wish to change from using ldap:// to ldaps:// you must delete the identity store and 
re-create it with the correct designator. 

VMware vSphere ESXi host integration with Active Directory 

To integrate the ESXi host with Active Directory, after adding the ESXi host to the 
vCenter inventory, consider the following: 

 Create and manage an ESXi administrators group named ESXi Admins that 
restricts who can log in to the ESXi hosts using Active Directory credentials. 

 If applicable, you need an OU where the ESXi hosts reside in Active 
Directory. In this solution, we used an OU named ESXi Hosts. 

EMC Avamar integration 

EMC Avamar integrates with AD using LDAP or Kerberos. After either is configured 
you can create LDAP Map that enables you to map an AD group to an Avamar role, 
such as Administrator or User. 

EMC Data Protection Advisor AD support 

EMC DPA supports with Active Directory using LDAPS. Active Directory groups can 
be added as external authentication object and a corresponding DPA role 
assigned, enabling Active Directory management role-based access control 
(RBAC). 

EMC Unisphere authentication 

Unisphere for VMAX authentication 
Solutions Enabler must be deployed in your environment to manage an EMC 
VMAX array. Authentication for Unisphere for VMAX is configured through the web 
application using the CLI tools installed with Solutions Enabler. Unisphere for 
VMAX, when implemented in combination with Solutions Enabler deployed on a 
Windows Server member of an Active Directory domain, will by default be able to 
use Local Windows or Active Directory domain-based authentication. 

For this solution, we installed Unisphere for VMAX on the same system on which 
Solutions Enabler was installed. This can be installed on a separate system and 
connect to the SYMAPI interface of Solutions Enabler over the network using SSL 
connections. 

The following sections describe the authentication and Solutions Enabler 
prerequisites. 
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Authentication prerequisites 
Active Directory authentication requirements for VMAX include: 

 Solutions Enabler 

 To integrate Unisphere for VMAX with Active Directory, Solutions Enabler 
must be deployed on a Windows server that is a member of an Active 
Directory domain. This eliminates the need for LDAP integration and uses 
the underlying Windows Server Kerberos authentication mechanism with 
Active Directory. 

 Windows Active Directory: 

a. Create a VMAX_Admins group. 

b. Add the VMAX_Admins group to the local administrators group on the 
Windows server. 

Note: If the VMAX_Admins group is not a member of the local administrators group, 
some tasks will not be available. An error message stating Access denied - you are not 
an authorized base daemon user is displayed. Conversely, if you are not a member of 
the VMAX_Admins group but are a member of the local administrators group, an error 
The caller is not authorized to perform the requested operation may be shown for some 
tasks. 

Solutions Enabler prerequisites 
Prerequisites for Solutions Enabler are: 

 Ensure the Solutions Enabler version is compatible with the Enginuity 
microcode of the VMAX that you are managing. 

 Ensure the gatekeeper LUNS are zoned to all the ESXi hosts within the 
cluster running this virtual machine or physical server. 

 For a virtual machine, map the LUNS directly to the virtual machine by using 
RDM in the physical compatibility mode. 

Note: After the LUNS have been presented to the Solutions Enabler target system, 
formatting or mounting these volumes after they are presented to the host is not 
necessary, because these are used for sending array control messages using the 
SAN to the VMAX array. 

 SYMAUTH can restrict access by user or group. For more information refer to 
EMC Solutions Enabler Symmetrix Management CLI. 

 SYMACL can restrict access by machine. For more information refer to EMC 
Solutions Enabler Symmetrix Management CLI. 

 Elevated administration is required for some commands. As a logged-in 
user, select Start > Accessories. Right-click Command Prompt and select Run 
as administrator to open an elevated Command Prompt window. 

Note: When you run specific commands on the Windows system, such as symcfg 
discover, which populate the local database with the VMAX system to which this system 
is connected, they must be run with elevated administrator rights. An error message 
stating Read or Read/Write permission/access not present may be displayed if run from 
a user-privileged command prompt. 
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VNX Unisphere authentication 
As part of the integration process, a centralized LDAP authentication system is 
used and integrated with Unisphere to enable secure management of VNX 
storage.  

EMC recommends that when you use LDAP for Unisphere in production 
environments, you implement trusted certificates and SSL security as part of the 
LDAP configuration. 

Since VNX array OE releases 5.32 (block) and 7.1 (file), LDAP domains for both 
block and file share a common LDAP domain configuration to authenticate 
administrators logging in with LDAP credentials. In addition, certificate validation 
is enabled by default and cannot be disabled. This section discusses how you 
configure the LDAP domain to integrate with Active Directory. 

Prerequisites 
The following steps must be completed before you can configure the domain: 

1. Determine the Active Directory domain name. 

2. Create the Active Directory that will be mapped to VNX roles and add the 
users to the appropriate group. Each group must contain user accounts, 
and not nested groups. 

3. Provide a non-administrative Active Directory user account and password 
for binding the LDAP service in Unisphere. 

4. Determine the domain name for the users and groups’ search path that 
will be used for LDAP authentication to the VNX system through 
Unisphere, and the user account used to bind to the LDAP directory. 

Note: VNX OE versions 5.32 for block and 7.1 for file require LDAPS certificates that 
include the certificate chain to function correctly. This differs from previous VNX OE for 
block and OE for unified versions that required the LDAPS certificate and chain to be 
imported separately. 

EMC ViPR authentication 

To centralize management of user accounts, you can enable support for Active 
Directory authentication. ViPR enables multiple Active Directory and LDAP 
authentication providers to be configured using LDAP or LDAPS, as shown in 
Figure 242. 

 

 Active Directory authentication providers Figure 242.

RBAC in ViPR 
Assign roles to the Active Directory users and groups to control the level of access 
to ViPR. ViPR implements RBAC that enables specific roles to be assigned to 
Active Directory groups and users. As an example, we created two Active Directory 
groups to map to the ViPR System Administrator and System Monitor roles: 
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PPOD_ViPR_Admins and PPOD_ViPR_Monitor respectively, as shown in Figure 
243. 

 

 Active Directory role assignments Figure 243.

ViPR LDAP over SSL 
To enable LDAP over SSL you must have already configured your AD DS servers 
with an LDAPS certificate and added the trusted CA chain to the OpenSSL 
certificate store and Java cacerts keystore. 

 

The following solution components can be indirectly integrated with Active 
Directory through vCenter SSO: 

 vCenter Orchestrator 

 vCenter Server 

vCenter Orchestrator 

To integrate vCO with vCenter SSO import the vCenter SSO SSL certificate to the 
vCO SSL certificates repository and then register to vCenter SSO by specifying an 
account with SSO administrative privileges. When this is successful, you can 
specify an administrative group from the SSO or the SSO identity sources (Active 
Directory) to manage vCO. 

Note: VMware vCenter SSO 5.5.0b introduces support for integrating vCAC 6.0 with 
vCenter SSO. As of version 6.0 SP1, vCAC can be configured to use a source identity type 
of Native Active Directory. This means that you can choose not to deploy an Identity 
Appliance and instead use vCenter SSO. 

 

After the Identity Appliance is deployed, SSO must be configured to provide an 
authenticate mechanism for vCAC. The default namespace is vsphere.local, which 
is also the default tenant in vCAC. 

The following solution components can be indirectly integrated with Active 
Directory through the VMware Identity Appliance SSO: 

 vCenter Automation Center 

 IT Business Management 

VMware vCenter Automation Center 

Default tenant 
The Identity Appliance provides Single-Sign On (SSO) capability for vCloud 
Automation Center users. 

VMware vCenter 
SSO 

VMware Identity 
Appliance 
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Note: SSO is an authentication broker and security token exchange that interacts with 
the enterprise identity store (Active Directory or LDAP) to authenticate users. 

The Native Active Directory type of identity store can only be used once and only 
by the default tenant in the vCAC solution. The Native Active Directory identity 
store type has the following features: 

 Uses Kerberos to authenticate with Active Directory 

 No search base DN is required, making it easier to find the correct Active 
Directory store 

 Can be used only with the default tenant 

When you have configured the default tenant’s identity store, add tenant 
administrators and infrastructure administrators. In this solution, we used Active 
Directory groups to assign these roles to vCAC users. 

Tenant administrators are responsible for configuring tenant-specific branding, 
and managing identity stores, users, groups, entitlements, and shared blueprints 
within the context of their tenant. IaaS administrators are responsible for 
configuring infrastructure source endpoints in IaaS, appointing fabric 
administrators, and monitoring IaaS logs. 

Note: You must also specify an Active Directory identity store when you configure 
tenants. 

Non-default tenant 
vCAC 6 allows the definition of multiple tenants, and each tenant must be 
associated with at least one identity store. Identity stores can be OpenLDAP or 
Active Directory. 

The types of identity store available for use for tenants are Active Directory and 
OpenLDAP. In this solution we integrated with Active Directory; therefore, select 
the Active Directory type and provide a bind DN and a search base. 

Configure the domain alias that allows users to log in by using userid@domain-
alias as a user name, rather than userid@identity-store-domain. 

Similarly for the default tenant, tenant and infrastructure administrators must be 
configured for each tenant configured in vCAC. We used Active Directory groups to 
assign these roles to enterprise private cloud tenant users. 

VMware IT Business Management 

VMware ITBM integrates directly with vCAC and uses vCAC authentication 
providers, namely Active Directory through SSO. vCAC users access business 
management data through the vCAC portal and do not log on directly to ITBM. 

VMware NSX for vSphere 

In this EPC solution, we integrated NSX with vCenter Single Sign On (SSO) to 
improve the security of user authentication for vCenter users and authenticate 
Active Directory users. 

With SSO, NSX supports authentication using authenticated Security Assertion 
Markup Language (SAML) tokens from a trusted source via REST API calls. NSX 
Manager can also acquire authentication SAML tokens for use with other VMware 
solutions. 
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To integrate NSX with SSO you need to create an SSO group, for example 
NSXAdmins, and populate with Active Directory identity source user accounts. 
Then in the Networking & Security web client specify the same SSO group as a 
vCenter group and assign the appropriate role. 

Note: This does not grant CLI access on the NSX Manager appliance. CLI access can only 
be granted to locally created accounts on the appliance. 

 

TACACS+ provides an increased level of security through authentication, 
authorization, and accounting services, and is a publicly documented protocol 
over TCP/IP. It encrypts credentials passed from the client device to the TACACS+ 
system and can be configured to use AD as its authentication directory to enable 
centralized authentication. 

For this solution, EMC used a TACACS+ implementation from TACACS.net due to 
its easy configuration and ability to integrate with Active Directory. TACACS+ is 
configured simply as an authentication source with no authorization restrictions. 
Configuring authorization for separation of duties, such as auditor, security 
administrator, and network administrator with the TACACS.net software is outside 
the scope of this solution guide. 

Implementation of TACACS+ involves a complete install of the software on the 
domain controllers, as recommended by TACACS.net. The complete install 
includes both services and utilities included to aid in configuring the TACACS+ 
server. 

When the TACACS.net application was deployed, we configured the solution’s 
network and fabric switches to use the new TACACS+ servers for authentication. 

Summary 

The infrastructure solutions stack required to deliver enterprise private cloud 
services must provide an easy means of centralized management, bringing 
together the software and hardware components that form the complete solution 
so that they can be securely managed and enforced. 

This section demonstrated that an EMC Enterprise Private Cloud solution stack 
can be integrated with an enterprise PKI to ensure authenticity, strengthen 
authentication, and encrypt administrative communications. In addition, this 
shows how integration with a common directory can be achieved to support 
LDAPS, Kerberos, and TACACS+ authentication services, streamline 
administration and policy enforcement, and provide tighter control. 

 

 

 

TACACS+ 
authentication 
integration 
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Overview 

Infrastructure maintenance and operations teams need the end-to-end visibility 
and intelligence to make fast, informed operational decisions to proactively 
ensure service levels in cloud environments. They need to get promptly to the root 
cause of performance problems, optimize capacity in real time, and maintain 
compliance in a dynamic environment of constant change. 

Traditional alert-centric monitoring tools and processes that are designed for 
siloed, static, physical enterprise infrastructures do not provide the automation 
and control that are needed to effectively manage dynamic, virtualized cloud-
based environments.  

This solution provides comprehensive visibility of cloud infrastructure and 
applications, proactive SLA management with realtime dashboards, and 
analytics-based automated operations management for maximum utilization and 
operational efficiency, as shown in Figure 244. 

 

 Role of operations management in the enterprise private cloud Figure 244.

Designed for vSphere and built for the cloud, vC Ops in combination with EMC 
Storage Analytics (ESA) is a powerful management tool. ESA is designed for 
VMware, cloud, and storage administrators, providing visibility across EMC 
storage platforms of realtime capacity, health, and performance metrics. 

The metering component of this solution is provided by VMware vCAC through a 
built-in reporting portal that can account for the utilization of all resources 
allocated and used within the vCAC managed private cloud. 
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Automated operations management 

Managing operations in cloud environments includes ensuring service levels, 
problem solving, troubleshooting, and preventative maintenance. Successfully 
meeting these requirements requires the analysis of current usage, the 
forecasting of future needs, and the optimization of current resource consumption 
by reclaiming underutilized resources. 

The in-depth infrastructure and operations information provided by vC Ops 
eliminates time-consuming problem resolution processes through automated root 
cause analysis. Self-learning performance analytics and dynamic thresholds 
adapt to the environment to simplify operations management and eliminate false 
alerts. Integrated smart alerts for health, performance, and capacity degradation 
identify performance problems before they affect end users. Advanced capacity 
analytics enable administrators to optimize virtual machine density and identify 
capacity shortfalls before they affect end users. 

The vC Ops Enterprise version, which is the required version for customizations 
and is suitable for solutions of any size, provides flexibility with advanced 
features that extend monitoring, analytics, and reporting capabilities. Table 18 
provides an overview of some of these features. 

Table 18. vC Ops Enterprise features 

Feature Description 

Customizable dashboards Presents data and analysis in several ways:  

 Through smart alerts that warn of potential or occurring problems 

 In configurable dashboards where you can create a view of the 
most important data in your environment 

Self-learning performance 
analytics 

Offers the ability to gain a deep understanding of the behavior 
patterns of your applications and gives insight into the relationships 
between resources, tiers, and applications to optimize the 
performance of your cloud environment. 

Proactive smart alerts Can learn an application’s typical performance deviation level. When 
vC Ops Enterprise detects significant abnormal behavior, exceeding 
the expected level, a smart alert warns you through an alert 
summary dashboard or by email message that a problem is 
developing. 

Dynamic threshold Helps to determine certain performance ranges of the normal 
behavior of each metric examined, using multiple methods and 
algorithms to characterize the normal behavior of every metric in a 
certain period of time. Any behavior that deviates from this range 
triggers performance alarms. 

Third-party integration Enables direct integration with third-party monitoring tools. 
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EMC ViPR and Storage Analytics 

The ability to integrate with EMC storage arrays, using EMC ViPR software-defined 
storage and ESA, provides VMware and storage administrators with visibility 
across their software-defined storage and individual VMAX and VNX storage 
platforms to provide overall health and risk analytics that can be used to assist 
with problem resolution. Storage metrics are presented directly to the vC Ops user 
through integrated and customizable dashboards with complete visibility into 
ViPR and individual storage array performance and capacity metrics. 

The EMC ViPR and ESA adapters can be installed on an existing instance of an 
Enterprise-licensed vC Ops. 

vC Ops 

As shown in Figure 245, vC Ops is distributed as a vApp that you can import and 
deploy to vSphere. The vC Ops vApp is located in the management cluster of this 
Enterprise Private Cloud solution and consists of two virtual machines: 

 UI virtual machine 

 Analytics virtual machine 

 

 Architecture overview of vC Ops vApp including ESA Figure 245.

UI virtual machine 
The UI virtual machine enables you to access the results of the analytics in the 
form of badges and scores using the web-based application for the vSphere UI 
virtual machines. The vSphere component can be accessed using either the 
vSphere Client for a specific vCenter instance, using the vC Ops plug-in which is 
automatically installed when the vCenter is registered with vC Ops, or securely 
using a web interface using the vcops-vpshere extension to the web address, for 
example, https://<UI VM IP address>/vcops-vsphere/. 

The vC Ops Enterprise application component provides customizable web-based 
user interfaces that can provide insight to a lower-layered physical environment 
used by various third-party adapter integrations. This where the ESA adapter is 
used and can be accessed using the vcops-custom extension to the web address, 
for example, https://<UI VM IP address>/vcops-custom/. 



Chapter 9: Service Assurance and Metering  

 

234 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 
Solution Guide 

vC Ops Administration Portal 
The vC Ops Administration Portal provides a user interface for vC Ops vApp 
maintenance and management tasks. This portal is where the vCenter instances 
are registered and where the ESA adapter is installed. The Administration Portal is 
accessed using the admin extension to the web address https://<UI VM IP 
Address>/admin/. 

Analytics virtual machine 
The Analytics virtual machine collects data from vCenter Server, vCenter 
Configuration Manager, and third-party data sources, such as metrics, topology, 
and change events. Raw data is stored in its scalable File System Database 
(FSDB). Capacity and Performance Analytics is the component that checks the 
incoming metrics for abnormalities in real time, updates health scores, and 
generates alerts when necessary. 

Capacity Collector 
The Capacity Collector collects metrics and computes derived metrics. The 
collected metrics statistics are stored in the FSDB while a Postgres database 
stores all other data collected, including objects, relationships, events, dynamic 
thresholds, and alerts. 

Monitoring management layer and compute resources 

This Enterprise Private Cloud solution uses vC Ops to monitor the cloud 
management platform and the compute resources used in production. vC Ops is 
not integrated with, or aware of, vCAC, and therefore does not know if resources 
are owned by vCAC or not. However, both the cloud management and production 
(vCAC resources) components are managed by a single vCenter server, which 
means their respective resources can be managed and monitored in vC Ops. 

The clusters supporting this solution are highlighted in Figure 246, where they are 
managed in the private cloud datacenter under EPCMP-VC01. vCAC uses this 
same vCenter Server as its endpoint for virtual resources which are displayed in 
vC Ops in line with their hierarchy in vSphere, where they are configured in 
separate clusters for Manufacturing, Finance, and TestDev. 

 

 vCenter Operations Manager dashboard high-level overview Figure 246.

vC Ops Manager dashboard 
Once implemented and configured, the vCenter Operations Manager dashboard 
provides a comprehensive insight into the environment, as shown in Figure 246. 
The main dashboard is divided into three logical entities that provide high-level 
information about current overall health and current issues of all managed 
resources, potential future issues and risks in the environment, and resource 
efficiency trends in the environment. 
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The three primary logical entities in vC Ops are: 

 Health: Calculates health scores based on patented algorithms that 
dynamically calculate thresholds by observing behavior trends of the cloud 
environment and gives visibility into the red, yellow, and green status of the 
virtual machines, datastores, and clusters. You can see where the problems 
are, what the issue are, and if any trend of abnormal behavior exists in the 
environment.  

 Risk: Provides insight into the resource consumption to tell you not only 
when you will run out of capacity but also which resources will run out.  

 Efficiency: Aims to be proactive to optimize your environment and reclaim 
waste. 

vCenter Operations Manager badges 

vC Ops uses badges to illustrate derived metrics to provide an overview of the 
state of the virtual environment or an individual object. These badges serve as 
focus points to narrow the scope of a potential problem and provide details about 
the cause of the problem. 

Major and minor badges are color-coded and range from a healthy green to a 
potentially problematic yellow, orange, or red. Badges are organized in a simple 
hierarchy in which the scores of minor badges contribute to the scores of major 
badges. 

Scores can reflect a healthy state or a potential problem depending on the type of 
badge. For example, low scores for health, time remaining, and capacity 
remaining can indicate potential problems, while low scores for faults, stress, or 
anomalies indicate a normal state. 

Navigation and troubleshooting 

The vC Ops dashboards provide a wide number of different insights in 
infrastructure condition and enable simple and easy analysis of the root cause of 
problems.  

For example, while the overall environment condition for health for the cloud 
management platform is represented with a green badge value of 97, hovering the 
mouse over one of the red blocks on the Health Weather Map, provides brief 
information about a fault. 

In Figure 246, a red icon on the bottom row of Health Weather Map for the cloud 
management platform is followed to expose a particular VNX datastore containing 
a value of zero for Health and a value of 100 for Faults. There is only a single fault, 
as indicated in Figure 247, but the 100 value represents a percentage faulted. 

When you select the Faults badge, vC Ops navigates to the source of the issue and 
indicates lost storage connectivity for datastore EPCMP_FASTVP_DS04. Event 
details including fault criticality, resource type, resource name, and datastore 
workload, space, and performance-related metrics are available. 
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 Health dashboard showing immediate issues in environment Figure 247.

By clicking the ‘What does this mean?’ link, highlighted in Figure 247, you can 
open a detailed description of the root cause and a step-by-step procedure with 
links to related knowledgebase articles where appropriate. An example of a 
description is shown in Figure 248. 

 

 VMware vC Ops root cause analysis solution details Figure 248.

The level of troubleshooting intelligence behind this monitoring differentiates vC 
Ops from standard monitoring solutions. Instead of providing large amount of 
alerts when certain thresholds are reached or abnormal states occur, vC Ops 
provides detailed information on the actual issue, and its potential causes and 
solutions. 

 

EMC ViPR™ Analytics Pack provides enhanced capabilities for VMware vCenter 
Operations Management Suite by linking EMC ViPR Analytics with vC Ops. This 
integration delivers custom analytics and visualizations into your EMC software 
defined infrastructure. 

EMC ViPR inventory, metering, and event data is imported into vC Ops and 
displayed with pre-configured dashboards that show collections of volume, 
storage port, storage system, and virtual pool data. This data is used in vC Ops to 

EMC ViPR 
Analytics 
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compute key resource status scores. Resource details, individual metrics, and 
EMC ViPR event alerts are also presented in dashboard views. The health scores 
of EMC ViPR resources can be improved by utilizing performance data from 
VNX/VMAX adapters. 

The preconfigured dashboards provided by the EMC ViPR Analytics Pack include: 

 EMC ViPR Capacity dashboard: Allows users to monitor virtual storage pool 
capacity and datastore disk usage 

 EMC ViPR Performance dashboard: Allows users to monitor storage network 
and datastore latency performance data 

 EMC ViPR-at-a-Glance dashboard: Allows users to monitor performance and 
capacity data from a single dashboard 

ViPR Capacity dashboard 

The ViPR Capacity dashboard enables you to monitor virtual storage pool capacity 
and datastore disk usage.  

The ViPR Capacity dashboard consists of the following components: 

 Virtual Storage Pool Workload: Displays the provisioned capacity used by 
the datastores 

 Virtual Storage Pool Capacity Remaining: Displays the free capacity for 
storage pools 

 Resource selector: Enables you to search for a specific resource 

 Status boards: Displays various status and relationship information for ViPR 
resources 

 Clusters in Workload: Displays the top clusters in disk capacity workload 

 Datastores in Workload: Displays the top datastores in disk capacity 
workload 

ViPR Performance dashboard 

The ViPR Performance dashboard, shown in Figure 249, enables you to monitor 
storage network and datastore latency performance data. The ViPR Performance 
dashboard consists of the following components: 

 Storage Network Workload: Displays the collected I/O utilization for all 
storage ports in a network 

 Storage Port Workload: Displays the IO workload for storage ports 

 Resource selector: Enables you to search for a specific resource 

 Status boards: Displays various status and relationship information for ViPR 
resources 

 Datastores with highest IO workload: Displays the top datastores with the 
highest IO workload 

 Datastores with highest read latency: Displays the top datastores with the 
highest read latency 

 Datastores with highest write latency: Displays the top datastores with the 
highest write latency 
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 EMC ViPR Performance dashboard Figure 249.

ViPR-at-a-Glance dashboard 

The ViPR-at-a-Glance dashboard enables you to monitor performance and 
capacity data from a single dashboard. The ViPR-at-a-Glance dashboard consists 
of the following components: 

 Capacity Status Monitoring: Combines the Virtual Storage Pool Workload, 
Virtual Storage Pool Capacity Remaining, and Clusters in Workload 
components to create a single dashboard for monitoring capacity status 

 Performance Status Monitoring: Combines the Storage Network Workload, 
Storage Port Workload, and Datastores with highest latency components to 
create a single dashboard for monitoring performance status 

vC Ops integration with ESA software combines the features and functionality of 
vC Ops with VNX and VMAX storage and delivers custom analytics and 
visualizations that provide deep visibility into your EMC infrastructure, enabling 
you to troubleshoot, identify, and take quick action on storage performance and 
capacity management problems. 

ESA links vC Ops with an EMC adapter. The adapter is bundled with a connector 
that enables vC Ops to collect performance metrics. The adapter is installed with 
the vC Ops user interface. 

Within the vC Ops custom portal, ESA presents four separate dashboards, two of 
which are universal and one specific to VNX arrays and one specific to VMAX 
arrays. Each dashboard is fully customizable and can be adjusted to display the 
required details and metrics or additional widgets. 

By default, ESA enables the following dashboards in the vC Ops custom portal 
that provide information about VNX and VMAX storage systems: 

 EMC VNX/VMAX Storage Topology dashboard: Provides a view of resources 
and relationships between storage and virtual infrastructure objects. 

 EMC VNX/VMAX Storage Metrics dashboard: Displays resource and metrics 
for storage systems. 

 EMC VNX/VMAX Overview dashboard: Represents a single view of 
performance and capacity of VNX/VMAX resources. 

EMC Storage 
Analytics 
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EMC Storage Topology dashboard 

The EMC Storage Topology dashboard enables you to view and traverse the 
vCenter Operations Manager health trees. The dashboards developed for ESA use 
topology mapping to display resources and metrics.  

ESA establishes mappings between: 

 Storage system components 

 Storage system objects and vCenter objects 

Topology mapping enables health scores and alerts from storage system 
components, such as storage processors and disks, to be shown for affected 
vCenter objects, such as LUNs, datastores, and virtual machines. Topology 
mapping between storage system objects and vCenter objects uses a vCenter 
adapter instance. 

The Storage Topology dashboard enables you to view resources and relationships 
between storage and virtual infrastructure objects for VNX and VMAX adapter 
instances. The EMC VMAX Topology dashboard is shown in Figure 250. Details for 
every object in every widget are available by selecting the object and clicking the 
Resource Detail icon at the top of each widget. ESA displays all related VMware 
objects, which enables you to navigate end-to-end into the underlying storage 
array components, from vSphere datastore clusters and virtual machines to VMAX 
storage groups and FE ports. 

 

 EMC VMAX Storage Topology dashboard Figure 250.

Figure 250 shows the end-to-end tree for VMAX system resources in this solution, 
from the top level vCenter Server instance through to the VMAX front-end ports. A 
health tree for a selected virtual machine (EPCMP-VCAC01) displays the health 
status of all associated parent and child resources, and the associated metric 
sparklines. 



Chapter 9: Service Assurance and Metering  

 

240 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 
Solution Guide 

EMC Storage Metrics dashboard 

The EMC Storage Metrics dashboard, shown in Figure 251, displays a graph with 
each EMC resource and the metrics associated with it. Navigation is from the top 
down, so after choosing the storage system and a specific resource, you can 
select multiple metrics for display on the Metric Graph panel. 

Figure 251 shows the total operations, reads, and writes in MB/s metrics for the 
EPC-FIN-Prod01 VMAX storage group. You can download any one or all of the 
metric charts by clicking the applicable icons. 

 

 EMC storage metrics dashboard with VMAX LUN metrics Figure 251.

Overview dashboard 

VNX and VMAX systems have separate dashboards with details presented as heat 
maps, as shown in Figure 252. This dashboard displays the main storage system 
resource types, thin pools, storage groups, LUNs, front-end ports (VMAX), storage 
processors (VNX), FAST Cache performance (VNX), and the metrics for each one.  

 

 EMC VMAX overview dashboard displaying object heat maps Figure 252.

The heat map colors work on two different levels, a green to red legend represents 
either usage (for example, thin pool allocation) or performance (for example, 
latency). A blue legend represents relative usage across that metric within an 
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array (for example, total writes). For any one of the objects displayed, a full 
historical perspective is available on the EMC Storage Metrics dashboard. 

 

VMware vCenter Log Insight, shown in Figure 253, delivers automated log 
management with system analytics, aggregation, and search. With an integrated 
cloud operations management approach, it provides the operational intelligence 
and enterprise-wide visibility needed to proactively enable service levels and 
operational efficiency in dynamic cloud environments. 

 

 Centralized logging of private cloud components with vCenter Log Insight Figure 253.

Log Insight can analyze log events from any vCloud Suite component that can 
forward syslog feeds. You can configure all components of the management 
cluster and infrastructure to feed your logs into Log Insight. Some of this 
configuration is achieved using pre-packaged EMC content packs, while the 
remainder is done by manually configuring syslog operations. 

vC Ops integration 

Log Insight and vC Ops can be integrated in the following two independent ways: 

 Log Insight can send notification events to vC Ops 

 The Launch in context menu of vC Ops can display actions related to Log 
Insight 

To enable Log Insight to obtain tasks, events, and alerts from a vCenter Server 
instance, go to vSphere Integration under Log Insight Administration. Specify the 
host name and user credentials for the vCenter Server system, as shown in Figure 
254, and click Test Connection to verify the connection.  

Centralized log 
management 
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  Configure vCenter Server integration for Log Insight Figure 254.

To allow Log Insight to send alert notifications triggered by Log Insight alarms, 
specify the hostname and user credentials for the UI virtual machine of the vC Ops 
vApp, as shown in Figure 255, and click Test Connection to verify the connection. 

To enable vC Ops to launch Log Insight with an object-specific query, go to vC Ops 
Integration under Log Insight Administration, enter vC Ops access details and 
select Enable launch in context. 

 

 Enable vCenter Log Insight integration with vC Ops Figure 255.

A “registration successful” message appears after Enable launch in context is 
registered and enabled. Saving these changes requires that you restart vCenter 
Log Insight. 

The Enable launch in context functionality allows you to view events related to a 
specific object by launching vCenter Log Insight directly in context of that object. 

The example in Figure 256 uses the integration between Log Insight and vC Ops in 
which the Actions menu in vC Ops triggers a search of all relevant Log Insight 
information on the selected item. 
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 Search logs for cloud management platform directly from vC Ops Figure 256.

The launch-in-context functionality filtered the logs using the constraint hostname 
equals <each hostname>, which results in only events that match that criteria 
being displayed, as highlighted in Figure 257. 

 

 vCenter Log Insight filtering logs for the management cluster components Figure 257.

In addition to the launch in context functionality, vC Ops also provides a content 
pack that presents log data in a more meaningful way and analyzes the logs that 
are redirected from a vC Ops instance. 

The vC Ops Content Pack provides the following: 

 Collection of logs from all vC Ops servers  

 Default queries to log key fields and events  

 Pre-configured dashboards for quick and easy troubleshooting 

In total, the content pack provides six dashboard groups, 32 dashboards, 24 
queries, 11 alerts, and 40 extracted fields. You can use these queries and 
dashboards to monitor and troubleshoot various issues in the vC Ops 
environment. 

Content packs are available for many of the components used in this private 
cloud solution. Content packs are immutable, or read-only, plug-ins to vCenter 
Log Insight that provide predefined knowledge about specific types of events, 
such as log messages. The goal of a content pack is to provide knowledge about a 
specific set of events in an easily readable format for administrators, engineers, 
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monitoring teams, and executives. Each content pack is delivered as a file, and 
can be imported into any instance of Log Insight. 

As shown in Figure 258, you can navigate to Content Packs area in Log Insight and 
download individual content packs to the VMware solution exchange and then 
import them. More information on content packs and downloads for Log Insight is 
available on the VMware vCenter Log Insight page on the VMware solution 
exchange website. 

 

 vCenter Log Insight Content Packs Figure 258.

When integrated with Log Insight, EMC content packs for Avamar, VNX, and VMAX 
provide dashboards and user-defined fields specifically for these EMC products 
enable administrators to conduct problem analysis on VNX and VMAX systems 
and backup infrastructure.  

In large environments with numerous log messages, you can use runtime field 
extraction with Log Insight to instantly locate and extract the most important data 
fields with regular expressions. 

EMC has developed a custom content pack for VMAX log information and provides 
several dashboards that contain widgets as follows: 

 Overview: Widgets for all VMAX data in the Log Insight instance 

 Local and Remote Replication: Widgets for log messages generated for SRDF 
or TimeFinder 

 Virtual Provisioning Overview: Widgets for thin pool and device events 

 Director Events: Widgets for any front-end or back-end director events in 
VMAX 

  

https://solutionexchange.vmware.com/store/loginsight
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An example of the dashboards provided by the VMAX Content Pack is provided in 
Figure 259. 

 

 Sample of the dashboard views available with EMC VMAX Content Pack Figure 259.

For configuration details refer to Forwarding log files to vCenter Log Insight. 

For detailed information around the VMAX Content Pack, refer to Using the EMC 
VMAX Content Pack for VMware vCenter Log Insight white paper. 

The EMC Avamar Content Pack, shown in Figure 260, contains a single dashboard 
containing multiple widgets, each detailing activities that have occurred in 
Avamar. These activities can be related to backup, restore, and replication. Each 
of these activities includes fields with properties such as the following: 

 Virtual machine name 

 Backup duration 

 Total bytes scanned/protected 

 Total new bytes (source deduplicated and new to the backup appliance) 

 Message summary 

The activities focus on events that have already occurred rather than the current 
status. 

http://www.emc.com/collateral/white-papers/h12138-emc-vmax-content-pack-vmware-loginsight-wp.pdf
http://www.emc.com/collateral/white-papers/h12138-emc-vmax-content-pack-vmware-loginsight-wp.pdf
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 Sample of the dashboard view: Avamar Content Pack Figure 260.

Note: The EMC Avamar Content Pack is not officially supported, but is available to use. 

For details refer to Forwarding log files to vCenter Log Insight. 

The EMC VNX Content Pack provides the following dashboards: 

 Overview 

 Alerts/Faults 

 Commands 

 System Notifications 

 Background Processes 

Each dashboard contains multiple widgets specific to their parent dashboard. 
Figure 261 displays the widgets available in the Overview dashboard for VNX. 

 

 Sample of the dashboard view: VNX Content Pack Figure 261.
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vCenter Log Insight ships with the VMware vSphere Content Pack, which when 
used with Log Insight vSphere integration provides deep knowledge and insight 
into VMware vSphere logs. 

The vSphere Content Pack provides a comprehensive list of events and event 
types for vSphere environments, with the following dashboards: 

 Overview 

 ESX/ESXI Hosts 

 SCSI/iSCSI and NFS 

 vCenter Servers 

 Events, Tasks, and Alarms 

You can clone and add widgets to a personalized dashboard for a more custom 
view required by the user. Figure 262 shows an example of the Enterprise Private 
Cloud dashboard that contains widgets for the content packs specific to this 
solution. 

 

 Customized Enterprise Private Cloud dashboard using multiple content packs Figure 262.

This section provides information on the installation of the ViPR Analytics adapter 
and the ESA adapter on an existing vC Ops instance. The installation of ESA is not 
required if you opt to install the EMC customized vC Ops vApp with the built-in 
adapters. The ViPR Analytics adapter is not installed on the EMC customized 
vC Ops vApp; its installation, therefore, is still required. 

To use the EMC ViPR and Storage Analytics adapters in your enterprise private 
cloud environment, you need to have a vC Ops5.7 or later instance with the 
Advanced or higher license. You must obtain the appropriate ViPR and ESA 
Adapter PAK files. 

  

Installing ViPR and 
Storage Analytics 
adapters 
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Updating the vC Ops appliance 

To integrate ViPR and ESA with vC Ops upgrade the vC Ops appliance with the 
applicable EMC Adapter PAK files by performing the following steps for each PAK 
file: 

1. Save the PAK file in a temporary folder. 

2. Start the vC Ops administrative user interface in your browser and log in 
as an administrator. For example: http://<vCOPs_ip_address>/admin 

3. Under Update, click Browse to locate the adapter PAK file. 

4. Click Update. 

The status of the upgrade process is displayed, as shown in Figure 263. 

 

 vCenter Operations appliance update with EMC ViPR Adapter Figure 263.

Configuring adapter instances 

vC Ops requires an EMC Adapter instance for each resource to be monitored. The 
instance specifies the type of adapter to use and the information needed to 
identify and access the resource. This solution uses separate adapter instances 
for ViPR and ESA. 

The EMC ViPR Analytics Pack for vCenter Operations uses a single adapter 
instance to identify and access resources such as capacity and performance 
metrics. 

With ESA, the vC Ops uses a single adapter to identify and access resources as 
follows: 

 Adapter instance for vCenter 

 Adapter instance for VNX block 

 Adapter instance for VMAX 

The adapter instance for vCenter is a prerequisite for other adapter instances. If 
this adapter is not configured, other adapter instances will function normally but 
will not display visible connections between the VMware objects and the array 
objects. After the adapter instances are created, the vC Ops Collector requires 
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several minutes to collect statistics, depending on the size of the storage system 
configuration.  

Adding an adapter instance for vCenter 

All storage system adapter instances require the adapter instance for vCenter, 
which you must add first. 

To add an adapter instance for vCenter: 

1. Start the vC Ops custom user interface and log in as an administrator. 

For example, type the following in a web browser: 

http://<vCOPs_ip_address>/vcops-custom 

2. Select Environment > Configuration > Adapter Instances. 

3. Click Add New Adapter Instance. The Add Adapter Instance screen 
appears. 

4. Set the following parameters: 

 Collector: vC Ops Standard Server 

 Adapter Kind: EMC Adapter 

 Adapter Instance Name: Any descriptive name. For example, EPCMP-
VC01 

 Management IP: IP address of the vCenter Server 

 Array ID (optional): This field must be blank for vSphere connection 
type 

 Connection Type: VMware vSphere 

 License (optional): Blank. Not applicable for EMC Adapter instance for 
vCenter. 

The Add Credential screen appears with Adapter Kind set to EMC Adapter. 

5. Set the following values: 

 Credential kind: vCenter Credentials 

 Instance name: Any descriptive name. For example, EPCMP-VC01 
Credentials. 

 User name: User name that ESA uses to connect to the vCenter 
system. If a domain user is used, the format for the username is 
DOMAIN\USERNAME. 

6. Enter the password for the ESA username on the vCenter system. 

7. Click Test to test the adapter instance, as shown in Figure 264. If the 
connection is correctly configured, a confirmation box appears. 
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 Configure vCenter Adapter instance Figure 264.

The new adapter instance polls for data every five minutes by default. At 
every interval, the adapter instance collects information about the 
vSphere datastore and any virtual machines with RDM.  

8. To edit the polling interval, select Environment > Environment Overview > 
Resource Kinds > EMC Adapter Instance > All Attributes.  

9. Select the EMC Adapter instance and click Edit Resource to configure the 
new value. 

Adding a EMC ViPR adapter instance for software-defined storage 

To add a ViPR adapter instance for software-defined storage: 

1. Start the vC Ops custom user interface and log in as an administrator. 

For example, https://<Hostname>/vcops-custom where 
<Hostname> is the IP address or hostname of the user interface virtual 
machine for the vCenter Operations Manager virtual application. 

2. Click Environment > Configuration > Adapter Instances. The Manage 
Adapter Instances dialog box appears. 

3. Click the icon to add a new adapter instance. 

The Add Adapter Instance dialog box appears. 

4. Select VCenter Standard Operations Server from the Collector list. 

5. Select EMC ViPR Adapter from the Adapter Kind list. 

6. Type an adapter instance name, for example, EPCMP-ViPR01. 

7. Type a hostname, an FQDN or the IP address of the ViPR instance. For 
example, 192.168.1.135. 

8. For Enable Filtering of Non-vCenter Related Objects, click True or False. 

Note: Setting the value to false disables filtering. Any resources that are created due to 
the lack of filtering must be removed from vC Ops manually. Disabling filtering can result 
in vC Ops exceeding the maximum number of objects it can support. 
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9. Create a new credential, or select an existing credential. For a new 
credential, follow these steps: 
a. Click Add. 

b. For Credential Kind, select EMC ViPR Credential. 

c. Type the instance name, for example, EPCMPViPR. 

d. Type the EMC ViPR user name, for example, 
myadmin@corpname.com. 

e. Type the EMC ViPR password, for example: sysadminpassword. 

f. Click OK. 

10. Click OK again. 

 

 Add Adapter Instance: EMC ViPR Analytics adapter Figure 265.

After the analytics pack is created, completion of the first data collection can take 
several minutes. If data is collected from ViPR, navigate to Environment > 
Environment Overview to find new resources. 

 Adding EMC Adapter instances for each storage system 

Before continuing with the EMC Adapter configuration for the storage system, 
obtain the adapter license key for each storage system. Each storage system 
requires an adapter instance and all instances require the EMC Adapter instance 
for vCenter.  

Add the adapter instances in the following order: 

1. Add the EMC Adapter instance for vCenter.  

2. Add and configure an adapter instance for each storage system.  

Adapter instances are licensed per storage system, and a VNX can use the same 
license for file and block. 

To add and configure an EMC Adapter instance for each VNX storage system: 

1. Start the vC Ops custom user interface and log in as an administrator. 

For example, in a web browser, type: http://<vCOPs_ip_address>/vcops-
custom 

2. Select Environment > Configuration > Adapter Instances. The Manage 
Adapter Instances screen appears. 

3. Click Add New Adapter Instance. The Add Adapter Instance screen 
appears. 

4. Set the following values: 

 Collector: vC Ops Standard Server. 

 Adapter Kind: EMC Adapter. 
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 Adapter Instance Name: Any descriptive name, for example, VNX Block 
Storage System or the array ID. 

 Management IP: For VNX block, use the IP address of one storage 
processor (SP) in a single array. Do not add an adapter instance for 
each SP. 

 Array ID (optional): Not applicable to VNX file and VNX block 
connection types. 

 Connection Type: VNX File or VNX Block. 

 License (optional): License key required for the array. Verify that the 
license is for the array that you want to monitor. 

 Log Level: Configure log levels for each adapter instance. The four 
levels for logging information are ERROR, WARN, INFO, and DEBUG. 
The ERROR level only logs error conditions, which provides the 
smallest amount of logging information. 

 Credential: Select previously defined credentials for this storage 
system or click Add. 

The Add Credential screen appears with Adapter Kind set to EMC 
Adapter. 

5. Set the following values: 

 Credential: Select any previously defined credentials for this storage 
system, otherwise, click Add. 

 Adapter Kind: Retain the EMC Adapter setting. 

 Credential Kind: Default VNX Block Credentials or Default VNX File 
Credentials 

 Adapter Instance Name: Any descriptive name, for example, Default 
VNX Credentials. 

 Username: Username that ESA uses to connect to the storage system. 

For VNX file, use the credentials of the Control Station. For VNX block, 
use the credentials of the storage processors. 

 Password: Password for the ESA username on the storage system. 

6. Click OK. The Add Adapter Instance screen reappears, as shown in Figure 
266. 
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 Add Adapter Instance Figure 266.

7. Click Test to validate the values you entered. 

If the adapter instance is configured correctly, a confirmation box appears. 
Testing an adapter instance validates the values you entered. If you enter 
invalid values and do not validate them or you skip this step the adapter 
instance changes to the red (warning) state. 

8. To finish adding the adapter instance, click OK. 

Editing the EMC Adapter instance for your storage system 

After installing the EMC Adapter instance and configuring the adapter instance for 
your storage system, edit the adapter instance properties for your storage system, 
with specific configurations and a license key. The adapter instances for storage 
systems require licenses. Adapter instances are licensed per storage system. A 
VNX can use the same license for file and block. 

To install the license: 

1. Start the vC Ops custom user interface and log in as an administrator. For 
example, in a web browser, type: http://<vCOPs_ip_address>/vcops-
custom 

2. Select Environment > Configuration > Adapter Instances. The Manage 
Adapter Instances screen appears. 

3. Select the row of an EMC Adapter instance, such as Adapter Kind, and 
click Edit Selected Adapter Instance. 

4. Copy and paste the VNX license key into License, as shown in Figure 267. 
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 Enter VNX license file Figure 267.

5. To test the configuration, click Test. If the adapter instance is correctly 
configured, a confirmation box appears. 

6. To finish editing the adapter Instance, click OK. 

After the EMC Adapter instance integration and configuration is complete, the 
vC Ops custom user interface provides visibility of the storage performance and 
capacity metrics across several separate dashboards: 

 EMC Storage Topology 

 EMC Storage Metrics 

 EMC VNX Overview 

The same procedure should be followed for configuring the EMC Storage Analytics 
adapter instance for VMAX storage. 

For detailed implementation procedures refer to: 

 vApp Deployment and Configuration Guide: vCenter Operations Manager 

 EMC ViPR Analytics Pack for VMware vCenter Operations: Installation and 
Configuration Guide  

 EMC Storage Analytics Version 2.1 Installation and User Guide 

Remote Syslog architectures 

Remote Syslog is used for various reasons, including: 

 Aggregation 

 Querying 

 Correlation 

 Retention 

 Security/Compliance/Auditing 

Every VMware product and physical device (for example, compute, network, and 
storage) generates log messages. Every virtual machine, including operating 
system and application, generates log messages. An enterprise private cloud 
environment generates many log messages per day and the amount of logs can 
increase if issues arise. Troubleshooting and finding root causes for issues is 
challenging unless logs can be aggregated and queried. 

Forwarding log 
files to vCenter Log 
Insight 
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For smaller instances of this private cloud solution, every device for which you 
want to collect events is configured to send events directly to one or more Log 
Insight instances, as shown in Figure 268. This is referred to as client-server 
architecture. 

 

 Log Insight Client-Server architecture Figure 268.

This client-server architecture works well for the following types of environments: 

 Greenfield, no Syslog to date 

 Leverage automation and/or configuration management 

 Less than 750 devices sending remote syslog 

For larger instances of this private cloud solution, a hub-and-spoke architecture 
with a Syslog aggregator works well, as shown in Figure 269. 

 

 Log Insight Hub-and-Spoke architecture Figure 269.

A syslog aggregator is a syslog server that processes or stores syslog events and 
forwards events to another syslog server. 

The hub-and-spoke architecture is suited to environments, such as the following 
which: 

 Leverage remote syslog 

 Leverage automation or configuration management 

 Have approximately 750 devices sending remote syslog 
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For more information on remote syslog architectures for vCenter Log Insight, refer 
to Log Insight: Remote Syslog Architectures. 

Sizing information for VMware vCenter Log Insight for this private cloud solution is 
in Resource Sizing Guide. 

 

Configuring cloud management platform ESXi servers to forward log files to Log 
Insight 

The installation of the various content packs in vCenter Log Insight does not 
automatically present the event data to the user. Some configuration is required, 
either in vCenter Log Insight or on the client end. This section contains 
information about configuring these components. 

To configure ESXi servers to forward their log file to Log Insight, the ESXi syslog 
configuration details must be configured in the Administration section of Log 
Insight. In the Integration section, select vSphere, and within the vCenter Server 
entries, select the View ESXi syslog configuration details, as highlighted in Figure 
270. The ESXi servers managed by the vCenter Server are displayed, allowing the 
ESXi server to be selected for configuration. 

 

 Select View ESXi syslog configuration details Figure 270.

The Log Insight server in this solution manages logs from the vCenter Server, 
which manages all of the clusters that manage and support this private cloud 
solution. Figure 271 shows a configuration example for Log Insight of the ESXi 
hosts supporting the private cloud management platform and the resource 
clusters. As new ESXi servers are added to the environment, they must be 
configured for syslog forwarding. 

http://blogs.vmware.com/management/2013/09/log-insight-remote-syslog-architectures.html
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 Configure syslog target for ESXi servers Figure 271.

After they are configured, the ESXi servers send their syslog entries to the Log 
Insight server where they are automatically be displayed in the ESX/ESXi 
dashboard as part of the VMware vSphere Content Pack. 

Monitoring cloud management components with vCenter Log Insight 

The various components of the private cloud management platform should be 
configured to forward the application logs to Log Insight. The configuration for 
these components is provided in the Security section of this solution guide. 

Configuring Syslog on EMC Avamar for Log Insight 

To configure Syslog: 

1. From the Avamar Admin console, select Tools > Manage Profiles. A new 
profile must be created to forward events to vCenter Log Insight, as 
highlighted in Figure 272. 
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 Create new profile for vCenter Log Insight Figure 272.

2. Confirm that the only notification selected is Syslog, and that both SNMP 
trap and email notifications are not selected. 

3. Click Finish. The new profile appears in the tree list, from where it can be 
edited to include the syslog information, as shown in Figure 273. 

4. Click Syslog Notification and type the IP address or name of the vCenter 
Log Insight server. Ensure that Include extended event data is selected 
and User is the facility. 

 

 Configure syslog server information for the vCenterLogInsight profile Figure 273.
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5. Select Event Codes. The only events used in the Summary column begin 
with Activity. 

6. Select Notify next to the events that will be sent to Log Insight, as shown 
in Figure 274. 

 

 Select event codes to be sent to vCenter Log Insight Figure 274.

Note: Events other than Activities can be classified under Interactive Analysis, so that 
Log Insight can properly parse the message and related fields. More or fewer events 
might be shown, depending on your version of Avamar. 

Install the Avamar Content Pack in vCenter Log Insight, if it has not already been 
installed. 

 

To use VMAX Content Pack, configure Solutions Enabler to send log information to 
the vCenter Log Insight syslog server.  

Solutions Enabler contains a built-in capability that monitors the Symmetrix event 
log, using the storevntd event daemon, and sends those event messages to a 
remote syslog server. The event daemon does not issue events to a remote syslog 
server by default and so must be configured to do so. 

On the server containing the Solutions Enabler installation, browse to the file 
named daemon_options at C:\Program Files\EMC\SYMAPI\config\. The entries 
that need to be edited in this file are listed in Table 19. 

Table 19. Editing the daemon_options file 

File entry Set to 

#storevntd:LOG_EVENT_TARGETS storevntd:LOG_EVENT_TARGETS = syslog 

#storevntd:LOG_EVENT_SYSLOG_HOST storevntd:LOG_EVENT_SYSLOG_HOST = 
<LogInsight IP Address> 

#storevntd:LOG_EVENT_SYSLOG_PORT storevntd:LOG_EVENT_SYSLOG_PORT = 514 

Configuring syslog 
notifications for 
EMC VMAX to Log 
Insight 
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#storevntd:LOG_SYMMETRIX_EVENTS storevntd:LOG_SYMMETRIX_EVENTS = status, 
groups, optimizer, events, array subsystem, 
checksum, diagnostic, environmental, device 
pool, service processor, srdf system, srdf link, 
srdfa session, srdf consistency group, director, 
device, disk, smc, spa 

 
The categories included in the LOG_SYMMETRIX_EVENTS option determine exactly 
what information is sent to vCenter Log Insight, where the VMAX Content Pack can 
then use them. By default, any category applies to all VMAX arrays presented to 
Solutions Enabler, unless the array SID is specifically listed as a category, such as 
sid=000194901342. 

The final two categories specified in the storevntd:LOG_SYMMETRIX_EVENTS are 
smc and spa, which refer to alerts that Unisphere for VMAX and the performance 
option generate. Further configuration of Alert Settings and Notifications is 
required in Unisphere for VMAX to enable these performance-related events to be 
sent to the syslog server. 

References 

For more information and details on how to set up syslog across vCAC, refer to 
vCAC remote logging. 

Capacity planning and optimization 

VMware vC Ops provides powerful capacity planning features that help predict 
behavior and evaluate the potential impact of future growth on the underlying 
resources that support an enterprise private cloud environment. 

The capacity planning component of vC Ops provides statistics on the current 
utilization, as shown in Figure 275. It can also provide a prediction for a what-if 
scenario where the infrastructure environment might be influenced by an 
increased or decreased number of ESX hosts, storage, or virtual machines on 
existing or new consumption profiles. By implementing the what-if scenario, 
vC Ops models can predict the impact for planning capacity requirements in 
advance. 

 

 Virtual machine capacity details for the cloud management platform Figure 275.

As shown in Figure 275, the capacity figures are based on demand and 
consumption trends of the currently operating virtual machines. 

http://sflanders.net/2014/02/19/vcac-remote-logging/
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To plan the capacity requirements for future growth, the user can create a what-if 
scenario that contains a virtual machine profile that is based on an existing virtual 
machine or a new one, as shown in Figure 276. 

 

 Specify a reference virtual machine configuration for what-if scenario Figure 276.

As shown in Figure 276, the virtual machine profile can be tailored to specify not 
just the allocation of resources but also their actual usage and consumption. After 
you add 20 new virtual machines, the remaining available capacity for the virtual 
machine is shown, refer to Figure 277. 

 

 What-if scenario: Adding 20 new virtual machines Figure 277.

Under- or over-utilized virtual machine dashboard 
In situations where resources are limited, vC Ops is capable of identifying 
reclaimable, underutilized resources in idle or oversized virtual machines. As 
related to resource optimization, the Waste dashboard compares configured and 
recommended CPU and memory metrics and determines oversized virtual 
machines, according to actual resource consumption over a defined period of 
time.  

The definition of under- or over-utilized virtual machines is based on policy and 
customizable to suit specific business requirements, as shown in Figure 278. 
Multiple policies can be created and applied, as appropriate. 



Chapter 9: Service Assurance and Metering  

 

262 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 
Solution Guide 

 

 Edit policy to specify thresholds for virtual machines Figure 278.

The dashboard detail provides a list of oversized virtual machines, with 
recommended optimal resource configurations of appropriate values for CPU and 
RAM resources according to real consumption history, as shown in Figure 279. 

 

 List of oversized virtual machines Figure 279.

vCenter Operations reports 
Reports in vC Ops provide a more formal reporting structure for the various views 
and summaries available in Planning. Each report can have a specific schedule 
attached or can be run manually, as shown in Figure 280, for the Virtual Machine 
Capacity Overview Report. 
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 Schedule a report in vC Ops Figure 280.

Note: The New Report Schedule functionality is password protected and provides the 
ability to email the completed report to multiple addresses. 

When a report has successfully completed, it, and previously run instances of the 
same report, can be downloaded in either PDF or CSV format, as shown in Figure 
281. 

 

 Completed reports available for download Figure 281.

The scope of reporting with vC Ops in this Enterprise Private Cloud solution 
includes the private cloud management platform and resources used by vCAC. 
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Metering 

The private cloud environment requires flexible metering and costing models that 
can account for the utilization of all resources within the environment. VMware 
ITBM Suite Standard Edition is a valuable business management tool in VMware’s 
cloud management portfolio. It is designed for customers who are looking for a 
simplified management solution that will help provide them with focused cloud 
infrastructure costing. ITBM provides the cost of a virtual machine and utilization 
of shared resources to help you better manage demand, budget for the future and 
view your capital and operating expenditures, while driving accountability over 
cloud resources to lower TCO. 

As shown in Figure 282, ITBM Standard Edition is integrated as part of vCAC to 
provide business management and cost transparency capabilities to your virtual 
infrastructure.  

 

 ITBM Overview Figure 282.

ITBM allows the cloud administrator to:  

 Determine pricing of vCAC blueprints by using the current cost and 
utilization levels of virtual machines as a reference. 

 Make decisions related to placement of workloads based on the cost and 
services that are available in your hybrid cloud environment. 

 Provide showback cost of virtual machine and blueprints based on the 
business unit and application group in the private cloud environment. 

 Manage costs based on capital and operating expenditures. 

 Get an accurate cost of virtual machines without performing any financial 
configurations. 

The figures displayed on the dashboard, as shown in Figure 282, are fully 
interactive. The dashboard displays projected information for the current month. 
ITBM performs monitoring of the environment, collects new usage statistics, 
recalculates the displayed data over time, and updates the figures, as necessary.   
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More detailed information for each topic is available as you navigate with the 
ITBM. More detailed reports with breakdowns of machine quota, memory, and 
storage usage by business group, virtualization compute resources, and 
blueprints are available in Reports. 

VMware has positioned ITBM Standard Edition to give the cloud administrator a 
complete picture of the virtual environment. In this Enterprise Private Cloud 
solution, we focus on the Business Management Administrator role within ITBM. 

The Business Management portal is available only to users with the following 
permissions: 

 Business Management Administrator 

 Business Management Read-only user 

Note: The Business Management Read only user has permissions to view all data, but is 
unable to make changes. 

It can be challenging for an enterprise to map the cost of running IT services to the 
value they deliver to the business unit consumer. Determining the consumer of 
your IT services, the costs associated with the rendered services and the value 
those services add to the consumer, strengthens the relationship between IT and 
the enterprise. 

ITBM is integrated with vCenter and has the ability import existing resource 
hierarchies, folder structures, and vCenter tags to associate private cloud 
resource usage with business units, departments, and projects. 

Along with detailed reports, ITBM contains a number of views containing 
information on the following: 

 Operational Analysis 

 Demand Analysis 

Operational Analysis 

Operational Analysis allows the cloud administrator to analyze the costs of the 
underlying service resources of your private cloud. These resources include CPU, 
RAM, storage, and operating system (license and labor). 

The operational analysis module accepts the total monthly operating cost in your 
cloud infrastructure, as modeled by using the cost driver component as input, and 
arrives at the base rate for CPU and RAM expressed in terms of dollar per 
gigahertz and dollar per gigabytes of CPU and RAM respectively. The derived base 
rates for CPU, memory, and storage configured in the cost driver are then used to 
calculate the total monthly operating cost. Certain costs are directly attributed to 
the virtual machines, for example, desktop operating system licenses and labor 
costs are classified under the heading of OS (License and Labor), which are not 
part of resource base rates. 

As shown in Figure 283, this dashboard allows the user to visualize the total 
loaded cost of CPU, RAM, storage, OS, and virtual machines running on different 
generation of servers and costs. 

Private cloud cost 
analysis and 
reporting 
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This information enables the cloud administrator to optimize workload 
placements based on the generation of hardware (for example, virtual machines 
on older servers might cost more than the virtual machines on new servers) and 
get visibility into how costs for CPU and RAM are trending over time. 

 

 ITBM Operational Analysis of private cloud environment Figure 283.

The cloud administrator can adjust how the cost allocation occurs in the virtual 
infrastructure. The total loaded cloud cost includes hardware, operating systems, 
maintenance, network, labor, and facilities costs. These costs are allocated on the 
virtual infrastructure. To compute the loaded unit cost of CPU and RAM, the 
administrator can set the expected CPU value and memory utilization, as shown in 
Figure 284. 

 

 ITBM: Set expected utilization of CPU and RAM Figure 284.

The utilization levels of clustered and un-clustered hosts are derived from the 
average monthly usage data from vCenter. This enables the cloud administrator to 
understand the loaded costs by cluster and to manage unallocated costs based 
on utilization levels. 

Demand Analysis 

Through Demand Analysis, the VMware ITBM Suite Standard Edition allows the 
user to easily determine their cloud resource consumers, the purpose for which 
they are being consumed, and the costs associated with running those resources. 

Figure 285 shows a list of cost centers that provides cost and usage of CPU, RAM, 
and storage of virtual machines for the current month, categorized based on the 
application, and the business unit. It also shows the monthly usage trend in a 
linear graphical manner. The data is displayed at the beginning of the month 
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based on previous month’s averages and is then updated throughout the month 
as utilization varies. 

 

 ITBM Demand Analysis of private cloud Figure 285.

ITBM provides intuitive navigation to detailed information. By clicking Projects the 
cloud administrator can view a breakdown of applications and the total cost of 
virtual machines for each of the applications, as shown in Figure 286. This also 
provides a visual view of cost and usage of CPU, RAM, and storage for virtual 
machines, categorized based on the application in that business unit. 

 

 ITBM Demand Analysis: Application costs Figure 286.

Figure 287 shows a more detailed breakdown of cost and usage data for each 
cloud resource, which can be viewed by clicking live VMs. This view provides a list 
of virtual machines and usage by CPU, RAM, storage, OS, and costs for each 
component. Click each virtual machine to show the virtual machine resource cost 
history chart. 

 

 ITBM Demand Analysis: Virtual machine costs Figure 287.
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Reporting 

ITBM Standard Edition has a powerful reporting engine that allows you to obtain 
information about various system objects such as servers, datastores, virtual 
machines, virtual machines of the public cloud, and clusters, to visualize their 
CAPEX and OPEX costs. You can also export the reports in a CSV format to use the 
data for further analysis. 

ITBM provides the user with the following reports containing detailed information 
for the selected topics: 

 Servers: Provides details about all servers that run your private cloud and is 
expandable to provide details for each cost driver 

 Datastores: Provides details about each of the datastores seen by the 
vCenter Servers that ITBM is monitoring 

 VMs: Provides details about all of the virtual machines running in the 
environment 

 Clusters: Provides details about the servers within the clusters of the virtual 
environment 

The Servers report, shown in Figure 288, displays details for all servers hosted in 
the private cloud. You can add more server information by selecting cost drivers 
such as server hardware, OS licensing, maintenance, physical server labor, 
network, facilities, other costs, and allocation costs. ITBM Standard Edition also 
displays the total loaded costs of servers. 

 

 ITBM Server report Figure 288.

The Servers report displays details such as server ID, vCenter Server ID, host 
name, description, CPU, RAM, and various other useful details. ITBM appends 
color-coded sections to the report for every cost driver metric that is selected in 
each report, as shown in Figure 289. The displayed cost drivers can be configured 
as appropriate. 
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 ITBM report color coding for cost drivers Figure 289.

The server hardware detail, shown in Figure 290, contains information relating to 
the purchase date of the server, the original price, the depreciated value, the 
current reference price and the total monthly cost. 

 

 ITBM Server report: Server Hardware Figure 290.

Figure 291 shows the licensing cost metrics selected in the Servers view. The 
metrics show the licensing cost amortized monthly and by operating system, the 
number of sockets being licensed, and the associated per-socket costs. 

 

 ITBM Server report: OS Licensing Figure 291.

The VMs report, shown in Figure 292, shows details for all virtual machines 
running in the private cloud. The report can be viewed either in a grid view or a 
vCenter Server folder structure. This report contains all of the virtual machine 
specifications, and usage and utilization details that contribute to the total price. 
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 ITBM VM report Figure 292.

The report show the various cost drivers such as storage cost, compute cost, OS 
labor, OS licensing, OS maintenance, VI labor, and direct cost. A total monthly 
cost is displayed at the end of each row, as shown in Figure 293. 

 

 ITBM VM report with Total VM Monthly Cost Figure 293.

The report can be sorted based on consumers, applications, and vCenter tags. As 
with the other reports, this report can be exported into a CSV format to be used 
with other applications. 

Cost drivers 

Cost drivers are the costs that are incurred in managing a datacenter. The 
Business Management Administrator can manually input the cost drivers. If cost 
drivers are not input, the cost driver values are obtained from the reference 
database included with the ITBM Standard Edition. 

ITBM Standard Edition categorizes the cost drivers into Server Hardware, Storage, 
OS Licensing, Maintenance, Labor, Network, Facilities, and Other Costs, as shown 
in Figure 294. The cost driver data that you provide is the monthly cost, except for 
the server hardware cost. 
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 ITBM cloud cost overview Figure 294.

These costs can be displayed as percentage value or unit rate and might not 
always show the actual cost. The final amounts of cost drivers are calculated by 
the user’s inputs. If the inputs are not provided for cost drivers, the default values 
are taken from the reference database, which is part of the ITBM Standard Edition 
product. 

The cloud cost view allows the user to visualize all of the factors that affect the 
cost of the environment. Figure 295 shows an example of this view for Server 
Hardware. 

 

 ITBM cloud cost: Server Hardware details Figure 295.

In addition to breaking down the costs into categories, the ITBM cloud cost 
displays the graphical representation of the monthly costing trends, the actual 
cost and the reference cost. The costs have been calculated using the default cost 
drivers from the ITBM reference database. The information in the database is 
derived from industry standards data and vendor specific data. 

Figure 296 shows the edit screen. The administrator can manually edit the 
monthly cost of all cost drivers from the current month and onward. The 
configuration used for cost drivers determines how ITBM Standard Edition 
calculates and displays the cost. 
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 ITBM cloud cost: Edit monthly costs of server hardware Figure 296.

Cost profiles 

VMware ITBM Standard Edition uses the reference database, which is preloaded 
with industry standards data and vendor specific data to generate the base price 
for vCPU, RAM, and storage values. These prices, which show the default cost of 
CPU, RAM, and storage, are automatically consumed by the vCAC, as shown in in 
Figure 297. This feature eliminates the need to manually configure cost profiles in 
vCAC and assign them to compute resources, as shown for storage resources. 

 

 ITBM Automatic cost profile for storage resources in vCAC Figure 297.

Through its integration with VMware vCenter and vCAC, ITBM allows the cloud 
administrator to automatically track the utilization of storage resources provided 
by EMC ViPR. 

Storage profiles are created and based on storage capabilities, which are aligned 
with the storage service levels. This integration enables ITBM to automatically 
discover and group datastores in line with their storage profile. 

Figure 298 shows that the cost profiles created in vCenter are discovered by ITBM. 
This allows the Business Management Administrator to group tiered datastores 
provisioned with ViPR and set the monthly cost per GB as needed. 



 Chapter 9: Service Assurance and Metering 

 

273 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 

Solution Guide  

 

 VMware ITBM chargeback based on storage profile of datastore Figure 298.

If the predefined price points do not meet the needs of the private cloud provider, 
the ITBM administrator can manually configure the price of the vCPU, RAM, and 
storage values. This allows the administrator to: 

 Select Set Default prices, where price is the cost for CPU, RAM, and storage 

 Manually set the prices for each of the clusters and non-clustered hosts 

 Manually set the price for each of the datastores 

The ITBM Suite helps IT organizations make the transition from an IT service 
provider to IT service broker. This suite helps IT organizations understand the 
costs associated with their hybrid cloud services through greater cost visibility 
and, in turn, promotes cost optimization and greater efficiency. It helps bridge the 
gaps between different business units and thus achieve a better working 
relationship. 

ITBM allows service brokers to understand their hybrid cloud sourcing options 
and provide choices for the consumers through private and public cloud 
comparisons and efficient automation. ITBM promotes greater cost transparency 
so the provider and the consumer can have a clear view of the consumption and 
cost of their IT services. This allows the service provider and the line of business 
manager to control their expenses, make better sourcing decisions, and provide 
greater economic value to their business or organization. 

 

ITBM Standard Edition is integrated as part of vCAC and is displayed as a page in 
the vCAC self-service portal. This solution uses VMware vCenter Server as its 
endpoint, so ITBM is configured to manage that vCenter Server.  

The cloud administrator can navigate to Administration in the vCAC self-service 
portal and configure the vCenter Server connection under the Business 
Management section, as shown in Figure 299. 

Configuring ITBM 
integration with 
vCAC and vCenter 
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 Configure vCenter Server connection for ITBM Figure 299.

After entering the appropriate administrative credentials for the vCenter Server 
and establishing a connection, ITBM can monitor the vCenter inventory. 

Summary 

This solution, using vC Ops and ESA, provides comprehensive visibility of cloud 
infrastructure and applications, with proactive SLA management, and automated 
operations management for maximum utilization and operational efficiency. 

With an integrated cloud operations management approach, vCenter Log Insight 
provides the operational intelligence and enterprise-wide visibility needed to 
proactively enable service levels and operational efficiency in this private cloud 
solution. 

With the integration of ITBM into the self-service portal for the cloud 
administrator, VMware vCAC addresses the metering and chargeback of all 
resources assigned and used within the vCAC managed private cloud in this 
solution. 
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Chapter 10 Extensibility and Customization 

This chapter presents the following topics: 

Overview ................................................................................................................ 276 

Customizing workflows for VMware vCAC............................................................... 279 

VMware vCenter Orchestrator ................................................................................ 290 

Summary ................................................................................................................ 298 
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Overview 

VMware vCAC is a flexible cloud automation platform that enables customization 
and extensibility at multiple levels. 

The focus of customization for this Enterprise Private Cloud solution is in the 
VMware vCAC user self-service portal, where additional functionality is included to 
enable additional services for cloud users. These additional services include 
STaaS and BaaS for the various users of the private cloud. 

VMware vCAC 6.0 provides the extensibility to enable XaaS functionality through 
Advanced Service blueprints. The XaaS functionality is achieved by exposing 
custom vCO workflows that the vCAC 6.0 portal can present as a catalog of 
services for cloud users, as shown in Figure 300. 

 

 Additional services in Service Catalog Figure 300.

With the vCAC Designer visual workflow editor, vCAC processes can be 
customized to meet specific business needs. Available services include: 

 STaaS using EMC ViPR. vCAC cloud and fabric administrators can create and 
extend storage tiers as required. The catalog services for STaaS use EMC 
ViPR software for storage provisioning in the private cloud. VMware vCAC 
initiates, or calls, custom storage service workflows in vCO. These 
workflows use ViPR APIs (REST APIs) and default vCO-ViPR plug-in workflows 
to provide the required functionality. 

 BaaS using EMC Avamar and Data Domain. Available as a catalog item 
using the Advanced Service blueprint option, this service enables cloud 
administrators to create, display, and delete different backup service levels, 
while cloud users can execute on-demand backup and restores and view 
customized reports on backup status and utilization, as shown in Figure 
301. 
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 Backup as a service operations for cloud users Figure 301.

The BaaS items use EMC Avamar and Data Domain backup and recovery solutions 
to provide all the data protection functionality. vCAC initiates custom backup 
service workflows in vCO that, in turn, use Avamar and Data Domain solutions, 
vCenter APIs (REST APIs), and plug-in workflows to provide the required 
functionality. 

VMware provides a library of workflow activities representing predefined tasks 
that can be added to a vCAC workflow and customized by specifying parameters 
for the activity. 

With the full vCAC Development Kit, developers can not only create new workflows 
and activities, but can also install new data models that ensure secure access to 
external data through the vCAC API.  

The vCAC API provides a standardized, secured RESTful interface for cloud access 
and interaction, controlled through business-aware policy for consumers such as 
users, infrastructure, devices, and applications. 

The vCAC approach to extensibility uses model-driven technology and best 
practices for the design and implementation of new capabilities and integrations 
with external systems. 

The Model Manager at the core of the vCAC platform manages both vCAC models 
and custom models, as shown in Figure 302.  
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 vCAC Model Manager Figure 302.

The vCAC model is made up of these elements: 

 Data model 

 Security and role-based access control 

 Distributed execution 

 Events and triggers 

 Workflows and activities 

For more information on vCAC models and associated elements refer to the 
vCloud Automation Center Extensibility Guide. 

The extensibility offered by vCAC enables this solution to create a range of 
customizations that provide EMC storage and data protection services to users of 
the enterprise private cloud.  

This solution takes advantage of the ability to call vCO workflows from within a 
vCAC workflow with the objective of automatically providing virtual machines with 
Avamar protection. The orchestration process can be customized, with some of 
the automation requiring a working knowledge of PowerShell scripting and the 
REST API operations. 

As shown in Figure 303, vCO is central to the backup and recovery solution for the 
enterprise private cloud. It communicates with and orchestrates operations 
across a range of EMC and VMware components, such as: 

 VMware vCAC  

 VMware vCenter Server 

 EMC ViPR 

 EMC Avamar  

 EMC Data Protection Advisor 

http://www.vmware.com/pdf/vcac-51-extensibility-guide.pdf
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 VMware vCenter Orchestrator connecting multiple components Figure 303.

Customizing workflows for VMware vCAC 

You can create custom workflow definitions using vCAC Designer. The vCAC 
Designer console provides a visual workflow editor for customizing vCAC lifecycle 
workflows. The extensibility toolkits include a library of activities that serve as 
building blocks for custom workflows. 

VMware provides several workflows that can be customized using the vCAC 
Designer console. These include state change workflows and menu operation 
workflows. In this solution, use vCAC Resource Actions, instead of vCAC Designer 
and the CloudUtil command-line utility, to create menu operations. 

The customizable workflows and workflow templates provided by VMware 
demonstrate best practices for structuring workflows with separate sequences for 
initialization, custom logic, and finalization. The entire workflow is wrapped in a 
TryCatch block for error handling. The Distributed Execution Manager (DEM), 
which runs the workflow, logs any uncaught or rethrown exceptions. 

Workflows are updated in the Model Manager through the vCAC Designer console 
(for customizable workflows only) or CloudUtil. Enabling custom state change 
workflows for machines provisioned using vCAC requires additional work in the 
vCAC console. 

For more information, refer to the vCloud Automation Center Extensibility Guide.  

 

This solution provides storage services for vCAC cloud and fabric group 
administrators. These storage services, which are supported by EMC ViPR storage, 
are presented through vCO to the service catalog on the vCAC self-service portal. 

Before creating catalog items, confirm prerequisites, such as an existing vCAC 
tenant and vCO connectivity. 

Creating catalog 
items for STaaS 

http://www.vmware.com/pdf/vcac-51-extensibility-guide.pdf
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In this example, we create a catalog item that enables a cloud administrator to 
create a storage service level that can then be presented to fabric group 
administrators for storage provisioning. 

This process is initiated in the vCAC Advanced Service Designer, shown in Figure 
304, where a new service blueprint can be created. 

 

 vCAC Advanced Service Designer: Create new service blueprint Figure 304.

Creating a new service blueprint opens a window into existing vCO workflows: 

1. Select the workflow ViPR-create-storage-level-service from the ViPR folder.  

This workflow was created for this solution and requires specific input 
parameters, as highlighted in Figure 305. 

 

 vCAC Advanced Service Designer: Select existing vCO workflow for ViPR Figure 305.

2. Name the new service and create a form to support user input for the 
required parameters. If required, the default form can be deleted and a 
new form created. 

3. Drag and drop the appropriate input fields into the form. 

For this service, we created four sets of form pages in this manner. We 
created separate pages for businessGroupName, clusterName, and 
tierName, and we placed the username and password together on a fourth 
page with the final request form, as shown in Figure 306. 
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 vCAC Advanced Service Designer: Create request form Figure 306.

Complete the creation of the new advanced service by: 

 Publishing the advanced service 

 Creating the appropriate service definition in Administration > Catalog 
Management 

 Assigning a create catalog management service to each advanced service 
created 

 Creating the appropriate entitlements definition in Administration > Catalog 
Management, as shown in Figure 307 

 

 Edit Entitlement window Figure 307.

When these tasks are completed, the new service is then available in the service 
catalog for the cloud administrator, as shown in Figure 308. 
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 vCAC Service Catalog: Provision storage level item for cloud administrator Figure 308.

Requesting and confirming this service runs a vCO workflow, which is discussed 
in more detail in VMware vCenter Orchestrator. 

 

One of the primary objectives of this solution is to automate the protection of 
virtual machines provisioned through the vCAC self-service portal. Providing this 
functionality required customizing the vCAC self-service portal to include data 
protection services in the virtual machine provisioning lifecycle. 

Rather than automatically protecting every single virtual machine, this solution 
allows the cloud user to select a level of protection for their virtual machines, if 
protection is required. 

The virtual machine lifecycle workflows have been customized using the vCAC 
Designer to include data protection services in the virtual machine provisioning 
lifecycle. Lifecycle workflows such as WFStubBuildingMachine, 
WFStubMachineProvisioned, and WFStubMachineDisposing invoke custom 
PowerShell scripts during their execution. 

The result of this additional data protection functionality is visible when 
deployment is requested from a vCAC blueprint in the user self-service portal. 

Figure 309 shows that the end user can select a backup service level while 
requesting a virtual machine. These backup service levels are not default options 
and are the result of customizing the property dictionary associated with that 
blueprint. 

Note: Users should enter the datacenter location in DataCenterLocation.xml. For details 
refer to the vCloud Automation Center Operating Guide. 

 

Customizing 
virtual machine 
lifecycle for data 
protection 
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 Select backup service level Figure 309.

vCAC features such as the Advanced Service Designer with Resource Actions and 
vCAC lifecycle workflows use vCO workflows. The interactive vCO workflows 
dynamically pre-fetch data before presenting list items to users each time the 
catalog service is requested. 

The next section explains how we implemented these customizations, and 
includes some of the required primary components. 

Configuring the property dictionary 

The vCAC property dictionary feature enables a fabric group administrator to 
provide a more robust user interface for custom properties entered by a machine 
owner at request time. Properties are used in vCAC to provide settings for many 
features. When users request new machines, they are prompted for any required 
properties. 

In this solution, the property dictionary for configuring data protection and 
backup service levels is created and edited automatically when the cloud 
administrator runs the catalog item to create or delete a backup service level. 
Scripts are written in the back end to creates a property dictionary called 
VMWare.VirtualCenter.Folder. The lists with the user input values are 
automatically populated with the input values. When the cloud administrator 
deletes a protection level, the property dictionary values are edited automatically. 

The property dictionary enables you to define characteristics of properties that are 
used to tailor the behavior of the request in the user interface. You can, for 
example: 

 Associate a property name with a particular user control, such as a check 
box, calendar control, or drop-down list 

 Specify constraints such as minimum and maximum values or validation 
against a regular expression 

 Provide descriptive display names for properties or specify text (for a tooltip 
or text label) with additional information 

 Designate a property as optional rather than required 



Chapter 10: Extensibility and Customization  

 

284 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 
Solution Guide 

 Group sets of property controls and specify the order in which they appear 
by using control layouts 

Property definitions can be created for reserved and new custom properties. While 
reserved properties are used by core vCAC features, new custom properties are 
typically used by custom workflows that specify the logic to be run based on the 
value of that property. Custom workflows can be defined using either vCAC 
Designer or the vCAC Development Kit. 

Figure 310 shows the configuration details of the property dictionary, highlighting 
the property definition responsible for enabling the user to select the backup 
service level. This definition is named as a vCenter folder because the automated 
backup functionality uses vCenter folders to organize virtual machines into their 
respective service levels for backup. 

 

 Property definitions and attributes listed in vCAC Figure 310.

The property definition control type determines how the backup service level is 
presented to the user. The backup service levels are available as a list box, 
configured as shown in Figure 311. 

 

 DropDownList control type for backup service level property definition Figure 311.

The backup service level definition, named VMware.VirtualCenter.Folder, has two 
property attributes defined, VMware.VirtualCenter.Folder which contains a CSV 
list of the backup service levels, and ServLevelHT, which is a HelpText. These 
property attributes are shown in Figure 312. 
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 HelpText and backup service level property attributes Figure 312.

The HelpText property attribute is displayed when the user hovers the mouse over 
the Information icon next to Select Backup Service Level, as shown in Figure 313. 
This attribute helps users understand what level of data protection each backup 
service level provides, so that they can choose the most appropriate option for 
their virtual machines. 

 

 HelpText explaining the backup service level options Figure 313.

The customization process that applies these additional properties is not called 
by default unless the properties are specified in the blueprint using a build 
profile. Only then will the new functionality be available to the end user deploying 
virtual machines from the template. 

Build profiles 
A build profile is a set of properties applied to a machine when it is being 
provisioned. These properties might determine the specification of the machine, 
the manner in which it is provisioned, operations to be performed after it is 
provisioned, and management information about it that is maintained within 
vCAC. 

Like the property dictionary, a build profile is created automatically when the 
cloud administrator runs the Create Service Level item from the service catalog. 
This build profile includes the various ExternalWFStubs properties, so that these 
lifecycle workflows containing the enterprise private cloud customization are 
executed during virtual machine provisioning, as shown in Figure 314. 
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 Specify ExternalWFStubs.BuildingMachine in the build profile Figure 314.

This build profile, which in this example is named BackupAndRestoreFunctions, is 
enabled and applied from the virtual machine blueprint, as shown in Figure 315. 

 

 Specify the build profile in the virtual machine blueprint Figure 315.

Various build profiles are used in this solution, as displayed in Figure 315. Some 
of them are specific to individual operating systems and others are applicable to 
all virtual machines. 

After the build profiles are applied to a virtual machine blueprint, the relevant 
features and customizations are available to that virtual machine throughout its 
lifecycle. 

 

vCAC enables additional virtual machine operations to be added to the Actions 
menu for virtual machines. This solution for the enterprise private cloud requires 
cloud users to run on-demand virtual machine operations for data protection. This 
section explains some of the operations required to satisfy these requirements. 

We created several vCO workflows to support on-demand backup and restore 
functions. The following workflows in vCO are called to support these actions: 

 getBackupStatus: Queries the Avamar system for backup status for the 
virtual machine and returns a list of available backups 

 getMachineBackupDetailedReport: Obtains the complete backup cost and 
usage report of the machine for the reports set by the administrator. Any 
report that is available in EMC DPA can be added to the list of predefined 
reports by the administrator 

 getMachineBackupSummary: Gets the summary of backups, restores, and 
the total cost of the virtual machine 

 onDemand backup: Backs up a selected virtual machine on demand using 
integration with the Avamar system. These backups are outside the 
scheduled backups 

Creating new 
virtual machine 
menu actions 
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 onDemandRestore: Restores a virtual machine on-demand using the 
Avamar system 

The following example shows how a vCO workflow can be imported into the vCAC 
user portal as a virtual machine action menu item. Cloud administrators can 
create new action items as required, after which cloud users can see the new 
items when they click a virtual machine menu. 

To create new action items: 

1. In the vCAC Advanced Service Designer, from the Resource Actions screen, 
click the + sign, as highlighted in Figure 316. 

 

 vCAC Advanced Service: Resource actions for data protection Figure 316.

This permits the cloud administrator to access the workflows created in 
vCO. 

Note: vCO is already pre-configured to connect with vCAC. 

2. Select the required workflow, as shown in Figure 317, and link the action 
item to the GetBackupStatus workflow. 

The same vCO workflow inputs are extracted as action item inputs. 

 

 vCAC Advanced Service Designer: Map resource action to vCO workflow Figure 317.

3. Under Input Resource, identify the resource types. 

4. Under Form, create the form, as shown in Figure 318. 
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 vCAC Advanced Service Designer: Create form for new resource action Figure 318.

After the resource action is created and assigned to a vCO workflow, it can then be 
marked as available to virtual machine owners by editing the blueprint in Actions, 
as shown in Figure 319. 

 

 Enable new data protection resource actions for machine owners Figure 319.

The additional virtual machine actions, shown in Figure 320, are now available for 
cloud users under Items in their vCAC self-service portal. 
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 New resource actions for virtual machine in the vCAC Admin Portal screen Figure 320.

 

Multiple customizations are implemented across the vCAC environment to 
support the overall functionality of this solution. These customizations range from 
cosmetic edits of the self-service user portal to catalog items, property 
dictionaries, and individual virtual machine actions. 

vCAC provides these separate browser-based interfaces: 

 vCAC default administrative portal 

 Tenant portal 

The vCAC console is an easy-to-use, browser-based interface for specifying, 
requesting, provisioning, and managing virtual machines. Figure 321 shows 
where some of the customizations are implemented for the administrative portal, 
including the required portal name and logo. This functionality is available under 
Branding. 

 

 vCAC console customization: Edit portal logo and title Figure 321.

By default, the self-service portal provided by vCAC does not allow for any 
customizations. However, unofficial customizations, such as adding a company 
logo or changing the color scheme, can be achieved by editing the SHTML files in 
the installation directory of the self-service portal. 

 

Customizing the 
vCAC portal 
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VMware vCenter Orchestrator 

vCO is bundled with a vCenter or vCAC installation and helps to automate vCloud 
Suite, vSphere, and third-party operations, such as EMC ViPR and Avamar 
systems. vCO can be used in a Microsoft Windows distribution with vSphere 
Client. It is available as an appliance and is built in with vCAC. 

vCO enables creation of workflows that automate activities such as provisioning 
virtual machines, performing scheduled maintenance, initiating backups, and 
many others. Custom automations can be designed based on vCO default 
workflows and can be run from the workflow engine. Many third-party plug-ins 
and plug-ins for standard protocols, such as RESTful API, SQL, SSH, and many 
more, are available. 

 

vCO must be configured as an endpoint for vCAC. This solution uses the internal 
vCO instance deployed with vCAC. Figure 322 shows the vCenter and vCO 
instances configured as endpoints in vCAC. 

 

 Configured vCAC endpoints for vSphere and vCO Figure 322.

The compute resources of an endpoint are automatically discovered by vCAC 
when the endpoint is configured. 

Figure 323 highlights the vCO plug-ins used in this Enterprise Private Cloud 
solution. 

 

 VMware vCenter Orchestrator Configuration window Figure 323.

Configuring vCO as 
an endpoint for 
vCAC 
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The following sections explain some of the primary plug-ins and their roles in this 
solution. 

Secure Shell plug-in 

SSH is a cryptographic network protocol for secure data communication and 
remote command-line login, and for running remote commands between two 
networked computers that are connected through a secure channel over an 
insecure network, an SSH server, and SSH client. The SSH client (vCO in this case) 
can connect to the SSH server (Avamar management node in this case) using 
either a username password or a key pair file. For security reasons, this solution 
uses a key pair file. 

HTTP-REST plug-in 

The vCO HTTP-REST plug-in allows organizations to integrate their cloud 
provisioning and operations use cases with systems that offer RESTful web 
services. With the HTTP-REST plug-in, organizations can integrate vCO with any 
REST host into automated processes that use third-party REST APIs. The workflow 
developers can create workflows in just a few mouse clicks and hide the 
complexity of the underlying API. The HTTP-REST plug-in supports multiple 
authentication methods to enable secure integration with most applications that 
expose a REST API. Although the REST plug-in can be used to connect to any REST 
host, in this solution it was used to connect to the DPA REST host.  

vCenter Server plug-in 

No separate installation is required for the vCenter Server plug-in because it is 
installed by default. The vCenter Server plug-in can be used to manage multiple 
vCenter Server instances. You can create workflows that use the vCenter Server 
plug-in API to automate tasks in the vCenter Server environment. The vCenter 
Server plug-in maps the vCenter Server API to the JavaScript that can be used in 
the workflows. The plug-in also provides actions that perform individual vCenter 
Server tasks that you can include in workflows. 

The vCenter Server plug-in provides a library of standard workflows that automate 
vCenter Server operations. For example, in this solution, the plug-in is used to 
create and delete virtual machine folders (service levels), moving virtual machines 
between the virtual machine folders in vCenter. 

vCAC plug-in 

The VMware vCAC plug-in enables organizations to automate operations on vCAC 
model entities. The plug-in provides access to and control of any vCAC system 
objects exposed through the vCAC API. You can use the plug-in to integrate your 
existing business logic and provisioning functionality as part of a broader 
process, such as scale out based on capacity needs. 

The vCAC plug-in enables workflow designers to include create, read, update, and 
delete operations for an arbitrary vCAC model entity in any entity set. The plug-in 
also provides the capability to dynamically connect to a vCAC system and 
provision a virtual machine from a vCAC service blueprint. 
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A large number of plug-ins are installed by default with the built-in version of vCO 
that comes with vCAC. This section contains guidance on the plug-ins that must 
be installed in vCO and how to configure them for this solution. 

Downloading and installing the EMC ViPR vCO plug-in 

To download and install the ViPR plug-in for vCO: 

1. Locate the vCO plug-ins on the VMware website and download the EMC 
ViPR plug-in 1.1 to a folder on the local machine. 

2. Log in to the vCO configuration web page at https://<IP or 
HostName>:8283 and import the plug-in file, as shown in Figure 324. 

 

 Installing a plug-in in vCO Figure 324.

This import installs the plug-in so that the installation is either completed 
immediately or at the next system restart. If required, the server can be restarted 
after all the plug-ins are installed. 

Installing additional plug-ins 

Each plug-in installs the API objects specific to the plug-in as well as sample 
workflows. The library section of the vCO workflows shows the sample workflows. 
Follow the preceding procedure for all plug-ins used in this solution. 

Configuring the vCO EMC ViPR plug-in 

To configure the ViPR plug-in for vCO 

1. Input the ViPR public IP address or host FQDN, the administrator user ID, 
and password, and click Verify Connection, as shown in Figure 325. 

Configuring vCO 
and required plug-
ins 
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 Configure EMC ViPR plug-in for vCO Figure 325.

2. When a connection is established, select any configured ViPR project and 
virtual array, retain the default value of 30 in the Timeout field, and click 
Apply changes.  

The ViPR vCO plug-in is now configured. 

Configuring the vCenter Server plug-in 

This solution uses the vCenter Server plug-in to support the creation and deletion 
of virtual machine folders (service levels) and to move virtual machines between 
the virtual machine folders in vCenter. 

To configure the vCenter plug-in: 

1. Log in to the vCO Configuration window and click vCenter Server, as 
shown in Figure 326. 

 

 vCenter Server plug-in configuration: New vCenter Server Host Figure 326.

2. Enter the vCenter Server information, select Share a unique session, enter 
valid user credentials and click Apply changes. 
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The successfully added vCenter server is listed under Hosts, as shown in 
Figure 327. 

 

 Connected vCenter Server host Figure 327.

Data Protection Advisor configuration 

After DPA is installed and configured, with Avamar using the standard installation 
procedures of each product, create chargeback policies in DPA. Cloud users will 
be charged according to the rate-card information entered in the chargeback 
policies. Figure 328 shows the rate card and chargeback policy for the 
DataDomain-Daily backup service level. 

 

 DPA rate card information Figure 328.

The cloud administrator defines the names of the reports under Attributes in vCO, 
as shown in Figure 330. This is a one-time setup and is subsequently used every 
time a report is run. 

 

 DPA configuration variables Figure 329.



 Chapter 10: Extensibility and Customization 

 

295 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 

Solution Guide  

As shown in Figure 330, report names must be entered as they are shown in DPA. 
Only individual reports are described here to run from vCO or from a vCAC user 
session.  

 

 DPA report names entered as seen in vCO Figure 330.

API calls are made to run the reports, as shown in Figure 331. Several parameters 
are passed dynamically to the POST RESTful call. The POST RESTful call in Figure 
331 shows the required inputs. 

 

 RESTful calls made to run the reports Figure 331.

 

After the EMC ViPR plug-in for vCO is installed, along with the other necessary vCO 
customizations for this private cloud solution, the ViPR REST API endpoints are 
defined in vCO. 

This solution provides a customized vCO workflow that automates all necessary 
tasks. An administrator can log in to the vCO console and navigate to Workflows > 
EPC2 > Initialization > InitalizeViPRRESTAPI to execute the workflow, as shown in 
Figure 332. 

Defining ViPR REST 
API endpoints in 
vCO 
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 Execute vCO workflow to initialize ViPR REST API Figure 332.

Provide the required connectivity parameters and submit the workflow. For the 
host base URL, use the following format: https://<hostname or IP>:4443.  

For example: https://10.110.76.88:4443  

If your ViPR setup requires additional authentication properties, edit those in the 
initializeViPRRESTAPI workflow before submitting. 

The workflow shown in Figure 333 creates the following entities in vCO: 

 REST host for ViPR 

 REST operations responsible for various HTTP GET/POST and PUT functions 

 

 EMC ViPR REST endpoints in vCO Figure 333.

If the workflow executes successfully, ViPR REST endpoint and operations are 
created in the vCO administration view. 
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Storage as a service workflow 

The vCAC catalog item to provision a storage tier runs the vCO workflow as shown 
in Figure 334. 

 

 vCO workflow ViPR-create-storage-level-service Figure 334.

The tasks performed by this vCO workflow are summarized as follows: 

 Performs a ViPR login 

 Collects information on all virtual pools defined in the system. 

 Validates the selected virtual pool name with the list of virtual pools in the 
system. 

 Collects information on which virtual array hosts selected the virtual pool. 

 Computes unique name for the newly created LUN by adding a UUID to the 
virtual pool name. 

 Finds the compute cluster selected by the user. 

 Calls the ViPR library workflow to create ViPR volume and attaches it to the 
selected compute cluster on vCenter. 

 Calls vCenter APIs to create a datastore folder named as a business group 
and a datastore cluster named as a business group and storage tier, and 
moves the newly created LUN under the datastore folder/cluster. 

 Initiates auto-discovery of vCAC resources so that the newly created LUN is 
available to be attached to a vCAC reservation for the selected business 
group. 

 If parts of the workflow specific to ViPR provisioning do not occur, the 
created LUN is removed from ViPR. 

 Other vCO utility workflows are responsible for multiple required atomic 
reusable actions. Most of these use REST vCO plug-in operations created 
from the workflow. 

vCO workflow 
examples 
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Data Protection workflow 

By using the vCO plug-ins described in this section, vCO plays a central role in 
enabling automatic data protection for virtual machines deployed by vCAC in the 
private cloud. 

The vCO workflow RetireVM, as displayed in Figure 335, uses the plug-ins 
described earlier in a combination of individual tasks, summarized as follows: 

 Create the Retire VM folder and the Move VM to Retire folder: VMware 
vCenter API calls 

 Perform on-demand backup and Retire Client: SSH to Avamar 

 Move VM back to ServiceLevel folder: VMware vCenter API calls and 
PowerShell commands with VMware vCAC 

 Delete the temporary SL folder: VMware vCenter API calls 

 

 vCO RetireVM workflow Figure 335.

Summary 

VMware vCAC is a flexible cloud automation platform that enables customization 
and extensibility at multiple levels. 

Much of the customization for this Enterprise Private Cloud solution is in the 
VMware vCAC user self-service portal, where additional services have been added 
to include STaaS and BaaS for the various users of the private cloud. These 
additional services are supported by EMC ViPR and EMC Avamar integration. 

VMware vCAC 6.0 provides the extensibility to enable XaaS functionality through 
Advanced Services Blueprints, taking advantage of the tight integration with 
VMware vCenter Orchestrator and customized workflows that vCAC 6.0 portal 
presents as a catalog of services for cloud users. 
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Overview 

Understanding the performance requirements of an enterprise private cloud 
environment can be a challenge. One of many factors to consider is using a 
greenfield deployment or the existing virtualized environment. This solution guide 
has two distinct elements, one is the sizing of the management environment 
components that form the private cloud and the second is the supporting 
infrastructure components that run the virtualized workloads. The same 
challenges outlined in Chapter 5 also apply to quantifying the resources required 
for the compute element. For this solution, EMC recommends alternative best 
practices based on the environment requirements. 

When sizing the environment components, such as the portal, automation, and 
backup, you can use the published best practice guidelines, which are 
documented in this chapter. 

Compute sizing 

When sizing the supporting infrastructure components, the applications and 
workloads determine the amount of CPUs, memory, and storage required. In an 
existing environment, you can use a capacity planning exercise to model, analyze, 
and accurately size the recommendations for the target infrastructure. This 
exercise usually runs over a number of weeks to establish peaks, trends, and a 
baseline for the environment. 

When sizing is not possible due to time constraints or when a guide is required for 
operational reasons, the reference virtual machine is used, which is a simple way 
of mapping the virtual resources to physical resources, and creating a sizing 
profile. In this case, you can map multiple virtual CPUs and virtual memory size 
directly to CPU cores and physical memory. This mapping enables the 
corresponding values to translate into CPU and core combinations and ultimately 
into blades or servers. 

The reference sizing recommendations in this chapter are based on a virtual CPU 
core to a physical CPU core ratio of 4:1. This ratio can change based on customer 
preferences. As CPU technologies and process clock speeds are enhanced, server 
vendors might suggest higher alternative values. Refer to the recommendations of 
these vendors when choosing different ratios. When calculating memory for the 
reference virtual machine, a minimum of 2 GB per virtual machine and a 
reservation of 2 GB per physical server should be used. 
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As shown in Table 20, for each physical server, you should add an additional 2 GB 
of RAM. For example, if 500 virtual machines are spread over 11 physical servers, 
then add 22 GB more for a total of 1022 GB for 500 virtual machines. Total 
memory is calculated using virtual machine memory + 2* (number of physical 
servers) or 500 virtual machines + 2* (11 servers). 

Note: Oversubscription of RAM is possible with memory compression and ballooning 
techniques, but for the purposes of this section, we are assuming no oversubscription of 
RAM. 

Table 20. Virtual machine resource requirements 

No. of virtual 
machines 

Total processor 
cores 

Virtual machine 
memory (GB) 

Physical server 
memory (GB) 

Total memory 
required (GB) 

500 125 1,000 22 1,022 

1,000 250 2,000 42 2,042 

5,000 1,250 10,000 210 10,210 

 
For servers with different combinations of CPU type that support different core 
counts and physical memory footprint, the calculations can be made by taking a 
specific virtual machine count and mapping it to a blade profile, as shown in 
Table 21. 

Table 21. Virtual machines per server profile 

Server profile 
Number of 
processors 

Cores per 
processor 

Total cores 
per blade 

Memory per server 
Total virtual 
machines 
per blade 

Blade A 2 4 8 80 GB (5 x 16 GB) 32 

Blade B 2 6 12 98 GB (4 x 32 GB or 
7 x 16 GB) 

48 

Server C 4 6 24 196 GB (7 x 32 GB) 96 

 
Alternatively, as an example, a server with 2 processors x 4 cores = 8 cores x 4 
virtual CPUs per core = 32 virtual machines. For memory = 32 virtual machines x 2 
GB RAM = 64 GB + 2 GB physical server reservation = 66 GB. 

These sizing characteristics can be applied to the different server profiles to 
provide an estimate for the required number of servers to support a given virtual 
environment, using the figures to scale the environment in a linear fashion. To 
achieve high availability for the workload servers, use additional spare servers of 
the highest configured profile server. The number of additional servers is 
dependent on the workload of a customer’s failure domain. Table 22 provides 
examples. 
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Table 22. Number of servers against virtual machine count 

Number of virtual 
machines 

Server profile 
Total workload 
servers 

Resilience servers Total servers 

500 Blade A 16 1 17 

1,000 Blade B 21 2 23 

5,000 Server C 53 4 57 

 
These figures provide the amount of server capacity required to host the 
virtualized workloads only. Using the management environment sizing figures 
shown later, the total number of virtual machines then corresponds to a 
recommended best practice guide for the supporting infrastructure. 

Note: All environments are unique; these figures provide a guide only. 

When interconnecting the networking of the compute components over an IP 
network, use a minimum of 10 GB connections to ensure sufficient bandwidth for 
moving virtual machines or performing failovers between hosts. The use of 1 GB 
connections with link aggregation protocols does not provide sufficient 
bandwidth because a host to host conversation is always limited to the maximum 
size of the link. Aggregation protocols load balance traffic instead of aggregating 
the load to provide a single logical connection. 

Storage sizing 

The storage element of the Enterprise Private Cloud solution requires a different 
approach when sizing the resources. This section complements Chapter 5 which 
describes how physical resources are logically partitioned and then presented to 
the cloud environment for storage service tiers. 

The different approaches to sizing the environment are dependent on enterprise 
organization-specific workloads planned for the cloud environment. Accurately 
capturing application performance requirements can be a challenge. While most 
operating systems and applications have well-defined minimum requirements 
around storage capacity, CPU, and memory resources, it is more difficult to 
quantify the actual performance requirements for storage. 

The performance requirements for storage can be estimated or measured in 
different ways. Some customers or tenants break down their requirements into 
read and write latencies and simply ask for a specific number of IOPS. Others 
judge performance requirements from an application perspective and require 
resources to satisfy their applications’ needs. 

The storage design challenge for cloud environments is to provide resources that 
meet all the various performance requirements while also managing sudden 
surges or spikes in demand for those same resources. 
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 Storage service levels for the Enterprise Private Cloud solution Figure 336.

This solution uses FAST technology, available on EMC VMAX and EMC VNX storage 
arrays, to create multiple storage service levels. Each storage service level is 
tailored to provide a certain level of performance versus capacity. Some service 
levels are weighted in favor of capacity, while other service levels are weighted for 
performance where the service level provides the highest I/O when workloads 
demand it. The I/O capability decreases as the service levels move toward serving 
less performance-intensive workloads, cost is more important and capacity is 
preferable. 

Using FAST technology, the most performance-sensitive data is automatically 
placed on the highest-performing tier of storage, while the less performance 
intensive data is placed on the lower cost tier of storage. The storage is 
automatically optimized to deliver the required IOPS with a consistent response 
time and no manual tuning required at the storage layer. An example of this is 
when using multimachine blueprints in vCAC. Rather than manually placing a web 
server in a low performance storage pool and a database on a high performance 
tier, FAST technology automatically manages the data to provide the highest 
performance and maximum storage efficiency where appropriate. 

Multiple approaches are available for sizing the storage requirements on each of 
the storage service tiers. Using the examples in Chapter 5, an IOPS versus 
capacity approach can match anticipated requirements of applications to a 
selected technology. The storage requirements for a private cloud are the same as 
for a traditional virtualized or consolidated datacenter. 

The key to sizing storage is to create storage pools that reflect the different 
characteristics of workloads being used, combined to give a specific level of 
performance. Calculating storage pool IOPS capability shows that you can 
calculate the total IOPS capability for a specific disk type in an array that is then 
aggregated for a total size requirement. 
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The drive types used in configuring storage pools for this solution are as follows: 

 VMAX storage pools consisting of SSD, 15k rpm FC, 7.2k rpm SATA disks 

 VNX storage pools consisting of SSD, 15k rpm SAS, 7.2k rpm NL-SAS disks 

A general guideline can be applied to drive types when calculating expected 
performance capabilities, as described in Table 23. 

Table 23. Mapping disk type to expected raw IOPS 

Disk type Rotational speed Total raw IOPS 

SSD N/A 3000 

FC/SAS 15000 180 

SATA/NL-SAS 7200 80 

 
To calculate functional IOPS, use the following formula: 

((Total raw IOPS x percentage of writes)/RAID penalty)) + 

(Total raw IOPS x percentage of reads) 

RAID penalties are: 

 RAID-1/0 = 2 

 RAID-5 = 4 

 RAID-6 = 6 

By using an expected workload with a 70:30 read/write ratio, use the calculations 
as described in Table 24 for functional IOPS requirements. 

  

Calculating 
storage pool IOPS 
capability 



 Chapter 11: Resource Sizing Guide 

 

305 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 

Solution Guide  

Table 24. Calculating functional IOPS 

Storage service level 
Prod-1 

8 * SSD (R5)= 8 * 3000 
= 24000 

 (((24000 * 0.3)/4) + 
(24000 * 0.7)) 

 ((7200/4) + 16,800) 

 (1800 + 16800) 

 18,600 

32 * FC (R1) = 32 * 
180 = 5,760 

 (((5760 * 0.3)/2) + 
(5760 * 0.7)) 

 ((1758/2) + 4032) 

 (879 + 4032) 

 4,911 

8 * SATA (R6) = 8 * 
80 = 640 

 (((640 * 0.3)/6) + 
(640 * 0.7)) 

 ((192/6) + 448) 

 (32 + 448) 

 480 

18600 + 
5760 + 
480 = 
24,840 

Storage service level 
Prod-2 

5 * SSD (R5) = 5 * 3000 
= 15000 

 (((15000 * 0.3)/4) + 
(15000 * 0.7)) 

 ((4500/4) + 10500) 

 (1125 + 10500) 

 11,625 

18 * SAS (R5) = 18 * 
180 = 3240 

 (((3240 * 0.3)/4) + 
(3240 * 0.7)) 

 ((972/4) + 2268) 

 (243 + 2268) 

 2,511 

8 * NL-SAS (R6) = 8 
* 80 = 640 

 (((640 * 0.3)/6) + 
(640 * 0.7)) 

 ((192/6) + 448) 

 (32 + 448) 

 480 

11625 + 
2511 + 
480 = 
14,616 

Storage service level 
TestDev 

N/A 27 * SAS (R5) = 27 * 
180 = 4860 

 (((4860 * 0.3)/4) + 
(4860 * 0.7)) 

 ((1458/4) + 3402) 

 (364 + 3402) 

 3,766 

N/A 3,766 

Storage service level 
Archive 

N/A N/A 16 * NL-SAS = 16 * 
80 = 1280 

 (((1280 * 0.3)/6) 
+ (1280 * 0.7)) 

 ((384/6) + 896) 

 (64 + 896) 

 960 

960 

 
If the cloud environment is being sized for virtualized workloads only, then the 
approach can be taken to create the storage pools against performance with the 
examples suggested. If specific applications are to be supported, and the 
requirement is to size and configure storage only for the application, then the 
appropriate best practice per application should be followed. 
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Cloud management environment sizing 

When sizing a private cloud, it is important to size the management infrastructure 
so that it has adequate capacity to address the size of the resource clusters 
planned for the deployment. This section outlines the suggested management 
infrastructure requirements to support three cloud models, as shown in Table 25. 

Table 25. Cloud sizes 

Cloud size  Supported virtual machines 

Small 1,000 

Medium 5,000 

Large 10,000 

 

 

The sizing of the management infrastructure in each case is subject to a number 
of assumptions as outlined below. The resources assigned to the management 
infrastructure might require adjustment if any of the following assumptions are 
altered: 

 All virtual machines must be capable of being turned on simultaneously. 

 The number of resource virtual machines per ESX server is 15. 

 A single vCenter Server instance is used due to VMware NSX integrations. 

 In the small cloud, with the exception of networking Edge devices, high 
availability for all management components relies on vSphere HA only. 
Networking Edge devices are deployed in HA configuration as business 
resource groups rely on them. No further measures are taken at the 
component level to enhance HA. 

 In the case of medium and large instances, HA is enhanced where possible 
by using clustering and load balancing features at the component level.  

 A total of four business groups are deployed, for example, dedicated groups 
for Engineering, Finance, and HR departments and one generic group for 
everything else. 

 A buffer of 20 percent is allocated for RAM utilization for the EPC core, 
automation, and NEI pods. 

 A buffer of 20 percent is allocated for CPU core utilization for the EPC core, 
automation, and NEI pods. 

 One additional management platform node (ESX server) is used in each pod 
to account for a single host failure. 

 Servers for the management platform are assumed to have 12 CPU cores 
and 98 GB RAM. 

 CPU cores are assumed to be 2.4 GHz or its equivalent. 

 CPU core over-subscription is assumed for a 4:1 ratio for business group 
resource pods and 2:1 for all other pods. 

 Any appliances used have no additional OS disks requirements beyond 
their documented deployment sizes.  

Sizing 
assumptions 
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 For resource cluster storage array type, assume that cloud owners will 
always choose fewer larger arrays over a greater number of smaller arrays, 
to satisfy their requirements. 

 For storage array type for the business group resource pods, assume that 
cloud owners will always choose to deploy a standard array type in a cloud, 
in which all arrays are the same model in the cloud. 

 

A small cloud architecture uses built-in databases where possible; for example, 
this solution used the vCAC-integrated database instead of an external 
PostgreSQL database. 

The vCAC architecture uses the core (all roles in one) option to minimize the 
footprint. Further redundancy can be added to the small cloud by doubling the 
virtual machine count for the vCAC Appliance, vCAC IaaS AIO, or vCO, with the 
implication that adding them requires the addition of load balancers. 

  

Small cloud 
management 
requirements 
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Table 26 lists the infrastructure recommendations for a small environment, which 
can manage up to 1,000 physical or virtual machines. 

Table 26. Small deployment: Up to 1,000 machines 

Component Pod 
No of 

virtual 
machines 

CPU 

cores 

RAM 

GB 

OS 

GB 

Data 

GB 

NIC 
speed 
Gb/s 

SQL Server 2012 EPC Core 2 8 16 60 212 1 

Cloud vCenter Server EPC Core 1 4 8 60 303 1 

Network & Security Manager 
(vCNS)  

EPC Core 1 2 8 0 60 1 

EMC SMI-S / Unisphere  EPC Core 1 2 8 60 100 1 

EMC ViPR Controller EPC Core 3 4 16 0 1000 1 

External vCenter Server EPC Core 1 2 12 60 50 1 

vCNS Enterprise Edge EPC NEI 2 1 0.25 0 0.3 1 

vCNS Business Group Edge EPC NEI 8 1 0.25 0 0.3 1 

vShield App EPC NEI 2 2 1 0 5 1 

vCAC Appliance  EPC 
Automation 

1 4 16 0 30 1 

vCAC IaaS Core (All in One) EPC 
Automation 

1 4 8 60 40 1 

vCenter Operations UI EPC 
Automation 

1 2 4 0 100 1 

vCenter Operations Analytics EPC 
Automation 

1 2 2 0 400 1 

vCenter Log Insight Manager EPC 
Automation 

1 4 8 0 133 1 

VMware ITBM EPC 
Automation 

1 2 4 0 50 1 

vCenter Orchestrator 
Appliance 

EPC 
Automation 

1 2 3 0 7 1 

EMC Data Protection Advisor 
Application Server 

EPC 
Automation 

1 2 8 60 7 1 

EMC Data Protection Advisor 
Database Server 

EPC 
Automation 

1 2 8 60 142 1 

EMC PowerPath License 
Server 

EPC 
Automation 

1 2 8 0 10 1 

vShield App EPC 
Automation 

4 2 1 0 5 1 
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Table 27 summarizes the virtual machine resources by pod (listed in Table 26) 
and the requirements for acquiring and deploying the respective pods. 

Table 27. Small cloud management platform virtual machine requirements 

Pod name Resource type  Quantity 

EPC Core Pod Number of virtual machines 8 

 Virtual CPU cores 30 cores 

 Virtual RAM 100 GB 

 Storage (OS and data) 3,965 GB 

EPC NEI Pod Number of virtual machines 12 

 Virtual CPU cores 14 cores 

 Virtual RAM 5 GB 

 Storage (OS and data) 13 GB 

EPC Automation Pod Number of virtual machines 13 

 Virtual CPU cores 32 cores 

 Virtual RAM 72 GB 

 Storage (OS and data) 1,114 GB 

 
Table 28 lists the physical hardware requirements for the respective pods based 
on the aggregate virtual machine requirements (listed in Table 26) and the 
assumptions listed at the beginning of this section for the physical hardware 
specifications. 

Table 28. Small cloud management platform physical hardware requirements 

Pod name Resource type  Quantity 

EPC Core Number of physical hosts 3 

 Physical CPU cores 36 cores 

 Physical RAM 294 GB 

 Number of volumes (500 GB) 8 

EPC NEI Pod Number of physical hosts 2 

 Physical CPU cores 24 cores 

 Physical RAM 196 GB 

 Number of volumes (500 GB) 1 

EPC Automation Pod Number of physical hosts 3 

 Physical CPU cores 36 cores 

 Physical RAM 294 GB 

 Number of volumes (500 GB) 8 
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The medium architecture splits out the vCAC roles for better scalability, but 
combines the Web and Management roles, because separating those is 
unnecessary until the total resource virtual machine count exceeds 20,000. 

With the inclusion of multiple vCAC Appliances, this architecture also introduces 
an external, clustered PostgreSQL database and load balancers to distribute the 
vCAC traffic evenly across vCAC Appliances and IaaS roles. The same load 
balancers can be used for other load balancing within the environment. 

  

Medium cloud 
management 
requirements 
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Table 29 lists the management infrastructure recommendations for a medium 
environment, which can manage up to 5,000 physical or virtual machines. 

Table 29. Medium deployment: Up to 5,000 machines 

Component Pod 
No of 

virtual 
machines 

CPU 

cores 

RAM 

GB 

OS 

GB 

Data 

GB 

NIC 
speed 
Gb/s 

SQL Server 2012 EPC Core 2 10 20 60 321 1 

Cloud vCenter Server EPC Core 1 8 16 60 150 1 

Network & Security Manager 
(NSX)  

EPC Core 1 4 12 0 60 1 

EMC SMI-S / Unisphere  EPC Core 1 2 8 60 100 1 

EMC ViPR Controller EPC Core 3 4 16 0 1000 1 

External vCenter Server EPC Core 1 2 12 60 50 1 

vCenter Update Manager EPC Core 1 2 2 60 203 1 

NSX Enterprise Edge EPC NEI 2 2 1 0 0.5 1 

NSX Business Group Edge EPC NEI 8 2 1 0 0.5 1 

NSX Controller EPC NEI 3 4 4 0 24 1 

vCAC Appliance  EPC Automation 2 4 16 0 30 1 

vCAC vPostgresSQL EPC Automation 2 2 4 0 20 1 

vCAC IaaS Web/Manager EPC Automation 2 2 8 60 40 1 

vCAC DEM Server EPC Automation 2 2 6 60 40 1 

vCAC Agent Server EPC Automation 2 2 4 60 40 1 

Load Balancers EPC Automation 2 2 2 0 40 1 

vCenter Operations UI EPC Automation 1 6 18 0 300 1 

vCenter Operations Analytics EPC Automation 1 6 14 0 2000 1 

vCenter Log Insight Manager EPC Automation 1 16 32 0 406 1 

VMware ITBM EPC Automation 1 2 4 0 50 1 

vCenter Orchestrator 
Appliance 

EPC Automation 2 2 3 0 7 1 

EMC Data Protection Advisor 
Application Server 

EPC Automation 1 2 8 60 7 1 

EMC Data Protection Advisor 
Database Server 

EPC Automation 1 2 8 60 655 1 

EMC PowerPath License 
Server 

EPC Automation 1 2 8 0 10 1 
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Table 30 summarizes the virtual machine resources by pod (listed in Table 29) 
and the requirements for acquiring and deploying the respective pods. 

Table 30. Medium cloud management platform virtual machine requirements 

Pod name Resource type  Quantity 

EPC Core Pod Number of virtual machines 10 

 Virtual CPU cores 50 cores 

 Virtual RAM 138 GB 

 Storage (OS and data) 4,244 GB 

EPC NEI Pod Number of virtual machines 13 

 Virtual CPU cores 32 cores 

 Virtual RAM 22 GB 

 Storage (OS and data) 77 GB 

EPC Automation Pod Number of virtual machines 21 

 Virtual CPU cores 68 cores 

 Virtual RAM 178 GB 

 Storage (OS and data) 4,342 GB 
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Table 31 lists the physical hardware requirements for the respective pods based 
on the aggregate virtual machine requirements (listed in Table 29) and the sizing 
assumptions listed for physical hardware specifications. 

Table 31. Medium cloud management platform physical hardware requirements 

Pod name Resource type  Quantity 

EPC Core Number of physical hosts 4 

 Physical CPU cores 96 cores 

 Physical RAM 392 GB 

 Number of volumes (500 GB) 9 

EPC NEI Pod Number of physical hosts 3 

 Physical CPU cores 36 cores 

 Physical RAM 294 GB 

 Number of volumes (500 GB) 1 

EPC Automation Pod Number of physical hosts 5 

 Physical CPU cores 120 cores 

 Physical RAM 490 GB 

 Number of volumes (500 GB) 9 

 

 

The large architecture is similar to the medium architecture in that it takes into 
account the larger data requirements required to manage twice the number of 
virtual machines. 

The vCAC resources are sized to provide high availability as the minimum, 
however if the run rate for vCAC deployments requires it, additional vCAC roles 
can be deployed as required to run additional concurrent deployments. 

  

Large cloud 
management 
requirements 
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Table 32 lists the management infrastructure recommendations for a large 
environment, which can manage more than 10,000 physical or virtual machines. 

Table 32. Large deployment: 10,000+ machines 

Component Pod 
No of 

virtual 
machines 

CPU 

cores 

RAM 

GB 

OS 

GB 

Data 

GB 

NIC 
speed 
Gb/s 

SQL Server 2012 EPC Core 2 14 28 60 456 1 

Cloud vCenter Server EPC Core 1 8 16 60 150 1 

Network & Security Manager 
(NSX)  

EPC Core 1 4 12 0 60 1 

EMC SMI-S / Unisphere  EPC Core 1 2 8 60 100 1 

EMC ViPR Controller EPC Core 3 4 16 0 1000 1 

External vCenter Server EPC Core 1 2 12 60 50 1 

vCenter Update Manager EPC Core 1 2 2 60 203 1 

NSX Enterprise Edge EPC NEI 2 2 1 0 0.5 1 

NSX Business Group Edge EPC NEI 8 2 1 0 0.5 1 

NSX Controller EPC NEI 5 4 4 0 24 1 

vCAC Appliance  EPC Automation 2 4 16 0 30 1 

vCAC vPostgresSQL EPC Automation 2 2 4 0 20 1 

vCAC IaaS Web/Manager EPC Automation 2 2 8 60 40 1 

vCAC DEM Server EPC Automation 2 2 6 60 40 1 

vCAC Agent Server EPC Automation 2 2 4 60 40 1 

Load Balancers EPC Automation 2 2 2 0 40 1 

vCenter Operations UI EPC Automation 1 10 36 0 500 1 

vCenter Operations Analytics EPC Automation 1 10 28 0 3900 1 

vCenter Log Insight Manager EPC Automation 1 16 30 0 749 1 

VMware ITBM EPC Automation 1 2 4 0 50 1 

vCenter Orchestrator 
Appliance 

EPC Automation 2 2 3 0 7 1 

EMC Data Protection Advisor 
Application Server 

EPC Automation 1 2 8 60 7 1 

EMC Data Protection Advisor 
Database Server 

EPC Automation 1 2 8 60 1294 1 

EMC PowerPath License 
Server 

EPC Automation 1 2 8 0 10 1 
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Table 33 summarizes the virtual machine resources by pod (listed in Table 32) 
and the requirements for acquiring and deploying the respective pods. 

Table 33. Large cloud management platform virtual machine requirements 

Pod name Resource type  Quantity 

EPC Core Number of virtual machines 10 

 Virtual CPU cores 58 cores 

 Virtual RAM 154 GB 

 Storage (OS and data) 4,379 GB 

EPC NEI Pod Number of virtual machines 15 

 Virtual CPU cores 60 cores 

 Virtual RAM 30 GB 

 Storage (OS and data) 125 GB 

EPC Automation Pod Number of virtual machines 21 

 Virtual CPU cores 76 cores 

 Virtual RAM 210 GB 

 Storage (OS and data) 7,424 GB 

 
Table 34 lists the physical hardware requirements for the respective pods based 
on the aggregate virtual machine requirements (listed in Table 32) and the sizing 
assumptions listed for physical hardware specifications. 

Table 34. Large cloud management platform physical hardware requirements 

Pod name Resource type  Quantity 

EPC Core Number of physical hosts 4 

 Physical CPU cores 96 cores 

 Physical RAM 392 GB 

 Number of volumes (500 GB) 9 

EPC NEI Pod Number of physical hosts 4 

 Physical CPU cores 96 cores 

 Physical RAM 392 GB 

 Number of volumes (500 GB) 1 

EPC Automation Pod Number of physical hosts 6 

 Physical CPU cores 144 cores 

 Physical RAM 588 GB 

 Number of volumes (500 GB) 15 
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Data protection sizing guide 

The sizing of the data protection environment is largely governed by a number of 
factors, including how much information must be protected, the data retention 
policy, and the frequency of data being protected.  

Most organizations deploy Avamar in a multinode configuration to protect the 
primary cloud environment, backing up both the workload and management 
environments. Sizing the Avamar environment requires an understanding of how 
information is protected and managed. Multiple factors govern how the 
information is protected and influence the size of the data store. In a cloud 
environment, a mixture of data types consisting of protected virtual machines and 
file-level data can exist within a virtual machine or as traditional stored file types. 

These two categories require consideration as they can impact data. Different 
data types in an environment offer the following different efficiencies: 

 Unstructured: File systems generally offer good deduplication rates due to 
the repetitive nature of data in the file type. 

 Structured: Databases and emails offer lower deduplication rates due to the 
unique nature of the data types. 

 Media: Movies and music, although unstructured, offer lower rates due to 
the uniqueness of the data within the file. 

 Compressed data: Has a lower deduplication rate due to the algorithms 
used to compress the data, which results in unique data that is 
deduplicated at the file level. 

 Encrypted data: By its very nature, disguises the true file structure, which is 
unique and has a lower deduplication rate. 

Also, consider the following environmental factors of the data:  

 The volumes of each type of data to be protected 

 The retention period of at rest data and protected virtual machines 

 The SLA for return on investment and recovery point objective 

 The number of anticipated agents connecting to the data store 

For details on the challenges faced by service providers deploying data protection 
with Avamar, refer to EMC Avamar–Technical Deployment Considerations for 
Service Providers. Private clouds face similar challenges with enterprises 
effectively becoming internal service providers. Therefore, many of the key 
concepts are identical for an enterprise and service provider. 

Hardware sizing for an environment requires an EMC Technical Consultant 
because most of the sizing tools and documentation are only available internally 
for EMC solutions. Internal EMC personnel (for reference only) can use the BRS 
Sizing Home Page on EMC|ONE. 

These documents consider the deployment of either an Avamar-only environment, 
or similar to this solution guide, a hybrid Avamar and Data Domain environment. 

 

http://one.emc.com/clearspace/docs/DOC-22162
http://one.emc.com/clearspace/docs/DOC-22162
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Summary 

When sizing a private cloud solution, there is no right or wrong approach. You are 
not sizing for any one specific scenario or application, but you are making a 
platform infrastructure that takes the best features of the underlying technology 
and layers them into the complete solution. 

For compute and networking, guidance can be given for mapping cores in 
processors to virtual CPUs with an amount of memory. This provides a guideline 
that the environment will support a specific minimum of virtual machines. Within 
private cloud solutions, the support applications must be sized depending on the 
anticipated size of the workload. The requirements for these server components 
show the range of requirements that specific virtual machines might require 
during mapping. By using the allowance of 2 GB for memory requirements 
increases the chance of over provisioning memory, when you compare the 
specification with what is actually used. 

When building the cloud infrastructure, you should note certain 
recommendations, including ensuring the interconnect points of IP connected 
devices. Where workloads and infrastructure management exist, a minimum of 10 
GB connections with appropriately sized switching backplanes should be used. 
Failure to observe these recommendations can result in underperforming 
situations, such as resource scheduling or failure scenarios, all of which require 
the movement of workloads as quickly as possible. 

An important question is how to size storage for a private cloud. Since the sum of 
the performance and capacity comprises a number of drive types, this must be 
balanced with cost. 

EMC recommends that if you cannot undertake a thorough capacity analysis to 
accurately size the workload aspect of the environment, you should have either 
an understanding of the applications and their specific requirements, or use a 
specific capacity and performance combination to create tiers. 

 

 



Chapter 12: Conclusion  

 

318 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 
Solution Guide 

Chapter 12 Conclusion 

This chapter presents the following topic: 

Conclusion ............................................................................................................. 319 

 

  



 Chapter 12: Conclusion 

 

319 EMC Enterprise Private Cloud 
EMC and VMware Infrastructure 

Solution Guide  

Conclusion 

This private cloud solution enables customers to build an enterprise-class, 
scalable, multitenant platform for complete infrastructure service lifecycle 
management. The solution provides on-demand access and control of 
infrastructure resources and security while allowing customers to maximize asset 
utilization. Specifically, the solution integrates key functionality that customers 
demand of an enterprise private cloud and provides a framework and foundation 
for adding other services. 

The EMC Enterprise Private Cloud solution incorporates the following principles: 

 Self-service and automated provisioning 

 Multitenancy 

 Resource elasticity  

 Metering and chargeback 

 Automated monitoring 

 Lifecycle management 

 Backup and recovery 

 Security 

This solution uses the best of EMC and VMware products and services to empower 
customers to accelerate the implementation and adoption of private cloud while 
still enabling customer choice for the compute and networking infrastructure 
within a datacenter. 
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Appendix A Configuring ViPR Physical Assets 
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Configure ViPR assets 

EMC ViPR is a software-defined storage platform that abstracts storage from physical 
arrays into a pool of virtual shared storage resources enabling a flexible storage 
consumption model across physical arrays. 

 

After ViPR is configured with the physical assets (storage arrays and fabric managers), 
you can create virtual arrays and virtual pools, as shown in Figure 337. These virtual 
arrays can span multiple physical storage arrays and physical storage pools within 
those arrays.  

To configure a virtual array though ViPR, the storage administrator performs several 
steps before the successful discovery of these physical assets can take place. 

 

 EMC ViPR UI: Physical assets Figure 337.

For arrays such as VMAX and VNX, used in this solution, the arrays must first be 
discovered and configured by an SMI-S Provider.  

The arrays must also be physically connected SAN fabrics and logically be configured 
on the fabrics for which ViPR will be provisioning. The hosts to which the ViPR storage 
volumes will be provisioned must also reside on the same fabrics (in the data path) 
that the storage arrays are configured. 

The VMware vCenter Servers must also be discovered and configured. 

 

EMC ViPR uses SMI-S Provider for communication with EMC VMAX and VNX arrays. 
When ViPR discovers an SMI-S Provider host, it discovers all the physical storage 
arrays configured by that host. Multiple SMI-S Providers are supported by ViPR. 

EMC ViPR has visibility into the storage pools in each storage system and can be 
configured automatically or manually into ViPR virtual pools, as shown in Figure 338. 

Physical assets 

SMI-S Providers 
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 Edit SMI-S Provider details for EMC ViPR Figure 338.

 

After the SMI-S Provider is configured, the associated storage systems are discovered 
automatically, and listed in Storage Systems on the Physical Assets screen, as shown 
in Figure 339. 

 

 EMC ViPR physical assets: Storage systems Figure 339.

 

In ViPR terms, fabric managers refer to SAN switches. When an FC switch (such as a 
Cisco or Brocade switch) is added to ViPR, ViPR discovers the FC SAN topology and its 
connected host and storage ports, and one or more networks are automatically 
created that contain the switch’s connected ports, as shown in Figure 340. 

 

 EMC ViPR physical assets: Fabric managers for Cisco MDS Figure 340.

  

Storage systems 

Fabric managers 
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One network is created for each Cisco VSAN (or Brocade fabric) that is discovered on 
the SAN switch. For example, on a Cisco switch, for the VSAN named VSAN 3180 with 
several host and storage ports, a network named VSAN_3180 is automatically 
created with the appropriate endpoints populated. FC networks are automatically 
discovered and created from SAN switches, but the networks are not initially 
associated with a virtual array. The system administrator must assign the discovered 
networks to virtual arrays when setting up the ViPR virtual datacenter. In addition 
ViPR uses these fabric managers to make the required zoning for host to storage 
connectivity. The required number of zones is created based on the number of paths 
set during the creation of virtual pools. 

 

EMC ViPR must discover the instances of VMware vCenter Server in the environment. 
The addition and discovery of vCenter Servers is run from vCenters on the Physical 
Assets screen, as shown in Figure 341. 

 

 EMC ViPR discovery of VMware vCenter Servers Figure 341.

This integration allows ViPR to fully discover vCenter child objects, such as hosts and 
clusters that are then integrated into the workflows, as advertised in the ViPR user 
catalog for Block Services for VMware vCenter and shown in Figure 342. 

 

 EMC ViPR preconfigured workflows for block services for VMware vCenter Figure 342.

  

VMware vCenter 
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EMC ViPR virtual assets must be manually configured for this solution. The assets are 
summarized in this section. 

Role assignments 

The cloud administrator configures a ViPR role assignment for each vCAC fabric 
administrator. For example, Figure 343 shows the following administrators with the 
following roles:  

 finentadmin@p0795.drm.lab.esg.local : Tenant Approver, Project 
Administrator, System Auditor, System Monitor 

 mfgentadmin@p0795.drm.lab.esg.local: Tenant Approver, Project 
Administrator, System Auditor, System Monitor 

 

 EMC ViPR role assignments for vCAC users Figure 343.

Virtual array 

A single virtual array is created in EMC ViPR for enterprise customers to use. 

Projects 

Multiple projects are created, with each representing a single business group within 
the enterprise. In this solution, EMC ViPR Project names must be configured to match 
VMware vCAC business group names. 

For example, Figure 344 shows the following: 

 The cloud administrator creates the fin-bus-group, mfg-bus-group, and so on, 
projects in ViPR and configures ACLs for each project. vCAC fabric 
administrators are the project owners.  

 A 1:1:1 association is used between 
ComputeResource:FabricGroup:BusinessGroup 

 

 EMC ViPR projects for VMware vCAC Business Groups Figure 344.

Virtual assets 
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Virtual pools 

The cloud administrator creates a virtual pool for each service level of available 
storage. Only project owners have access to this virtual pool. Each business group 
has access to these virtual pools.  

The following four ViPR virtual pools are configured in this solution: 

 Tier1 (represents EMC VMAX FASTVP) 

 Tier2 (represents EMC VNX FASTVP) 

 Tier3 (represents EMC VNX SAS) 

 Tier4 (represents EMC VNX NL-SAS) 
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Appendix B VMware VASA 

This appendix presents the following topic: 

Configure VMware VASA storage provider for EMC ViPR ......................................... 327 
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Configure VMware VASA storage provider for EMC ViPR 

This solution uses EMC ViPR storage for cloud tenants. The EMC ViPR storage provider 
integrates with VMware vCenter, which requires no additional user configuration on 
the ViPR side. 

Before beginning the storage provider configuration, ensure that the following are 
available: 

 The vCenter Server administrator credentials 

 The storage provider service EPR URL from the ViPR system administrator 

 The required ViPR credentials 

On vCenter Server ensure that the VMware vSphere Profile Driven Storage Service is 
running in Windows Services on the vCenter Server instance, as shown in Figure 345. 

 

 Start the profile-driven storage service on vCenter Server Figure 345.

To install and configure the ViPR storage provider in VMware vCenter: 

1. When the agent is running, navigate to Storage Providers in the vSphere 
Client using vCenter > Home > Administration > Storage Providers. 

2. For the ViPR storage provider, click Add, and enter the relevant details for EMC 
ViPR, including: 

 Array name and administrative login details 

 The EPR URL for ViPR, for example, as shown in Figure 346 
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 Configure EMC ViPR Storage Provider in VMware vCenter Figure 346.

When the details are accepted and the EMC ViPR provider is successfully added, it is 
displayed under Vendor Providers, as shown in Figure 347. 

 

 New EMC ViPR vendor providers added: ViPR 1.1 Figure 347.

Specific storage provider details and status are displayed under Vendor Provider 
Details, which can be manually synced. 

Virtual machine storage profiles 

The information provided to vCenter by the storage providers enables vCenter to 
automatically add virtual machines on suitable storage based on their VM Storage 
Profiles. 

The VASA storage provider displays the storage capabilities by the ViPR virtual pool 
name. For example, storage presented from the ViPR Tier2 virtual pool is displayed in 
vSphere as Tier2:block. 
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From the vSphere Client Home screen, click VM Storage Profiles, as shown in Figure 
348. 

 

 vSphere Client Home screen: VM Storage Policies Figure 348.

From the VM Storage Profiles screen, the user can create multiple, virtual machine 
storage profiles to apply appropriately to the various virtual machines and 
applications. 

For example, a virtual machine storage profile is created for Tier2 - VNX FASTVP 
storage by selecting Create New VM Storage Profile, as shown in Figure 349, and 
selecting the appropriate storage capabilities for the new tier. 

 

 Create New VM Storage Profile: Tier2 - VNX FAST VP storage Figure 349.

The vSphere Web Client does not readily expose the storage capability details 
presented for each datastore by the storage provider. To confirm the exact storage 
capabilities of datastores, as seen by the system, the traditional vSphere Client must 
be used, as shown in Figure 350. 
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 System-defined storage capabilities for ViPR Tier 2 storage in vSphere Figure 350.

This solution uses these storage profiles with VMware ITBM to organize the available 
tiers of storage and manage storage chargeback accordingly. 
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Appendix C Configuring SMI-S Provider 

This appendix presents the following topic: 

Configure SMI-S Provider ....................................................................................... 332 
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Configure SMI-S Provider 

The EMC SMI-S Provider implements industry standard services for storage and 
platform management that are defined and maintained by the Storage Networking 
Industry Association (SNIA). These standard services strive to ensure consistent data 
and eliminate inconsistencies among management tools by providing a unified 
interface to the many storage objects managed in a storage environment. These also 
enable application developers to focus on a single, standard interface for the 
development of management tools. 

EMC SMI-S Provider is integrated with the EMC Common Object Manager (ECOM) to 
provide an SMI-compliant interface for EMC VMAX, CLARiiON, and VNX arrays. In 
addition, a single instance of SMI-S can support multiple arrays. 

The VASA Provider is included in the SMI-S Provider. The VASA Provider is its own 
protocol adapter that is integrated on top of the SMI-S Provider. The EMC VASA 
Provider enables Symmetrix and VNX management software to inform vCenter of how 
VMFS storage is configured and protected. These capabilities are defined by EMC and 
include characteristics such as disk type, thin or thick provisioning, storage tiering 
and remote replication status. This insight enables vSphere administrators to make 
quick, intelligent, and informed decisions as to virtual machine placement. VASA 
enables vSphere administrators to complement their use of plug-ins and other tools 
to track how devices hosting VMFS volumes are configured to meet performance and 
availability requirements. 

The discovery of VNX is performed out-of-band, so no direct access to VNX LUNs is 
necessary. The discovery requires only network connectivity to both SPA and SPB for 
the applicable VNX array. 

To discover VNX arrays, run the TestSmiProvider.exe from the directory on which SMI-
S was installed, as shown in Figure 351. 

 

 SMI-S install path Figure 351.

To add the VNX array, run the addsys command and answer the following questions, 
as shown in Figure 352: 

 Add System: y 

 ArrayType: 1 (Clar/VNX) 

 IP address or hostname or array id 0: <SPA IP address> 

 IP address or hostname or array id 1: <SPB IP address> 

 IP address or hostname or array id 2: Leave blank 

 Address Type (0): 2 

 Address Type (1): 2 

SMI-S overview 

VNX discovery 

SMI-S: Discover 
VNX 
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 Username: <Unisphere username> 

 Password: <Unisphere password> 

 

 SMI-S VNX discovery Figure 352.

Note: You can add multiple VNX arrays simultaneously by adding SPA and SPB to ID 2 and 3, 
and so on. The last array ID entry is left blank. 

Verify that the VNX array is successfully discovered by running the dv (display version 
info) command, as shown in Figure 353. 

 

 SMI-S array verification Figure 353.

 

The discovery of VMAX arrays by SMI-S Provider is done in-band. This requires direct 
access to a VMAX device called gatekeeper. Gatekeeper devices are Symmetrix 
devices that act as the target of command requests to Enginuity-based functionality. 
After the devices have been assigned and discovered, SMI-S Provider automatically 
discovers the local VMAX array with no user intervention.  

To meet the requirements for SMI-S Provider, the storage administrator must create 
an auto-provisioning group that contains the six gatekeeper devices to provide in-
band communication. In this solution, the SMI-S Provider is installed in a virtual 
machine, in which the gatekeeper devices are only masked to the ESXi cluster that 
hosts the virtual machine that is running SMI-S Provider.  

VMAX discovery 

SMI-S: Discover 
VMAX 
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Auto-provisioning group for SMI-S Provider 

The concept of auto-provisioning groups is the logical grouping of related objects and 
the creation of a masking view that associates the related groups together. 
Definitions for these objects are as follows:  

 Initiator Group is a logical grouping of FC initiators. An initiator group might 
also contain the name of another initiator group for which the groups can be 
cascaded to a depth of one.  

 Port Group is a logical grouping of FC front-end director ports to perform host 
I/O. 

 Storage Group is a logical grouping of Symmetrix devices. The storage group is 
also associated with single FAST VP policy. 

 Masking View defines an association between one initiator group, one port 
group, and one storage groups. When a masking view is created, the devices in 
the storage group are mapped to the ports in the port group and masked to the 
initiators in the initiator group. Each server or group of servers can have one or 
more masking views that associate a set of devices to a server or a cluster of 
servers. 

Initiator group creation 
To create initiator groups in Unisphere, select Hosts > Initiator Groups, and then click 
Create. Enter the required Initiator group name then highlight the WWN associated 
with the host, as shown in Figure 354, and then click Finish. 

 

 Unisphere for VMAX: Create Initiator Group Figure 354.

Repeat this step until all host initiators have their own initiator groups that can be 
added to a single cascaded initiator group, as shown in Figure 355, and then click 
Finish. 
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 Unisphere for VMAX: Cascaded Initiator Group Figure 355.

Port Group creation 
To create port groups in Unisphere, select VMAX > Hosts > Port Groups and click 
Create. In the Create Port Group window, type the name of the new port group, select 
the required FA ports from the list, as shown in Figure 356, and then click OK.  

 

 Unisphere for VMAX: Create Port Group Figure 356.

Storage Group creation 
To create storage groups in Unisphere, select VMAX > Storage > Storage Groups, and 
then click Create. Enter the required storage group name, storage group, and volumes 
type, as shown in Figure 357, and then click Next. Alternatively, if the volumes have 
already been created, the storage administrator can select Empty Storage Group. 
Then manually select the volumes from the storage group properties screen. 
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 Unisphere for VMAX: Create Storage Group Figure 357.

In Create Storage Group, select the required volume attributes, in this case, six 
gatekeeper devices, click Next, as shown in Figure 358, and then click Finish on the 
Summary screen. These gatekeeper devices are presented to the SMI-S virtual 
machine as RDM devices. 

 

 Unisphere for VMAX: Create Storage Group volumes Figure 358.

Masking View 
To create a Masking View, select VMAX > Hosts > Masking Views, and then click 
Create. Type a name for the masking view, select the initiator, port, and storage 
groups from the menu, as shown in Figure 359, and then click OK. 
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 Unisphere for VMAX: Create Masking View Figure 359.

When the gatekeeper devices have been created and masked to the ESXi cluster on 
which the SMI-S virtual machine resides, the cluster is re-scanned for new storage. 
From the vSphere Web Client, select the vCenter, right-click the cluster, and then 
select All vCenter Actions > Rescan Storage, as shown in Figure 360. This rescans for 
storage on all hosts within the selected cluster. 
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 vSphere Web Client: Rescan storage Figure 360.

Verify the host has access to these gatekeeper devices by selecting a host in the 
management cluster, Manage > Storage > Storage Adapters, as shown in Figure 361. 
In this case, the ESXi host now shows the newly provisioned gatekeeper devices. 

 

 vSphere Web Client: Verify storage Figure 361.
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Assign the gatekeeper devices as RDM through the vSphere Web Client: 

1. Select vCenter -> Virtual Machine > Manage > VM Hardware, and then click 
Edit. 

2. In the Edit Settings dialog box, select RDM disk. 

3. Select the gatekeeper device from the Select Target LUN dialog box. 

4. Click OK, as shown in Figure 362. 

5. Repeat these steps to add the remaining five gatekeeper devices. 

 

 Present RDM devices Figure 362.

As noted earlier, no user intervention is required after the SMI-S host is provided with 
direct access to these gatekeeper devices. 

Discover VMAX array 

To discover the VMAX array, run the TestSmiProvider.exe from the directory on which 
SMI-S was installed, as shown in Figure 363. 

 

 SMI_S Install Path Figure 363.

Log in to SMI-S Provider by using the default setting and credentials. For details of 
what version of SMI-S, Solutions Enabler, and arrays that are discovered, run the dv 
(display version info) command, as shown in Figure 364. The SMI-S Provider 
discovers the VMAX array in which the VMAX gatekeepers were added as RDM 
devices. 
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 EMC SMI-S: Discovered arrays Figure 364.
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Appendix D EMC VSI 

This appendix presents the following topic: 

Install EMC VSI ....................................................................................................... 342 
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Install EMC VSI 

For information on other storage array requirements, in addition to those listed in this 
Appendix, refer to EMC VSI for VMware vSphere: Unified Storage Management. 

 

The requirements for VNX for file are as follows: 

 VNX for file Operating Environment (OE) software version 7.0 or later is 
installed. 

 VNX for block OE (5.32) or later is required for virtual Data Mover (VDM) 
support. 

 The NFS license is enabled. 

 The storage pool is created. 

 The network interfaces on the Data Movers are configured. 

 Network connectivity exists between one or more Data Movers and ESX/ESXi 
servers. 

 Network connectivity exists between the Control Station and vSphere Client on 
port 22 (required to provision NFS storage). 

 Network connectivity exists between one or more Data Movers and the vSphere 
Client on port 5080 (required to compress and clone virtual machines). 

 DHSM is set up to use the compression and cloning features. 

 

The requirements for VNX for block are as follows: 

 VNX for block OE software version 05.31 or later is installed. 

 EMC Navisphere® Secure CLI version 7.32 or later is installed on the vSphere 
Client host. 

 The storage pool or RAID group is created. 

 Network connectivity exists between one or more storage processors and 
ESX/ESXi servers. 

 Network connectivity exists between one or more storage processors and the 
vSphere Client on port 443 (required for provisioning VMFS datastores and RDM 
volumes and for setting tiering policies). 

 Each ESX/ESXi host that will access block storage is connected to a storage 
group on the array. 

  

Requirements 

VNX for file 

VNX for block 
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VNX storage system access profile creation 

Click Access Control Utility to start the EMC Unified Storage Access Control Utility. 

To add an access profile: 

1. Click Add from Storage System Access Profiles wizard. 

2. From Access Profile Details, type a name for the access profile. 

3. In Description, type a description for the access profile (optional), and then 
click Next, as shown in Figure 365. 

 

 Access Profile Details Figure 365.

4. Click Add from Define Storage System 

5. In Select System Type, select the array, as shown in Figure 366. 

Note: Steps vary depending on the array type. 

 

 Select System Type Figure 366.

6. In Select VNX Access Method, select the type of storage to be provisioned, 
and then click Next. In this solution, we only provisioned block devices, 
however, we also added file for the unified platform, as shown in Figure 367.  

Managing access 
profiles in the EMC 
Unified Storage 
Access Control 
Utility 
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 Select VNX Access Method Figure 367.

7. In Enter VNX Block Credentials, type the IP address of the storage processor 
and log in credentials for the VNX array, and then click Next. 

Note: To add VNX and VNXe arrays, NavisphereCLI and UnisphereCLI must be 
installed respectively on the local machine in which EMC VSI is installed. User 
security through naviseccli must also be added for each array managed by VSI. 

8. In Enter VNX File Credentials, enter the Control Station IP address and login 
credentials, and then click Next. 

9. In Select Access Privileges, select the storage pool access, and click Finish, as 
shown in Figure 368. This is important as all other storage pools on the VNX 
array are used by EMC ViPR, so the VMware administrator needs only to see or 
have access to the storage pool that they require for storage of this cloud 
management platform. 

 

 Select Access Privileges Figure 368.

10. Select the appropriate storage pool from which EMC VSI will only be allowed 
to provision storage, as shown in Figure 369.  
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 Select storage pool for VSI to provision cloud management platform storage Figure 369.

Export the access profile to VSI client 

To export the access profile to the VSI client: 

1. In Storage System Access Profiles, select the access profile to be exported 
and then click Export, as shown in Figure 370. 

 

 System Access Profiles Figure 370.

2. In Export Access Profile, type the required directory in which to store the 
profile and add the Security Passphrase, as shown in Figure 371. 

 

 Export Access Profile Figure 371.
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Import access control to the VSI client 

To import the access control to the VSI client: 

1. On the vSphere Client, in Solutions and Applications, click EMC VSI, as shown 
in Figure 372. 

 

 EMC VSI in vSphere Client Figure 372.

2. In Features, select Unified Storage Management and click Add, as shown in 
Figure 373. 

 

 EMC VSI Unified Storage Management Figure 373.

Note: Alternatively, each array can be manually added by selecting the storage 
system or connection broker. 
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3. In Select Credentials Source, select Import Access Profile. Browse to the 
location of the Access Profile, add the Security Passphrase, and then click 
Finish, as shown in Figure 374. 

 

 Import Access Profile Figure 374.

4. Verify the arrays are listed in Unified Storage Management, as shown in Figure 
375. 

 

 Arrays list in USM view Figure 375.

Note: Provisioning access for the VMware vSphere administrator using EMC VSI is set to 
Restricted. 
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