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1 summary
The following white paper describes how to implement the ldap directory service with vCenter Orchestrator 
4.1 build 581. Because the vCenter Orchestrator configuration does not support NTLMv2 authentication, like 
it does in the database configuration tab it is necessary to do a workaround. Based on my experience it is  
best  to implement this workaround in close collaboration with  the Active-Directory (in Windows environ-
ments) team because sometimes there are different approaches for security implementations.

The following workaround is bases on the vCenter Orchestrator 4.1 build 581 on a Windows Server 2008 R2 
x64 and a Windows-Active-Directory on Windows Server 2003 and Windows Server 2008. For the imple-
mentation it is not necessary to install any optional applications or components.

2 vCO configuration
When installing and configuring vCenter Orchestrator you have to define the ldap settings for authentication 
(see screenshot 1). In most environments it is easily done by adding the Active-Directory domain controller 
and entering the credentials for an administrative account. There is also the need to define the user and 
group lookup base and define the vCO administration group.

screenshot 1 – ldap configuration

Instead of using the Windows Active Directory it is also possible to use Novell eDirectory or SUN Java Sys-
tem Directory Server.
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2.1 error messages
When using an ldaps domain the vCO ldap configuration could fail with the following error message:

screenshot 2  – error message

By searching this ldap error it seems that SSL integration is needed and the solution is to turn on the SSL  
option “Use SSL”. When activating the SSL usage a certificate is needed and with this a PKI in the Act -
ive-Directory. Also the port changes into 636 which is standard for SSL connections. But, if there is no SSL 
active you get another error:

screenshot 3  – java error message

The error message that you are getting: "javax.naming.communicationException: simple bind failed: (Root 
exception is: Remote host closed connection during handshake" indicates that it is the remote machine (the 
AD server) that terminated the connection.

3 solution
In high secure environments the simple bind mechanism isn´t allowed because of the clear-text password in 
the transmission. If there is no PKI available and the error is displayed the problem is another one:

With Windows Server 2003 and Active Directory (AD), a new group policy security option configures AD to 
only respond to binds that have requested LDAP integrity. The GPO is: Active Directory Group Policy Secur-
ity Setting "LDAP Server Signing Requirements".

3.1 the GPO deactivation
The simplest way to get the vCenter Orchestrator running with the Active-Directory is to change the group  
policy at the domain controller from: “Require Signing” or “Negotiate Signing” to “None”. After this change run  
a gpupdate /force to activate the new rule.
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screenshot 4  – GPO rule

This way is as said before the simplest solution but it is also not really secure because of the clear-text pass-
word transmission.

3.2 the SSL activation
The alternative to establish a secure connect between the vCenter Orchestrator and a Windows-Active-Dir-
ectory is  to create an certificate authority and enable the SSL authentification for ldap clients on port 636.  
Based on the certificate authority it is possible to create an CA signed certificate for the vCenter Orchestrator 
Server. The certificate signing request can be created in the vCenter Orchestrator configuration interface and 
after signing through the CA the .crt certificate can be imported.

screenshot 5  – certificate signing request

As is said before: this way is the most secure, but in some environments the effort is to high for internal serv-
er communication.
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4 hints and proofs
vCenter Orchestrator Community:
http://communities.vmware.com/community/vmtn/mgmt/orchestrator

mighty virtualization Blog:
http://mighty-virtualization.blogspot.com

vCO Team Blog:
http://www.vcoteam.info/

5 used Abbreviations
vCO vCenter Orchestrator

AD Active-Directory

ldap lightweight directory access protocol

SSL secure sockets layer

NTLMv2 NT Lan Manager version 2

PKI Public Key Infrastructure

simple bind Authentication with a simple plaintext password

.csr File: certificate signing request

.crt File: 
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