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RVTools ver. 2.3.1 RVTools

Mice to Haveware.. ...

Mozliwosci:

Informacije o: host, cpu, disks,
nics, cd-rom, , floppy, snapshots, [ RVTools

VMware tools, datastores
[ vlnfo H vCPU H whdemary ” vDizk H wMetwork H vFIoppyl vCD | wShapshat ” vTools H wHost H vDatastorel
ZﬂlefY: Select W | Powerstate - Device Hode ' Connected | Startup | Device Type
Ag regGCiq d qnych [ |Mowa?.0-ekiosk poweredOff CO/DWD Drive 1 | True Tiue 150 [] isodwinepdSw_CD_
1 |Howad.D-ekiosk YmwareView | poweredif CO/DWD Drive 1 | False Falze Remote ATARF
SZCZGgé*OWOS’C’ zestawienia O | Mowad 1-eKiosk Wmwareyiew | powered COD/DWD Drive 1 | Fake Falze Femate &TAF
1 |PozmvDl powereddn CO/DWD Drive 1 | False Falze Remate ATAP
Zaktadka snapshots :
0 |PozeOIM poweredOn COV/DWD Drive 1 | False Falze Remote ATAF
CVS export [ | Fozemo: poweredOn | CD/DVD Dive 1 | False Felke Remote ATAFI
S . [ |PoOzBO powereddn CO/DWD Drive 1 | False Falze ATAPI /dev/scdd
ortowanie WO b poweredn CO/OWD Diive 1 | False Falze Remote device fvmimages,
[ | w2k3sdt poweredOff CO/DWD Drive 1 | False Falze Remate ATAR|
Obszar: L] I | 2|
ESX 3.X, ESXi, VCenTer 2.X [ Dizconnect CD J
£ cwaniaczek | 10.151.64.156 [l wiwsare virtualcenter 2.5.0 build-64192 VI AP12.5.0 9 rows

Cena:

freeware

Zrodto: www.robware.net




RVTools ver. 2.3.1

5 R¥Tools

RVTools

Mice to Haveware

File  Wiew  Help
RVTools 2.3.1 |
| vlnfo || wCPU || whdemomn || wDizk || wietwork || wFloppy || wCh || vSnapsh0t| vToolks |\~'Host || \rDatastore|

Upgrade | W | Powerstate Tools Tools Wersion Upgradeable Template Upgrad
To directly manage a single host, enter the [P addresz [0 Mowa3.0-eKiosk pawereddff Mo Trus manual
Drdl;j-IDSt name. To mfaa,.r}aﬁe |F£u|tIF|EShDStS, enter the IP Fl Howad. O-ekiosk-YmwareView | powered Mo Tre manual

address ar name ar Virtlaleenter aerver.
O Mowad. 1-ekiosk-YmwareView | poweredOff toolsOk 103308 Mo Tre manual
IP address £ Mame: | I | ] |pazoivol powereddn toolsOk | 110258 Yes False ranual
O FOZBMO poweredOn toolz0lk 103308 YVes Falze manual
Ukt memis: | | O |PozZenioz poweredln | tookOk | 103308 Yes False manal
O POZBONE poweredOn toolsOk 103308 Yes Falze marnual
Pazsword: | | YDIOTYMW powersdOn | toolsOk | 110268 Yes Fals= maral
O w2k 3zdt poweredOff Mo Tre manual
[ Canizel ] L Login J < i | 2

[ Upgrade Wk ware Toolz
£ cwaniaczek |/ 10,151.64.158 =] ¥Mweare VirtualCenter 2,5.0 buid-64192 Y1 AP 2,5.0 9 rows
&5 R¥Tools
File  Wiew  Help
| vinfo || wCFLU || whd emory || vDigh || v ebwork || vFloppy || wCh || wSnapzhot || wT ools || vHozt | wD atastore l
MHame Accessible Type #vhd's Capacity MB Free B Free % Block size I ax Blocks
True VMFS | 5 139008 53 3 1 262144
< ] | >
£ cwaniaczek | 10,151.64.156 =] ¥rveare VirtualCenter 2,5.0 build-64192 YT APT 2,50 1 rows




Storage VMotion vmware'
=

e . Virtual Machines
Mozliwosci:

App App
Przenoszenie maszyn oraz

| dyskéw wirtualnych miedzy

storage, ,,no downtime”. _Hib‘lware ESX

Zalety:

Elastycznosc rozktadu VM w
obszarze Storage.
Optymalizacja wykorzystania
zasoboéw.

Obszar:
Ne

Wymagania: Ograniczenia:
Cena: = vCenter 2.5 ® petne wsparcie: tylko FC SAN
Wraz z VI 3 Enterprise lub add- " ESX 3.5 " nie obstuguje template
| on dla Starter oraz Foundation = RCLI ® brak mozliwosci przenoszenia

maszyn réwnolegle



Storage VMotion Plugin

 Luty 2008, Andrew Kutz — VI 2.5 Client

i Power Cn Chrl-B

. . wm|  Power Ciff Chrl+E

P I U g I n SVMOtI on o Suspend Chrl+2
ot Reset CtrHR

 Lipiec 2008, Andrew Kutz — Storage "l e o e

Restart Guest
Ivm

VMotion Plugin ver. 1.0 st .

w Migrate...

wm Clane...
wm|  Clone to Template, ..
T Conwert bo Template. ..
]
) Aadd Alarm. ..
WM e
i Add Permission. .,
o Plugln Manager M| fpen Console
WM Send Chri+Al+Del
Ivm Answer Question, ..
i Installed e
Available o] Report Performance. ..
SwMakian 1.0.0.0 N,I'F'u é?:illfz?grade Wiware Tools
Schley Andrew Kutz _ R
Enables SWMotion within the WI client Rename
Remove From Inventory
Delete From Disk
¥ Enabled -
Migrate storage. ..

Export...

Reconfigure. ..

B




Migrate 5torage. ..

[ Standard0d_DM=4-2500 A [ sort Datastores By
~B Standardl0_DMx4-2500 " Mame © Free Space
~B Standard1_Dix4-3500
B StandardlZ_DM4-3500 — Digplay Options
E| 5 ﬂ Standardl3_Dik4-3500 ¥ Show Local Storage
=S - :
€3 Hard Disk 1 — Datastore Properties
o Hard Digk 2
wiob2esy: shorage Capacity - GE: o
wroblesy storage] Free Space - GR: E

wrobdeszy: storage] Used - GB: 1005

Mumber of Digka: 2

wrob3esy: storage]
wroBhesy: storagel
wrobBeszy storage]

wrobSeszx: storage]
wrob fesy storage] —irtual Machine Properties
wroB9eszy: storagel

Tatal Size - GB: 25
Mumber of Disks: 2

wrobleszy: storage]
wrobZezs: storage]

wrob3ess: storage]

—Wirtual Dizk Properties
wrobdeszy: storagel =

wroDDesy: storage] Tokal Size - GB:

wiraR Feew sharane

IOUROOTITTTDDD@

€

Apply I Cancel




Tripwire ConfigCheck m

1 Narzedzie sprawdzania poziomu zabezpieczen
serwerdw ESX powstate w kooperacji z VMware

11 Poréwnanie wg VI3 Security Hardening Guidelines
1 Wymaga Windows wraz z JRE (1.5 or higher)

1 Oparty na protokole ssl oraz https

7 Nie ingeruje w konfiguracje serwera

ovore




Tripwire ConfigCheck

MOiIiWOéC 9 [] Tripwire ConfigCheck

Sprawdzanie poziomu
zabezpieczen ESX.

JOIN THE COMMUN

About
Join Tripwire's community of \/| professionals!
See how your peers are using Tripwine to

viwire (ESNOERTEVTSR
R R orross e s

l:l | | Check Configuration Gk, o
Zalety: [ )

Check Complete: 46 Passed, 31 Failed

Wskazuje ,,wrazliwe” miejsca

Checking ESX host: wro50esx

i) |

d |G ESX ‘endar Guides _ _ Did any tests fail? Click here to fix it!
. WMware Infrastruckure 3 Security Hardening - ESX 3.5 y )
1. Wirtual Machine Files and Settings L) M hnw i ‘.BI|0d rnsull:? 'r_m [FEETH
1.1 Disable Copy and Paste Operations between the Guest 05 and Remote Consale v.ih TI'.IPWI'B'S el el
1.1.1 Yerify Copy Is Disabled between Guest ©5 and Remote Console Rl e
Yerify Copy Is Disabled between Guest 0OS and Remote Console Passed
1.1.2 Yerify Paste Is Disabled bebween Guest O3 and Remoke Console
o bsza re Yerify Paste Is Disabled between Guest 05 and Remote Console Passed Lo Sl Lol
1.1.3 Verify Option ko Override Yiware Tools Settings Is Disabled
ESX 3 O ESX 3 5 ¥erify Option to Override ¥Mware Tools Settings Is Disabled Passed
o~ Yty 1.2 Limit C'ata Flows fram the Yirtual Machine ta the ESY Server Host Your infrastructure m
1.2.1 ¥erify Log Rotate Size For Virtual Machines Is <= 100KE “YMotionable™?
¥erify Log Rotate Size for ¥irtual Machines Is <= 100KE Passed
1.2.2 Verify the Mumber of Log Files to Keep Is Equal ko 10 OpsCheck is another free vWlire tool that
¥erify the Number of Log Files to Keep Is Equal to 10 Passed determines whether WiMotion will work in your
Cen 1.2.3 Verify Size of GuestInfo File Is <= 1MB

T - co Ly rilox anan

»
Additional Infi tion Available at .tripwire. figcheck:
FreeWG re ! itiona -n ormation Available at www .tripwire.com, configched LEARN MORE
Privacy Policy Support FAQ

End User License Agreement YMware Infrastructure 3 Security Hardening

iJ environment.




VCPlus

AT Dodatkowe informacije:

Wyswietla dodatkowe " ilosé dyskéw = snapshot (y/n)
informacje dotyczqce . ; . . h
poszczegdinych VM. " rozmiar dyskow rozmiar snapshot

= zajetos¢ dyskow

Zalety:

Dostep do waznych, wczesniej
»tatwo niedostepnych”,

informacji z poziomu VI Client.

Obszar:
VI Client, vCenter
Richard
Cena: Garsthagen

Freeware




VCPlus

EE| YCplus Control
WCphuz W1.00 beta  “wihitten by: the. anpkey@agmail com
: ' Annotations
hittp: A, -un-virtual com
& Edit

YWCplus Connection Settings Delta Size:
VT Server IP or Hostname | | DiskFree [1]: C:\, 383 MB (10228 MB)

DiskFree [2]: D: 1011 MB (1019 MB)
WL Server port DickFree [3]
Usetmame | | Snapshot: Yes

Motes: VRMWARE VIRTUAL CEMTER
Password | |
Settings

o -
# of Disk Displayed 3 € 9
Sync Display name to the YW DS name IF]
Update Frequency |D :| Hours |5 :l Minutes
Add Custom Attribute
Attribute
e ] = -
IMPORTANT: You have to restart the service to implement your settings Type: IVirtuaI tachine ;I
Yalue:  |Global
0K I Cancel




Veeam FastSCP VEEAM

Przenoszenie plikow miedzy serwerami ESX
(w tym ESXi) oraz miedzy ESX, a komputerem
lokalnym (Windows)

Whbudowane putty
Sprawdzanie oraz zmiana uprawnien do plikéw

Edycja plikdw




Veeam FastSCP VEEAM

eeam Backup and FastSCP

Fie Edit iew Toos Hel Type a full DMS name or IP address of the server:
. O . oM, | & & Fe) |
- ) e
Backe Fonyard h UE Wigw Dlscgnnect Aﬁlerver Schedulzd Coﬁx
=9 My Computer A Mame Type
: [l Folder
This server is:
(%) Virtual Center W
() ES¥ host >
¥
() Linux-bazed server & ]
- tin
[E: ﬂ bont
4 a dev
[ a etc Mame Tupe Size Date Modified Rights Owner Group Link. target
@7 home biash2 Plik 4b 200902241042 rumrwxrex oot 100t /bin/bash
] initd I bsh Plik Ib 200902241042 ruxewkewx o0t 100t fhindash
[ a lib Dal Plik. 14,34 KB 2007-05-16 20:19 FWHE-XE-X root oot
O losteound chorp Plik. 17,65 KB 2007-05-16 20:19 EWHE-XE-X root oot
chmod Flik. — Ry IWXE-XE-X root oot
& U rant =) chown Plik. Properties: dnsdomainname |§| FUHE-XE-X root oot
E O opt L cim_host_powerops Pk FWHE-XE-} root Tont
[E O proc =k Flik. Owner EWHE-XE-X root root
O roat cpio Plik FWHE-XE-X root Tt
U shin cul Plik. Group: TWXE-XE-} roat raat
[ 0 tmp dale P‘!K Pemissions TUHE-XE-X root oot
# 0 st =L Flik. FWKE-XE-X root 1oot
- v | df Plik User. R W ® EWXE-XE-X root oot
= = dmesa Plik EWXE-KE-X root 1oot
B drsdamainname Plik. Group: R W R R ET LT oot o0t ‘hinfhostname:
Type Date / Time | Test doexec Plik. i EWXE-XE-X root oot
. = . ; thet R Mw M= :
(i) | Infarmational 2009-03-09 15:5%:29 | Folder 10.151.70.52/home/cwaniaczek.. [tems total - 3: Folders [0), Files [3) :Dma::\name E:It . EWXEWXEWE root Tant fbinfhostname
. r2l] dumpreys I IWXE-XE-X ranot oot
(i) | Infarmational 2009-03-0915:59:39 | Browsing folder: 10.151.70.52/home echa Piik. Set e, group and permissions EWRE-KE-K toat 1oat
()| Informational 2009-03-09 15:59:39 | Falder 10.151.70.52/home/. Items tatal - 1: Folders (1), Files (0] egiep Plik recursively IWHREWKEWH roat roat #bin/grep
(i) Infarmational 2009-03-09 16:00:09 | Browsing folder; 10.151.70.52/home e E::t iﬁ;;‘;: zz: :Zzt i
()| Informational 2009-03-09 16:00:09 | Folder 10.151.70.52/hame/. Items total - 1: Folders (1), Files (0] Plik. FUHE-XE-X oot oot
(i) Informational 2009-03-09 15:00:12 | Browsing folder: 10,151, 70.50/home E:'E s “K ; ggggg?gg ;ggg ety roat oot ‘hindgrep
5 5 " if , -01- : EWHE-XE-X root oot
(i) | Infarmational 2003-03-09 16:00:12 | Folder 10.151.70.50/home/. Items total - 12: Folders [1). Filez [11] Fiik 7446 KB 2006-0215 16:29 PUHE -XE-X oot 1aot
(i) | Infarmational 2009-03-09 16:00:17 | Browsing folder: 10.151.70.50,/home Plik. 3b 20090224 10:43 FIHEWH ET root oot Abindtar
(i) Infarmational 2005-03-09 16:00:17 | Folder 10.151.70.50home/, Iters total - 12: Folders [1), Files [11) 5 gurip Pl 5130 KB 200R03021027  wwexex foot oot
@ Informational 2003-03-09 16:00:17 | Browsing folder: 10.151.70.50,/home




Veeam Monitor 3.0 Veeam

Monitorowanie wykorzystania zasobéw (hosty,
klastry, VM)

Konsola umozliwiajgca dostep do maszyn
wirtualnych

Laktadka z procesami danej maszyny wirtualnej
(mozliwosé zabijania proceséw) — dla wersji
ptatnej



Veeam Monitor 3.0

¥Yeeam Monitor for ¥YMware Infrastructure 3 = IDI}J
( @« o S |F = ’ E7 oot
| Back Forward Refresh ||Add ESX Add VC ||Options  Report Modelling]| Hel | Search

VEEdAIM

1al Infrastructure

10.151.64.156 Surmmary  Overall

10.151.70.33
CPU Memory Networking | Disk | Swap Tops Alarms

Events

fmy datacenter

7 gheLT

| Y2 75770 37 fnof respor

Disk, Past hour: 12/23/12008 11:33 AM - 12:33 PM

10.151.70.33
= @ Resources

C3tst10Tvm_sles
(fatst105vm
(Cf3tst106vm
(fatst110vm
{3 wro00Ttst

MBps

0_
11:34 am

11:44 am 11:54 am

[V Display known events

Performance chart legend

Key ! Obiect
B 10.151.70.33{vmhba33:0:0
B  10.151.70.33/vmhba33:0:0
B 10.151.70.33/vmhba0:0:0

<

12:04 pm 12:14 pm 12:24 pm
Time
Select counters... M
Counter Units Latest =~ 4
Disk Read Speed KBps 0.00 0.0C
Disk Write Speed KBps 0.00 0.0C
Disk Read Speed MBps 0.01 0.0C
v

| o

al al



Veeam Monitor 3.0 VEEAM

|55am‘1,,.

&« oo & (| & =)
Back Forward Refresh ||add ES¥ Add uC || Options  Report  Modeling

= Virtua\lnlrastructure TTEEETT)
= [ 10151.70.34 | Summary | Cwerall | CPU || fdamory ” Metworking ” Disk || Swap || Alarms ” Events || Console |
2 @Resouces

[ cumt005 CPU usage Top line: Memory Consumed Top line:

{Cfawna02aym 25 45
(gavralEtst T e e P T S
(w21 Bym 207 2cd
(w21 Tyvm
(Twnod1Bvm ER
15
(Frwno27dvm
Fwo3izem 5
(Fhw303vm 101
(seno305um
(wno30Tvm c
= [{ 101517050
® @Resouces e
= 10.151.70.52 1825 18327 13:29 1831 18:33 18:35 18:37 1829 1831 18:33
@ Resources
Network usage Top line: |125.0 MEps Disk usage Top line: |100.0 MBps Swap usage Top line: 406k
1404 1201 45
1304 1104
L I P | P — S — A PEp——— =
1204
WO === === ----
1104 354
a0 4
100
&0 ER
a0
a0-| 7 s
2 70 R a
£ 2 ®
2
60 0
50
404 1.5
an
30
204 14
204
20
0.5
104 101
0 T T 04 T 7 -
18125 18:30 18135 18125 18:30 1935 18:25 18:30 18:35




Veeam Monitor 3.0 VEEM
S

B Yeeam Monitor Settings

anitar surrnary status
) Collector service status:  Rurining
Summary || Cverall ” CPU | Memary | Metworking ” Disk || Swap || Alarms ” Events ” Console | 6 Database status: ok
) License status: Licenze iz not installed
Memory, Past hour: 2009-03-09 17:45 - 18:45
Collector |Database | Security | License | Lags |
2,89
Service Information
2.64
Service Name: YeeamDC5
2.44 . .
Service Status: Running
227 Display Hame: Yeeam Data Collector Service
21 Logon as: LocalSystem Change...
1.8 Scalability Options: | Typical w
1.6 Collector Yersion: 3.0.2.105
3 1.4 - -
Service Actions
1,24
Start [ Stop ] [ Fiestart
i
0.34
0.64
0.44
0.24
0 . . . . . . . . . . .
17146 17:51 17:56 18:01 168:06 18:11 18:16 18:21 18:26 18:31 18:36 18:41
Time
Display known events Select counters...




VMware Infrastructure

vmwadare

Management Assistant 1.0
-_

Scentralizowane zarzqgdzanie przy uzycivu komend RCLI
oraz VI Perl Toolkit.

VIMA

| Remote CLI

| VI Perl Toolkit
Wymagania:

= ESX/ESXi 3.5 " vCenter 2.5 = V| Client
= Procesor 64-bit = zasoby: 512 MB RAM, 4GB HDD




VMware Infrastructure

vmware

Management Assistant 1.0
-_

1 Red Hat Enterprise 64-bit

11 Uzytkownicy: vi-admin, vi-user (konto root’a
wytgczone)

1 Wykonywanie skryptéw, aplikacji i komend
ESX /ESXi

-1 Gromadzenie logéw z ESX/ESXi



VMware Infrastructure
Management Assistant 1.0

J Dodawanie serwera

login: wvi-admin

Password:

Last login: Tue Mar 18 B3:H4:37 on tiyl
[vi-adminPuwroBlvim “15 sudo vifp addserver 18.151.78.61

root@18.151.78.61's password:
[vi-adminPuwroBlvim “15 vifpinit 18.151.768.61
[vi-adminPuwroBlvim 15 _

0 Uruchamianie komend dla danego serwera

[vi-adminPwroBlvim ~1§ vicfg-nics.pl --server 18.151.78.61 --list
ame PCI Driver Link Speed Duplex HMTU Description

mnicl Z4:88.1 el188A Down 15848 Intel Corporation
Gigabit Ethernet Controller
mnicld Z4:88.8 elB8A Up 1888Mbps Full 15848 Intel Corporation

Gigabit Ethernet Controller

mnicZz £Z9:88.8 elBAA Up 1888Mbps Full 15848 Intel Corporation
Gigabit Ethernet Controller

mnicd ~2£9:88.1 e188A8 Up 1888Mbps Full 15848 Intel Corporation
Gigabit Ethernet Controller

[vi-adminBwroBivim ~15




VMware Infrastructure

Management Assistant 1.0

0 Uruchamianie vi-logger

[vi-admin@uwroBlvim vimald vilogger enable

S5¥ Serwver: 18.151.78.61
hostd .
MESSAGES
vmkernel
vmksummary
vmkwarning
upxa

5% Jerver: 18.151.78.62
hostd e
MESSAGES
vmkernel
vmksummary
vmkwarning
upxa e

[vi-admin@uroBlvim vimald _

U Logi na VIMA
vi-adminfwrodlvim vmwarel

vi-admin@uroBlvim vmwarelS cd 18.151.78
vi-admin@uroBluim 18.151.78.6115 1=

messages.log.1 wvmksummary

vmkernel . log vmksummary

. vmkernel .log.1 wvmkwarning
vi-admin@uroBluim 18.151.78.6115 _

.b1

.log
.log.1
.log

vmkwarning.log.1
vpxa.log
vpxa.log.1




Podsumowanie

Konfiguracja
Bezpieczenstwo (Tripwire Configcheck)
Instalacja (VIMA)
Optymalizacja (SVMotion, Veeam FastSCP)
Monitorowanie i raportowanie

Wykorzystanie i przeglgd zasobéw (RVTools, VCPlus,
Veeam Monitor)

Raportowanie utylizacji zasobow (Veeam Monitor, RVTools)

Wyszukiwanie elementéw infrastruktury (RVTools)



Dziekuje za uwagel

marcin.komarnicki@bzwbk.pl

komarnicki.marcin@gmail.com



