How-to Setup Internal routing on ESX/ESXi Host usig Vyatta
VC5 virtual appliance

Tom Halligan

Purpose:

If you need to setup an isolated network with VKattstill need access to a production
network or the internet, you need to use a VM thatpable of routing traffic. Any
number of possible solutions will work for thisL BNUX based firewall package like
IPCOP or Smothwall, a Unix VM with routing configad or even a Windows VM with
ICS or ISA server installed.

To my mind the best solution out there at this tim@yatta (http://www.vyatta.org/).
Vyatta is an Open source package which is attemptirtompete with Cisco in the
routing product space. Regardless of how that tamayout, Vyatta is an excellent
product which can be run on ESX(i), Vmware Workstabr Vmware Server and used
for routing internal virtual machine traffic to exhal networks.

What | will cover here is how to setup Vyatta td as a network bridge between a
internal only vswitch and a vswitch with an uplittkthe production network.

In this procedure | will use the Vyatta virtual #ippce. You could build your own VM
by downloading the I1SO file from Vyatta’s websitat lall things being equal the Virtual
appliance can be brought up quicker when you hlitkeapieces in place.

Prerequisites:

Your ESX(i) host needs to be configured with astéao vswitches with Virtual
machine port groups. One of these vswitches wilhiggo your production network and
the other will be internal with no uplink.

Procedure:

I. Download the Vyatta Virtual appliance and unzipit to folder on your local
system.

http://www.vyatta.com/downloads/vc5.0.2/vyatta-vat-appliance-ve5.0.2.zip

II. Import the appliance in with VMware converter

(http://www.vmware.com/go/getconverte}.




1. Open converter and seléeiMware Workstation or other virtual machine” and
browse to where you extracted the files and sélgattaCommunity5.vmx” file.
Click “Next”
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2. Select you destination &éMware Infrastructure virtual machine” and input your
server address and credentials to authenticateuoBSX host or Vcenter server. Click
HNeXtH
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3. Select your ESX/(i) host and Datastore. Alsaseh@ name for you routing VM. Click
HNeXtH
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4. Click“Next” at the"View and Edit Options” screen



5. Click“Finish” at the*"Summary” page. The VM will take 5 or so minutes to import
(Depending on network speed between your locatmitlae host or VC server).

6. Once the VM has been imported edit the VM sgétiand configure the first VNIC to
attach to the vswitch that uplinks to your prodostnetwork (This will beethO on the
appliance). The second VNIC should be attachedtw Yinternal” vswitch where your
isolated VMs will reside. There is a third intergawhich you can leave unconfigured or
simply remove from the VM.

7. Now power on your VM and watch boot up from cdasvindow.

3 @ Hosts & Clusters ¥yattaCommunity 5
= [fg Tom
El B Tom
[ 192.168.1.245
Ef oot
&y cuz

Ef Mew Yirtual Machine

O VYATTA.

fisgembling MD arrays...done (no arrays found in config file or 4
Checking file systems...fsck 1.41.0 (10-Jul-2008)

done.

Setting kernel variables (retcrsysctl.conf)...done.

Mounting local filesystems...done.

fictivating swapfile swap...done.

Setting up networking....

Configuring network interfaces...done.

INIT: Entering runlevel: 2

Starting system log daemonm....

Starting wan interfaces: FATAL: Error inserting wanpipe (-1ibsmg
Bo—vyattaskernelrsdrivers/net/wanswanpipe.kod: No such device
ERR

Starting kernel log daemom....

Loading capability module if not yet done.

Starting Quagga...ripd...ripngd...ospfd.. .ospf6d. . .bgpd. . .done.
Starting deferred execution scheduler: atd.

Starting periodic command scheduler: cromd.

Mounting Vyatta Config...done.

end_request: 1.0 error, dev fd0, sector 0

end_request: 1.0 error, dev fd0, sector O
end_request: 10 error, dev 40, sector 0
Starting Vyatta router: migrate rl-system firewall configure.

Welcome to Vyatta — vyatta ttyl

vyatta login:

ll. Now we want to setup the eth0 interface and emble remote sshaccess.

By doing this we will be able to connect to the Wi putty and copy and paste the rest
of the configuration entries (I hate typing). Thisl speed up the setup. Logon to the
Vyatta VMs console from VIC client and use thedaling credentials

User:vyatta Passwordvyatta

At the command prompt typmonfigure this will place you in configuration mode. Then
type the following commands



set interfaces ethernet ethO address XXX.XXX.XXX.XxX/24 (Where XXX.XXX.XXX.XXX iS an
IP address from your routable production netwoek flou have assigned for use by the
VM. Also | have used CIDR /24 assuming a class @lpction network, your value may
vary)

Set service ssh

commit’

Now you should be able to use putty or another 8l&it to connect to the VM from
your production network using the IP you have asstigned to ethO on the VM.

IV. Now we configure the "internal” interface, setup NAT and (optionally)
configure External default gateway on Vyatta router

Setup the internal interface
set interfaces ethernet eth1l address XXX.XXX.XXX.Xxx/24
Setup NAT for the internal network

set service nat rule 1 source address XXX.XXX.XXX.0/24 (Xxx.XxX.xxX.0/24 is the network
your internal VMs reside on)

set service nat rule 1 outbound-interface ethO
set service nat rule 1 type masquerade
commit

Now set your VMs on the internal vswitch to use lfR@ssigned tethl as their default
gateway and those VMs will have access to the mtimlu network.

To allow those VMs access to the internet (Which gmay not want to do) you have to
configure the Vyatta VM to use the default gatewayou production network, to do so
issue the following commands.

set protocols static route 0.0.0.0/0 next-hop XXX.XXX.XXX.XXX  (Where XXX.XXX.XXX. XXX
is gateway of external network)

commit



V. Test and save configuration

Once setup is complete you should be able to pistgs1s on your production network
and the internet. You should now save the changésas they will be retained on the
VM between reboots. To do so in configure mode sgee

vyatta@vyatta# save

You should see the following indicating that thefiguration has been saved

Saving configuration to '/opt/vyatta/etc/config/corfig.boot'...

Done

Security Note:

1. You should change passwords from defaults on VMi&arsoot andvyatta
once you have it up and running. You may also wasttisable ssh access and
only enable it when needed.

1 vyatta VC5 had a web based GUI. | prefer the comurlme interface but if you want
ive it atry

gLike Cisco 10S the configuration is not saved usitich time as you have committed

your changes and saved you config. At any timéig process if you just want to start

from scratch just reboot the VM before saving tbefig (last step). Bearing in mind you

will have to assign an IP address ehtO and enablegain to access the VM from ssh

client



