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Performance Troubleshooting for VMware vSphere 4 

IInnttrroodduuccttiioonn  

Performance problems can arise in any computing environment. Complex application behaviors, changing demands, 

and shared infrastructure can lead to problems arising in previously stable environments. Troubleshooting 

performance problems requires an understanding of the interactions between the software and hardware components 

of a computing environment. Moving to a virtualized computing environment adds new software layers and new types 

of interactions that must be considered when troubleshooting performance problems.  

 

Proper performance troubleshooting requires starting with a broad view of the computing environment and 

systematically narrowing the scope of the investigation as possible sources of problems are eliminated. 

Troubleshooting efforts that start with a narrowly conceived idea of the source of a problem often get bogged down in 

detailed analysis of one component, when the actual source of problem is elsewhere in the infrastructure. In order to 

quickly isolate the source of performance problems, it is necessary to adhere to a logical troubleshooting 

methodology that avoids preconceptions about the source of the problems.  

 

This document is the first installment in a guide covering performance troubleshooting in a vSphere environment. It 

uses a guided approach to lead the reader through the observable manifestations of complex hardware/software 

interactions in order to identify specific performance problems. For each problem covered, it includes a discussion of 

the possible root-causes and solutions. This first installment covers performance troubleshooting on a single VMware 

ESX 4.0 host. It focuses on the most common performance problems which affect an ESX host. Future updates will 

add more detailed performance information, including troubleshooting information for more advanced problems and 

multi-host vSphere deployments. 

 

Most of the information in this guide can be applied to earlier versions of VMware Virtual Infrastructure and VMware 

ESX. However, some of the performance metrics accessed using the vSphere Client have been renamed from 

previous versions, while others were previously only accessible using esxtop. In most cases, the equivalent metrics 

should be evident upon examination of the appropriate documentation. 

 

The troubleshooting process starts with the top-level troubleshooting flow in Top-Level Troubleshooting Flow. 

However, the introductory material includes background information that is important for the successful completion of 

a performance troubleshooting effort. Identifying Performance Problems discusses what we mean by a performance 

problem, and how to tell when observed behavior is and is not a problem. Performance Troubleshooting Methodology 

gives an overview of the troubleshooting methodology used in this document. Using This Guide discusses how to use 

this guide. The guided approach makes using this document different than reading a typical manual. Performance 

Tools Overview gives an overview of the performance monitoring tools used in the troubleshooting process. Starting 

with Top-Level Troubleshooting Flow, the remainder of the document covers the process of using the performance 

monitoring tools to identify observable performance problems, find the root-cause of those problems, and then fix the 

causes. 

 

This is a living document. Reader comments, questions, and suggestions are encouraged. See Change Information 

for change and version information. 
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IIddeennttiiffyyiinngg  PPeerrffoorrmmaannccee  PPrroobblleemmss  

Performance troubleshooting is a task that is undertaken with the goal of solving performance problems. Therefore, 

before we begin to discuss performance troubleshooting, we need to clearly define what is, and is not, a performance 

problem. 

 

The proper way to define performance problems is in the context of an ongoing performance management and 

capacity planning process. Performance management refers to the process of establishing performance requirements 

for applications, in the form of Service Level Agreements (SLAs), and then tracking and analyzing the achieved 

performance to ensure that those requirements are met. A complete performance management methodology would 

include collecting and maintaining baseline performance data for applications, systems, and subsystems (e.g. storage 

and network). Capacity planning refers to the process of using modeling and analysis techniques to project the 

impact of anticipated workload or infrastructure changes on the ability of an infrastructure to satisfy SLAs. 

 

In the context of performance management, a performance problem exists when an application fails to meet its 

predetermined SLA. Depending on the specific SLA, the failure may be in the form of excessively long response-

times, or throughput below some defined threshold. Performance troubleshooting should be undertaken to find the 

cause and bring performance back within limits defined by the SLAs. 

 

When SLAs or other performance criteria have not been defined, the definition of performance problems becomes 

more subjective. Baseline performance data, from periods in which performance was deemed acceptable, can be 

used as a means of quantifying deviations in performance and determining whether problems exist. Ideally, this 

baseline data should cover the application, the load applied to the application, and the performance characteristics of 

the server, storage, and network infrastructure. If it is decided that the deviations in application performance are 

severe enough, then performance troubleshooting should be undertaken to bring performance back within a 

predetermined range of the baseline. 

 

In environments where no SLAs have been established, and where no baseline data is available, user complaints 

about slow response-time or poor throughput may lead to the declaration that a performance problem exists. In this 

situation, there is no objective way of determining whether current performance is problematic. In order to avoid 

unnecessary investigations, a clear statement of the perceived problem and acceptable solution should be formulated 

before undertaking performance troubleshooting.  
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Regardless of which situation exists, it is important to eliminate changes in load as the source of performance 

problems before investigating the software/hardware infrastructure. Changes in load, such as growth in the number of 

users, or increased demand from existing users, can cause performance problems in applications that previously had 

acceptable performance. If a performance management and capacity planning methodology is being followed, 

baseline data can be used to determine whether changes in application load are responsible for performance 

degradations. If such data is not available, other avenues of investigation, including customer interviews, should be 

used to determine whether there have been recent changes in load. 

 

Using a virtualized environment adds one new factor to the definition of performance problems. Often baseline data 

collected when an application was running on non-virtualized systems is compared to data collected after the 

application is virtualized. Many factors can lead to differences in performance, including different server hardware, 

different CPU and memory allocations, sharing of resources with other high-load applications, and different storage 

subsystems. The following points should be considered when comparing performance between virtualized and non-

virtualized environments: 

 Performance comparisons should be based on actual application performance metrics, such as response-
time or throughput. Comparisons in terms of lower-level performance metrics, such as CPU utilization, are 
rarely valid when moving from a physical to virtual environment.  

 Performance comparisons between virtual and non-virtual environments are only valid when the same 
underlying infrastructure is used. This includes the same type and number of CPU cores, the same amount 
of memory, and storage which is either the same or has comparable performance characteristics.  

See the VMware technical document Performance Best Practices and Benchmarking Guidelines for additional 

information on benchmarking performance in a virtualized environment. 

PPeerrffoorrmmaannccee  TTrroouubblleesshhoooottiinngg  MMeetthhooddoollooggyy  

Once it has been determined that a performance problem exists, it is necessary to follow a logical methodology for 

finding and fixing the cause of the problem. In this section we describe the troubleshooting methodology used in this 

guide for finding and fixing performance problems in a vSphere environment  

 

In discussing our performance troubleshooting methodology, we use the following terms: 

 Observed Symptoms: These are the observed effects that lead to the decision that a performance problem 

exists. They are based on high-level metrics such as throughput or response-time. Ideally the 
presence/absence of a problem is defined by an SLA or other set of performance targets or baselines. 

 Observable Problem: These are the problems that can be identified in the lower-level infrastructure by the 

values of specific performance metrics. The performance metrics are typically provided by performance 
monitoring tools. An observable problem may be directly causing the symptoms, but there is typically 
something more fundamental that is causing the problem to occur. 

 Root Cause: The root cause is the ultimate source of the observable problems. It may be a configuration 

issue, a contention for resources, application tuning, etc. Root causes often cannot be directly observed by 
monitoring tools, but instead must be inferred by the presence of observable problems. Finally identifying a 
root-cause may require an iterative tuning effort. 
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Figure 1. Relationship among Symptoms, Problems, and Cause 

 
 

A performance troubleshooting methodology must provide guidance on how to find the root-cause of the observed 

performance symptoms, and how to fix the cause once it is found. To do this, it must answer the following questions: 

1. How do we know when we are done? 
2. Where do we start looking for problems? 
3. How do we know what to look for to identify a problem? 
4. How do we find the root-cause of a problem we have identified? 
5. What do we change to fix the root-cause? 
6. Where do we look next if no problem is found? 

The first step of any performance troubleshooting methodology must be deciding on the criteria for successful 

completion. If SLAs or other baselines exist, they can be used to generate the success criteria. Otherwise, 

application-specific knowledge, an understanding of user expectations, and an understanding of available resources 

can be used to help determine the criteria. The process of setting SLAs or selecting appropriate performance goals is 

beyond the scope of this document, but it is critical to the success of the troubleshooting process that some stopping 

criteria be set. In the absence of defined goals, performance troubleshooting can turn into an endless performance-

tuning process. 

 

Having decided on an end-goal, the next step in the process is deciding where to start looking for observable 

problems. There can be many different places in the infrastructure to start an investigation, and many different ways 

to proceed. The goal of our performance troubleshooting methodology is to select at each step the component which 

is most likely to be responsible for the observed problems. In our experience, a large percentage of performance 

problems in a vSphere environment are cause by a small number of common causes. As a result, the method used in 

this document is to follow a fixed-order flow through the most common observable performance problems. For each 

problem, we specify checks on specific performance metrics made available by the vSphere performance monitoring 

tools. These checks are embodied in flow-charts that describe each step necessary to access the metrics, and values 

that indicate the presence or absence of the problem. If a problem is identified, the problem checks direct the reader 

to the section of this document that discusses the possible root-causes for the problem, and possible solutions. 
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Once a problem has been identified and resolved, the performance of the environment should be re-evaluated in the 

context of the completion criteria defined at the start of the process. If the criteria are satisfied, then the 

troubleshooting process is complete. Otherwise the problem checks should be followed again to identify additional 

problems. As in all performance tuning and troubleshooting processes, it is important to fix only one problem at a 

time, so that the impact of each change can be properly understood. 

UUssiinngg  TThhiiss  GGuuiiddee  

Unlike a typical book or manual, this guide is not intended to be read linearly from start to finish. Instead, it is based 

around the hierarchical troubleshooting flow-charts which begin in Top-Level Troubleshooting Flow. Following the 

steps indicated by the flow-charts will lead the reader through checks for most common sources of performance 

problems in a vSphere environment. Checks that indicate the presence of a problem then point to relevant 

discussions of possible causes and solutions. 

 

The flow-charts are arranged hierarchically, with each level having a specific intent. 

 The top-level flow-chart leads through identification of candidate areas for investigation based on information 
about the problem and the computing environment. The nodes in this flow point off to one or more mid-level 
flow-charts for each general area. At present, this flow is limited to a single ESX host, but it will be expanded 
in future updates to this document.  

 The mid-level flow-charts lead through the problem checks for specific observable problems in a given area. 
All of the problem checks covered by a mid-level flow use a common set of monitoring tools. Each node in a 
mid-level flow-chart points off to a bottom-level flow-chart which contains the actual problem check. 

 The bottom-level flow-charts are the problem checks for specific observable problems. The nodes in these 
flow-charts will direct you to perform specific actions or observe the values of specific performance metrics. 
If the outcome of the check is to confirm that the problem exists or may exist in the environment, the flow 
points to the section of this document that discusses possible causes and solutions. 

The number of flow-charts and steps in this troubleshooting process may seem intimidating at first. However, most of 

the steps require checking only a small number of easily accessed performance metrics, and can be performed in a 

few minutes using the facilities provided by the vSphere client. With a little practice, performing these checks requires 

very little time, and can save a lot of effort when trying to solve performance problems in a vSphere environment. 

PPeerrffoorrmmaannccee  TToooollss  OOvveerrvviieeww  

Checking for observable performance problems requires looking at values of specific performance metrics, such as 

CPU utilization or disk response-time. vSphere provides two main tools for observing and collecting performance 

data. The vSphere Client, when connected directly to an ESX host, can display real-time performance data about the 

host and VMs. When connected to a vCenter server, the vSphere Client can also display historical performance data 

about all of the hosts and VMs managed by that server. For more detailed performance monitoring, esxtop and 

resxtop can be used, from within the Service Console or remotely, respectively, to observe and collect additional 

performance statistics. 

 

The vSphere Client will be our primary tool for observing performance and configuration data for ESX hosts. 

Complete documentation on using obtaining and using the vSphere client can be found in the vSphere Basic System 

Administration guide. The advantages of the vSphere Client are that it is easy to use, provides access to the most 

important configuration and performance information, and does not require high levels of privilege to access the 

performance data. 
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The esxtop and resxtop utilities provide access to detailed performance data from a single ESX host. In addition to 

the performance metrics available through the vSphere Client, they provide access to advanced performance metrics 

that are not available elsewhere. The advantages of esxtop/resxtop are the amount of available data and the speed 

with which they make it possible to observe a large number of performance metrics. The disadvantage of 

esxtop/resxtop is that they require root-level access privileges to the ESX host. Documentation covering accessing 

and using esxtop and resxtop can be found in the vSphere Resource Management Guide. 

 

Performance troubleshooting in a vSphere environment should use the performance monitoring tools provided by 

vSphere rather than tools provided by the guest OS. The vSphere tools are more accurate than tools running inside a 

guest OS. While guest OS performance-monitoring tools are more accurate in vSphere than in previous releases of 

VMware ESX, there are still situations, such as when CPU resources are over-commited, that can lead to 

inaccuracies in in-guest reporting. In addition, the accuracy of in-guest tools also depends on the guest OS and 

kernel version being used. As a result, it is best to use the vSphere provided tools when actively investigating 

performance issues. 

TToopp--LLeevveell  TTrroouubblleesshhoooottiinngg  FFllooww  

The performance troubleshooting process covered by this guide starts with the top-level flow-chart presented in this 

section. Most of the nodes in this top-level flow point to a more detailed mid-level flow-chart. 

 

The top-level troubleshooting flow is shown in Figure 2. The first step in the process is to define criteria for successful 

resolution of the performance problems. See the discussions in Identifying Performance Problems and Performance 

Troubleshooting Methodology for additional information on this topic.  

 

Once the success criteria have been defined, the next step is to follow the Basic Troubleshooting flow contained in 

Basic Performance Troubleshooting for VMware ESX. This flow leads through problem checks of the most common 

observable performance-problems using information accessible through the vSphere client. This is followed by the 

Advanced Troubleshooting flow in Advanced Performance Troubleshooting with esxtop. This flow looks for less 

common problems using performance data only accessible through esxtop. 

 

The troubleshooting flows contained in this document do not cover all possible performance problems in a vSphere 

environment. If you are unable to resolve the problem using these flows, more in-depth performance information 

should be consulted. 
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Figure 2. Top-Level Troubleshooting Flow 

 

BBaassiicc  PPeerrffoorrmmaannccee  TTrroouubblleesshhoooottiinngg  ffoorr  VVMMwwaarree  EESSXX  

Overview 

This section covers the basic steps for investigating a performance problem on a single ESX host or VM. It walks the 

reader through checks for common performance problems using information that is accessible to most vSphere 

administrators.  

 

The basic troubleshooting flow is presented in Basic Troubleshooting Flow. This flow gives a suggested order for 

checking for common performance-related problems. The checks for each of those problems are given in Basic 

Problem Checks. 
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Basic Troubleshooting Flow 

The basic troubleshooting flow is shown in Figure 3. This flow does not include problem checks for all possible 

performance problems. The problem checks in this flow cover the most common or serious problems which cause 

performance issues on ESX hosts. Additional problem checks will be added to this flow as this document is updated. 

 

In the basic troubleshooting flow we distinguish among three categories of observable problems: definite, likely, and 

potential problems. Definite problems are conditions that, if they exist, will have a direct impact on observed 

performance, and should be corrected. Likely problems are conditions that in most cases will lead to performance 

problems, but that in some circumstances may not require correction. Potential problems are those conditions which 

may be indicators of the causes of performance problems, but may also reflect normal operating conditions. Likely 

and potential problems require additional investigation to determine whether they are causing the observed 

performance symptoms.  

 

Within each category, the problem checks are organized by general system area. This simplifies checking for 

problems which might use similar performance metrics. 

 

Flow-charts giving the problem checks for each observable problem covered by this flow are contained in Basic 

Problem Checks. 
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Figure 3. Basic Troubleshooting Flow for a VMware ESX Host 

 
 

Basic Problem Checks 

This section contains the problem checks for each of the observable problems covered by the Basic Troubleshooting 

flow. Performing these problem checks requires looking at the values of specific performance metrics using the 

performance monitoring capabilities of the vSphere Client. Note that the threshold values specified in these checks 

are only guidelines based on past experience. The best values for these thresholds may vary depending on the 

sensitivity of a particular configuration or set of applications to variations in system load. If the values are close to, but 
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not at, the specified values, it may be worthwhile to read the associated cause and solution discussion to better 

understand the issues involved. 

 

All of the problem checks use data available through the vSphere Client connected either to an ESX host or to a 

vCenter server. They assume the use of real-time statistics while problem is occurring. Some of these checks may 

also be possible using historical performance data available when connected to vCenter. 

 

If using the vSphere Client connected directly to an ESX host, ignore the steps that say to switch to the Advanced 

performance charts. These are the default charts when connected directly to an ESX host. 

Check for VMware Tools Status 

1. Check tools status 
a. Select the host, then the Virtual Machines tab. 
b. Right-click on the column header, and select VMware Tools Status 
c. Is the status is OK for all powered-on VMs? 

Á Yes: Return to Basic Troubleshooting flow. 

Á No: If the status is Not Running or Out of date for any VM, go to VMware Tools-Related 
Performance Problems, for a discussion of possible causes and solutions. 
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Figure 4. Check for VMware Tools Status 

 

 

 

  



                                                                                                           Performance Community Document 
 

Performance Troubleshooting for VMware vSphere 4                                                  VMware, Inc.  Page 13 of 51 
 

Check for Host CPU Saturation 

1. Check for high CPU usage 
a. Select the host, then the Performance tab -> Advanced, then Switch to: CPU 
b. Look at measurement Usage for the hostname object. 
c. Is the average above 75%, or are there peaks in the graph above 90%? 

Á Yes: Possible Host CPU Saturation. Go to step 2b to check for high Ready Time. 

Á No: Host CPU Saturation is not present. Return to the Basic Troubleshooting Flow. 
2. Check for high Ready Time 

a. If the performance problem is specific to a VM, use that VM in the following steps. If not, Select the 
host, then the Virtual Machines tab. Click on the Host CPU ï MHz header to sort by that column. 
Note the name of the VM with the highest CPU usage. 

b. Select the VM, then the Performance tab, then Switch to: CPU 
c. Look at measurement Ready for all objects. In this case the objects represent the vCPU numbers 

for the VM. You may need to Change Chart Options in order to view the Ready measurement. 
d. Is Ready greater than 2000ms for any vCPU object? 

Á Yes: Host CPU Saturation exists. Go to CPU-Related Performance Problems, for a 
discussion of possible causes and solutions. 

Á No: Host CPU Saturation is not present. Return to the Basic Troubleshooting Flow. 
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Figure 5.  Check for Host CPU Saturation 

 
 

 

  












































































