Managing VMware with PowerShell FAQ

Managing VMware with PowerShell --
Frequently Asked Questions

This document contains frequently asked questions about managing VMware with PowerShell. This document is a
wiki page, so if you have contributions or corrections, feel free to make them by editing the document directly.

Note: If you are using Internet Explorer, the code samples below do not render properly. To deal with this problem
you can click "Edit Document" on the left hand side of the page, switch to plain text view, and copy text out of the
document.

General VI Toolkit (for Windows) Questions:

Q: What is the VI Toolkit (for Windows)?

A: The VI Toolkit (for Windows) is a snap-in to Windows PowerShell that provides administration and automation for
VMware Virtual Infrastructure.

Q: Does this FAQ cover a particular version of the VI Toolkit (for Windows)?

A: Yes, this FAQ specifically covers the VI Toolkit (for Windows) 1.0, build 103777.

Q: What VMware versions are supported?

A: Version 1.0 supports: VMware ESX 3.0.x, VMware ESX 3.5, VMware ESXi 3.5, VMware VirtualCenter 2.0 and
VMware VirtualCenter 2.5. In addition, with the VI Toolkit (for Windows) you can manage multiple hosts at the same
time, even if they are different versions of VI.

Q: What client platforms does the VI Toolkit (for Windows) support?

A: Windows XP, 2003 and Vista, 32 and 64 bit versions.

Q: What versions of PowerShell are compatible with the VI Toolkit (for Windows)?

A: The toolkit has been tested with PowerShell version 1, as well as the Community Technology Preview releases of
PowerShell version 2.

General PowerShell Questions:

Q: How do | stop PowerShell from prompting me for confirmation before taking action?

A: Using parameter -Confirm one can bypass the confirmation messagebox. This parameter takes input as a
Boolean.

Use
- Confirm $f al se

Q: Can | manage more than one VirtualCenter server at a time? Can | connect to both ESX and VC at the same
time.

A: Yes, but the syntax changes when you want to manage more than one host.
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$vecs = @)
$vcs += connect -vi server <VC 1>
$vcs += connect -vi server <VC 2>

$vcs += connect-vi server <VC N>

# Snapshot all VMs across all Virtual Center servers.
get-vm -server $vcs | new snapshot

Initial Steps

Q: How do | connect to a VirtualCenter Server or Host Server?
A: Use the Connect-VIServer cmdlet and provide a value to the Server parameter.

connect - vi server -server
<server> -user <user> -password <pwd>

Q: What if my host server listens on a non-default port?
A: Use the Port parameter to specify the port number.

connect - vi server -server
<server> -user <user> -password <pwd> - port
<port>

VM Lifecycle:

Q: How do | create a VM?

A: New virtual machine can be created using New-VM cmdlet. Before, executing this cmdlet first you need to connect
to server. Below script would create a new virtual machine in the same host.

New VM - Nane

"Target-VM" -Host (Get-VMHost)

Q: How do | create a VM on a patrticular datastore?

A: To create a virtual machine on a particular we need the reference of the datastore. This script creates a new
virtual machine on a particular datastore.

connect - vi server -server
<server> -user <user> -password <pwd>
$dat astore = Cet-Datastore -Nanme

"Select-Datastore-Name"
New VM - Nane

"Target-VM" -Host (Get-VMHost -Datastore
$dat ast or e)

Q: How can | import an existing VM?

A: This script will import a VM to the vm folder.

connect - vi server -server
<server> -user <user> -password <pwd>

# If inporting to a cluster uncoment the |ine bel ow
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# $rp = get-cluster <cluster name> | get-resourcepool |
get - vi ew

# If inporting to a non-cluster host uncomment the |ine bel ow
# $rp = get-vnhost <host nanme> | get-resourcepool | get-view

$vntol der = get-view (get-folder vm.id
$vnfol der. Regi st er VM Task(

"[<Datastore Name>] <Path To

VMX>.vmx",

"<VM Name>", s$false, $rp. MoRef,

$nul |)

Q: How can | determine the connection state of CD ROM drives and floppy drives?

A: Connection state of CD drive and Floppy drive can be determined by property “Connected:. This return Boolean
value true for connected and false for disconnected state. Below script would determine the connection state of CD
and floppy drive.

connect - vi server -server

<server> -user <user> -password <pwd>
Wit e- Qut put

"FloppyDrive Status:"

Get-vm | Select-Ohject @

{ Name=

"Status"; Expression=

{(Get - Fl oppyDrive -WM

$ ). Connecti onSt at e. Connect ed

}

1 @

{ Name=

"Name"; Expression=
{$_. Nane

}

b}l oft
Wit e- Qut put

"CDDrive Status:"

Get-vm | Sel ect-Cbject @
{ Name=

"Status"; Expression=
{(Get-CDDrive -wM

$ ). Connecti onSt at e. Connect ed
}

1 @

{ Name=

"Name"; Expression=

{$_. Nane

}
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Foft
Q: How can | set VM poweron options, such as configuring tools to automatically upgrade?

A: By setting the ToolsUpgradePolicy property to upgradeAtPowerCycle. With this setting Tools upgrade is
automatically performed on the virtual machine and rebooted if necessary. Below is the script for the same.

connect - vi server -server

<server> -user <user> -password <pwd>

$vm = Get-Vi ew (Get-VM VMNane). | d

$vnConfi gSpec = New Cbj ect VMwar e. Vi m Vi rt ual Machi neConf i gSpec
$vnConf i gSpec. Tool s = New Obj ect VMnar e. Vi m Tool sConfi gl nfo
$vnConf i gSpec. Tool s. Tool sUpgr adePol i cy =
"UpgradeAtPowerCycle"

$vm Reconf i gVM $vnConf i gSpec)

Q: How do | set resources, such as limits and reservations, on a VM?

A: Various resources of a virtual machine can be set using the ReconfigVM_task method on virtual machine. To
setting the reservation and limits of a virtual machine an instance of VirtualMachienConfigSpec would be created and
all the required resources can be set in configspec befre calling the ReconfigVM_Task. Below is the script for the
same.

connect - vi server - Server

<Server> -User <user> -Password <password>
$vm = Get-VM VMNane | %

{Get-View $_.1D

}

$spec = new obj ect VMware. Vi m Vi rtual Machi neConfi gSpec

$spec. CPUAI | ocati on = New Obj ect VMware. Vi m Resour ceAl | ocati onl nfo
$spec. CpuAl | ocati on. Shares = New Cbj ect VMnar e. Vi m Shar esl nf o
$spec. CpuAl | ocati on. Shares. Level =

"normal”
$spec. CpuAl l ocation.Limt = -1
$vm Reconf i gvVM Task( $spec)

Q: How can | determine the version of VMware tools my VMs are using?
A: Toolversion property under the config property of virtual machine object having this information. To get this
information we can use the below script.

connect - vi server -Server
<Server> -User <user> -Password <passwor d>
get-vm VMNane | %

{ get-view $_.1D

} | select Name, @

{ Name=

"ToolsVersion"; Expressi on=
{$_. config.tool s.tool sVersion

}
}

Q: How can | change a VM's IP address?

A: This script can be used to change the IP setting.
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connect - vi server -server
<server> -user <user> -password <pwd>

$vntl onespec = New Cbj ect VMnare. Vi m Vi rt ual Machi neC oneSpec

$vntl onespec. Cust om zati on = New Obj ect

VMnar e. Vi m Cust oni zat i onSpec

$vntl onespec. Cust om zation. Ni cSetti ngMap = @ New Obj ect

VMnar e. Vi m Cust om zat i onAdapt er Mappi ng)

$vntl onespec. Cust om zati on. Ni cSetti ngMap[ 0] . Adapt er = New Obj ect
VMnar e. Vi m Cust oni zat i onl PSetti ngs

$vntl onespec. Cust om zati on. Ni cSetti ngMap[ 0] . Adapter.ip = New Obj ect
VMnar e. Vi m Cust om zat i onFi xedl p

$vncl onespec. Cust om zati on. Ni cSetti ngMap[ 0] . Adapter. | p. | pAddress =
"<Target IP Address>"

$vntl onespec. Cust om zati on. Identity = New Obj ect

vmvar e. Vi m Cust oni zati onl dentitySettings

$vntl onespec. Cust om zati on. d obal | PSetti ngs = New bj ect

VMnar e. Vi m Cust oni zat i ond obal | PSet ti ngs

$vntl onespec. confi g = New Obj ect
VMnar e. Vi m Vi r t ual Machi neConf i gSpec
$vntl onespec. | ocati on = New Obj ect
VMnar e. Vi m Vi r t ual Machi neRel ocat eSpec

$vntl onespec. power On = $f al se
$vntl onespec. tenpl ate = $f al se
$nane =

"Test"

$target = Cet-Fol der - Nane TARGETFOLDER | %
{Get-View $_.1D

}
$vmmor = Get-VM VMNAME | Get-View
$vmor . C oneVM Task( $t ar get . MoRef , $nane, $vncl onespec )

Q: How do | VMotion a VM?

A: This script can be used to VMotion from ESSX1 to ESX2.
connect - vi server - Server

<Server> -User <user> -Password <password>

get -vrmhost ESX1 | get-vm nanevm | nove-vm
&anp; ndash; desti nati on (get-vmhost ESX2)

Snapshots:

Q: How do | snapshot a VM? Multiple VMs?

A: New-Snapshot cmdlet can be used to create the snapshot of a virtual machine. This script will create the snapshot
with name “Target-Snpsht” for all the virtual machines.

To do snapshot of a particular machine use Get-VM with virtual machine. Below is the script for the same.

connect - vi server -server
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<server> -user <user> -password <pwd>
New Snapshot - Nane &anp; | dquo; Tar get - Snpsht &np; rdquo; -VM
(Get-VM

Q: How do | set a VM to a particular snapshot?

A: A virtual machine can have multiple snapshots and any of them can be set at a time. This script can set a virtual
machine to a specified snapshot.

connect - vi server -server

<server> -user <user> -password <pwd>

$vm = Get-VM - Nane &anp; | dquo; VMNane&anp; r dquo;
$snapshot nane = $vm | GCet- Snapshot - Nane

&anp; | dquo; Tar get - Snpsht &anp; r dquo;

$vm | get-snapshot - Nane

&anp; | dquo; Tar get - Snpsht &np; rdquo; | where

{ $_.nane -like $snapshot nane. nane

}l%

{ set-vm $vm - snapshot $snapshot name

}

Q: How can | identify all snapshots older than a particular date?

A: This script show snapshots more than 30 days old.

connect - vi server -server
<server> -user <user> -password <pwd>
Get-VM | Get-Snapshot | Were

{$_.Created -1t (Get-Date).AddDays(-30)
} | select Nanme, Created

ESX Host Configuration:

Q: How can | create virtual switches and portgroups?
A: This script creates the virtual switches.

connect - vi server -server
<server> -user <user> -password <pwd>

Get - VIVHost  YOURHOST | New Virtual Switch -nane
"My New Switch" -nic YOURNIC (e.g. vmmicl)
Get - VIVHost  YOURHOST | Get-Virtual Switch -nane

"My New Switch" | New Vi rtual Port G oup
-vlanid 100

Q: How can | configure NTP?

A: This script can be used to configure the NTP.

connect - vi server -server

<server> -user <user> -password <pwd>

$HS = Get-VMHost YOURHOST | get-view

$dt system = $HS. Conf i gManager . Dat eTi meSyst em
$nmor = Get- Vi ew - MoRef $dt system
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$dat eConfig = New Cbj ect Vmwnar e. Vi m Host Dat eTi meConfi g
$hsnt pConfig = New Cbj ect VMnar e. Vi m Host Nt pConfi g
$dat eConfi g. nt pConfig = $hsntpConfig

$dat eConfi g. nt pConfig. server = @

"<Your NTP Server>")

$dat eConfi g.ti meZone =

"<Your Timezone>"

$nor . updat eDat eTi neConf i g( $dat eConfi g)
Q: How can | rescan Host Bus Adapters (HBAs)?

A: This script used to rescan Host Bus Adapters (HBAS).

connect - vi server -server
<server> -user <user> -password <pwd>
get -vmmhost | GCet-VMHost St or age - RescanAl | HBA

Q: How can | display and configure the physical adapters of my ESX host.
A: This script display the list of physical adapters of an ESX host.

connect - vi server -server
<server> -user <user> -password <pwd>
Get - VMHost | %

{Get-View $_.1D

Hlo%

{$_. name; $nics = $_.config. network. pnic;
foreach ($nic in $nics)

{$ni c. devi ce

}
}

This script can be used to configure the physical adapters of ESX host.

connect - vi server -server
<server> -user <user> -password <pwd>

# $nics will hold an array of physical N Cs on the server.
$ni cs = (get-vmhost | get-vnhost net wor k). Physi cal Ni ¢

$nics | where

{ $_. DeviceNarme -eq
"NIC_TO_CONFIGURE"

} | Set-VMHost Net wor kAdapt er -dupl ex full
-bi tratepersecnb 100

Q: How can | power off an ESX host?

A: This script can be used to power off an ESX host.

connect - vi server -server

<server> -user <user> -password <pwd>
$HS = Get-VMHost YOURHOST | get-view
$HS. Shut downHost (

"false")
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Reporting:

Q: How can | create a tabular report of all my VMs, including their configurations and amount of disk space
allocated?

A: This script can be used for tabular reporting of all VMs with their configuration.

connect - vi server -server

<server> -user <user> -password <pwd>
get-vm | %

{ get-view $_.1D

} | Select-bject Name, @

{ Name=

"MemoryMB"; Expression=

{$_. Summary. Confi g. menorySi zeMB

}

1@

{ Name=

"MemReservation"”; Expressi on=
{$_. Sunmary. Confi g. menor yReser vat i on
}

1 e

{ Name=

"numCpu”; Expression=

{$_. Summary. Confi g. nunCpu

}

1 e

{ Name=

"numVirtualDisks"; Expressi on=
{$_. Summary. Confi g. nunVi rt ual Di sks

}
}

Other:

Q: How can | create folders that appear under "Hosts and Clusters" in VC (a so-called "Blue Folder")?
A: A "Blue Folder" is a folder created under the VM folder.
For example:

connect - vi server -server

<server> -user <user> -password <pwd>
Get - Fol der vm | New- Fol der - Name

&anp; | dquo; Tar get - Fol der - Name&anp; r dquo;

Q: I'm concerned about the security implications of Invoke-VMScript, how can | disable it?
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A: Invoke-VMscript can be disabled on a VM-by-VM basis by adding this line to the VM's VMX file:
monitor_control.restrict_backdoor = "true" . You can add this line by hand or you can add it with the following script:

$vnsToDi sabl el nvoke = Get-VM

<vms to reconfigure>

$vnmsToDi sabl el nvoke | foreach {
$vm = Get-View $_.I1d
$vmConf i gSpec = New Cbj ect VMnare. Vi m Vi rtual Machi neConfi gSpec
$vmConf i gSpec. extraconfi g += New Cbj ect VMware. Vi m opti onval ue

$vnConf i gSpec. extraconfi g[ 0] . Key="noni tor_control .restrict_backdoor"
$vntConf i gSpec. extraconfi g[ 0] . Val ue="true"
$vm Reconfi gVM $vnConf i gSpec)

}
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